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APPLICATION

The working time recording system is designed to record the time of arrival, departure and movement of employees
during the working day. In addition, the system provides control of the passage through the doors fitted with lock
controllers.
This is ensured as follows: each employee is given an identification card or a key fob (identifier). When entering or
leaving the room, each employee must bring the identifier to the reader. Having received the card code from the
reader, the controller gives the command to unlock the door lock, if such lock is installed. Thus, the time and
direction of the employee's passage are recorded.
The Guard Light system allows you to:

—prepare monthly, weekly and daily reports on the duration of the actual stay of employees at work;

—identify violations of labour discipline;

—determine the current position of an employee;

—graphically display the movement of an employee throughout the day.

—promptly display changes in the employee's location;

—block the employee's cards for a specified period, for example, when the employee goes on vacation;

—use the pop-up system to inform about the movement of employees.

SYSTEM REQUIREMENTS

The "Guard Light" software (hereinafter referred to as the Software) allows you to control the operation of the
controllers and process the information received from them.
PCrequirements:

—Windows (x32/x64) XP/Vista/7/8/8.1/10/11/Server operating system;

—disk space—30 Mb;

—RAM —atleast2 GB;

—processor —at least 1 Ghz.
A PC with the Windows operating system (XP — 11, Server) and software installed allows you to upload
identifier codes into the controller, as well as receive and process information about the passages of employees from
it. Your PC must have one free USB port to connect the Z-397 Guard converter, or the Z-397 WEB converter, or
Z-5R WEB and Matrix II Wi-Fi controllers should be available via TCP/IP protocol.

OPERATION

The system operates as follows:

Entry/exit using a card (or a keyboard code) - when entering/leaving a work area, an identification card is brought
to the reader (keyboard code is entered) and its code 1s transmitted to the controller by the reader (keyboard panel).
The controller checks the existence of the card number (code) in its database, as well as the permissibility of passing
according to the time zones assigned to the card, and if the access is granted, it unlocks the lock while the readers
indicate the state "passage is granted" with a flashing green indicator and an intermittent sound signal.

Exit using a button —when the exit button is pressed, the controller unlocks the lock.
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SYSTEM COMPOSITION

The system is based on network controllers Iron Logic Matrix I Net, Matrix Il Wi-Fi, Matrix III Net, Z-5R Net,
Z-5R Net 8000, Z-5R WEB, Guard Net, Eurolock EHT, Z-5R WEB mini. New models of network controllers
are also supported as they are released by the manufacturer.

In addition to controllers, the system may include:

RFID readers — one or two per controller. One reader is installed at the entrance to the room and the other is installed
at the exit. They read the identification code from the presented card and transmit it to the controller that controls the
lock of this door. Instead of a second reader, a button can be connected to exit without control, but in this case, the
passage monitoring function will not work correctly.

Identification cards — each employee can be assigned several cards, so their numbers allow for determining the
time of his movement.

Lock — installed on the door and controlled by a controller. The system allows you to connect electromagnetic and
electromechanical locks and electrical latches.

Door position sensor — installed on the door and allows the controller to record the fact of opening the door. The
sensor's circuit should be closed when the door is closed and unclosed when it is opened. It is recommended to use
reed sensors (balanced magnetic switches).

Exit button — used to open the door without a card. It is installed inside the room and also can be installed at the
security post.

Power supply unit - provides the functioning of the controller, lock and readers. When using an uninterruptible
power supply (UPS), the system will be able to perform its functions even when the room is de-energized. Battery
life can be determined assuming that the consumption of the entire system in standby mode does not exceed one
ampere when using an electromagnetic lock and less than 200 milliamperes when using an electromechanical lock.
Important! At the time of activation, electromechanical locks consume a current that can exceed 3 amperes, so
please take this into account when choosing a power supply unit.

Converter Z-397 Guard - provides the conversion of the communication interface of controllers (RS-485) into a
computer interface (USB) and then (using a driver) into a virtual COM port. RS-485 interface — allows you to
connect devices at distances up to one kilometre. The converter is powered via a USB cable from the computer. To
work with this Software, the converter must be switched to the "Advanced" mode.

Converter Z-397 WEB - provides a connection of the communication interface for controllers (RS-485) to a PC via
TCP/IP (Ethernet) without creating a virtual COM port. The Software automatically detects the available converters
and displays them on the "Converters" tab.

IP Controllers Z-SR WEB, Matrix II Wi-Fi, Z-5R WEB mini - connect to a PC via TCP/IP (Ethernet or Wi-Fi)
without creating a virtual COM port. Logic controllers are represented by two devices: a converter (a
communication module) and a controller. The Software automatically detects the available converters
(communication modules) and displays them on the "Converters" tab.

Reader Z-2 USB - a desktop card reader that allows you to register new cards with the system without presenting
them to an RFID reader connected to the controller.

SOFTWARE INSTALLATION

Download the archive with the Software at www.ironlogic.ru, link: Guard Light Software. Unpack the archive into a
separate folder and run the installation file GuardLight XXX XXX setup.exe.
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In the Software installer menu that appears, click on the "Next>" button.

@ Setup - Guard Light - x @ Setup - Guard Light -
Welcome to the Guard Light Setu Ei e
& o p Flease read the following important information before continuing,
Wizard
This will install Guard Light 1.0.8.199 on your computer. Please read the following License Agreement. You must accept the terms of this

agreement before continuing with the installation.
Itis recommended that you dose all other applications before

continuing. GuardLight License ~
Click Next to continue, or Cancel to exit Setup. —

[Except where otherwise noted, all of the documentation and
software included in the GnardLight package is copyrighted by
«MedicalTechic».

e s A DONE YOO AT BT Tnbia AT it

@ I accept the agreement
()1 do not accept the agreement

Check the box next to "l accept the agreement terms" and click on the "Next>" button.

Select the folder to install the Software by clicking on the "Browse" button. By default, the Software will be installed
in the folder C:\Program Files(x86)\IronLogic\Guard Light\. We recommend that you install the Software not in the
Windows system folder but in the root of drive C or D (For example: C:\IronLogic\ or D:\IronLogic\). When you
reinstall the latest version of the Software, you will be prompted for a folder with the previously installed Software.
Complete the selection of the installation folder by clicking on the "Next>" button.

@ @) Setup - Guard Light —
Select Destination Location Select Database Location
Where should Guard Light be installed? Where Database files should be stored?
To continue, dick "Next”, If you would like to select a different folder, dick "Browse™,
Setup will install Guard Light into the following folder.
C: \ProgramData\IronLogic\Guard Light] Browse. ..
To continue, dick Mext. If you would like to select a different folder, dick Browse.
C:\Program Files (x86)\IronLogic\Guard Light Browse...
At least 32.0 MB of free disk space is required.
<ok e <ok =

Select the folder to install the working directory of the Software by clicking on the "Browse" button. By default, the
Software will be installed in the folder C:\ProgramData\IronLogic\Guard Light\. We recommend that you install the
working directory not in the Windows system folder but in the root of drive C or D (For example: C:\IronLogic\ or
D:\IronLogic\). When you reinstall the latest version of the Software, you will be prompted for a working directory
with the previously installed Software. Complete the selection of the installation folder by clicking on the "Next>"
button.

f necessary, check the "Additional icons" box and click on the "Next>" button. The Software installation bar will
appear. Please wait for the installation to finish.
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@ Setup - Guard Light

Select Additional Tasks
Which additional tasks should be performed?

then diick Next.

Additional icons:
Create a desktop icon
[ create a Quick Launch icon

@ Setup - Guard Light

Installing

Select the additional tasks you would like Setup to perform while installing Guard Light, Extracting files...
C:\Program Files (x86) \IronLogic\Guard Light\HELP\GuardLight.avi

< Back. Cancel

Please wait while Setup installs Guard Light on your computer.,

Cancel

If necessary, after the installation is completed you can check the boxes on "Start Guard Light" or "View "Quick

Start" video tutorial" and close the installer by clicking on the "Finish" button.

Wizard
The application may be launched by selecting the installed

icons.

Click Finish to exit Setup.

[ Launch Guard Light
Watch a video tutorial "Quick Start”

Completing the Guard Light Setup

Setup has finished instaling Guard Light on your computer.

If you later need to update the Software version, you should close the running Software and install the latest version

of'the Software in the same folders.

HARDWARE INSTALLATION AND CONFIGURATION

Installing drivers for Z-397 Guard converter and Z-2 USB reader

For Windows 8 (10), you need to (temporarily) disable unsigned driver blocking. How to do this - a description
inside the archive with drivers. (Files: "Installing unsigned drivers in Windows 8.pdf", "Installing unsigned drivers
in Windows 10 _v.1.pdf", "Installing unsigned drivers in Windows 10 v.2.pdf", "Installing unsigned drivers in

Windows 10_v.3.pdf").

When connecting a reader (converter) to a PC, Windows detects a new device but won't be able to install drivers.

Open the Add Hardware Wizard by clicking the message above the installation wizard icon on the taskbar or the icon
itself. Prevent it from searching for a driver in Windows Updates by clicking on "Skip obtaining driver software

from Windows Update.”
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In the menu that appears, click on the "Yes" button. A message will appear stating that the driver could not be
installed. On the taskbar, the installation wizard icon will appear with a crossed red circle.

Next, youneed to open Device Manager.

Select uninstalled drivers from the "Other devices" section (USB IronLogic RFID Reader, Z397 GUARD
Converter) by double-clicking on the desired device. This will open the menu "Properties: USB IronLogic RFID
Adapter". In this menu, click on the "Update driver..." button. In the menu that appears, select "Browse my computer
fordriver software"to find and install the driver manually.

In the menu "Search for driver software in this location:", click on the "Browse..." button and select the folder with
the downloaded drivers (DRV_Win_All). Be sure to check the box "Include subfolders". Click on the "Next" button.

When installing drivers in Windows 7 (8, 10), the following message will be displayed: "Windows can't verify the
publisher of this driver sofiware." In this case, you must select "Install this driver software anyway" and continue the
installation.

When the installation is complete, you will see the message "The software update for this device completed
successfully" and "The installation of driver software for this device is complete: USB IronLogic RFID Reader
(Z2397-Guard USB<->485)". Click on the "Close" button.

Next, close the menu "Properties: USB IronLogic RFID Adapter" by clicking on the "Close" button.
The installed drivers will appear in the Device Manager under the "Universal Serial Bus (USB) Controllers" section.
After installing the USB device, "USB Serial Port" will appear in the "Other Devices" section.

You need to select it by double-clicking on the desired device. This will open the menu "Properties: USB Serial
Port." In this menu, click on the "Update driver..." button. In the menu that appears, select "Browse my computer for
driver software " to find and install the driver manually.

In the menu "Search for driver software in this location:", click on the "Browse..." button and select the folder with
the downloaded drivers (DRV_Win_All). Be sure to check the box "Include subfolders". Click on the " Next" button.

When installing drivers in Windows 7 (8, 10), the following message will be displayed: "Windows can't verify the
publisher of this driver software." In this case, you must select "Install this driver software anyway" and continue the
installation.

When the installation is complete, you will see the message "The software update for this device completed
successfully" and "The installation of driver software for this device is complete: USB IronLogic RFID Reader
(Z2397-Guard USB<->485)". Click on the "Close" button.

Next, close the menu "Properties: USB Serial Port" by clicking on the "Close" button.

After the operations are performed, the reader (converter) will be installed in the system. In the "Universal Serial
Bus (USB) Controllers" section, you should see the entry "USB IronLogic RFID Reader (Z397-Guard USB<-
>485)". In the "COM and LPT ports" section, you should see the entry "USB IronLogic RFID Reader [Serial port]
(COM...) (2397-Guard USB<->485 [Serial port] (COM...))".

If the drivers are installed incorrectly (like FTDI, or the COM port is not installed), then they must be removed via
the software removing incorrectly installed drivers (the "remove" folder in the Software archive). Before running
the remove.bat file (from the "varl" and "var2" folders in turn) as administrator, it is advisable to disable all USB
devices (except for the mouse and keyboard). After you uninstall the FTDI drivers, reinstall them.
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Configuring converter Z-397 Web

For converter Z-397 Web, no driver installation is required but you may need to configure the converter itself. You
can do this in the converter configuration file. There are two ways to access the converter configuration.

- Connect the converter via USB cord to your computer and in the USB drive that appears edit the configuration file
in Notepad.

- Download and install the FindWeb utility. Log in to the Settings Wizard and select the desired modes and settings.

Examples of configuration files for Z-397 Web converter in "SERVER" or "CLIENT" mode.

Server Client
[INFO] [INFO]
SERIAL_NUMBER=33690 SERIAL_NUMBER=33690
FW_VERSION=3.0.55(Aug 7 2017 11:13:16) FW_VERSION=3.0.55(Aug 7 2017 11:13:16)
[COMMON] [COMMON]
MODE=SERVER MODE=CLIENT
AUTH_KEY=AEB5FA65 AUTH_KEY=AEB5FA65
[NETWORK] [NETWORK]
USE_DHCP=0 USE_DHCP=0
LOCAL_IP=192.168.100.102 LOCAL_IP=192.168.100.102
NETMASK=255.255.255.0 NETMASK=255.255.255.0
GATEWAY=192.168.100.1 GATEWAY=192.168.100.1
DNS=192.168.100.1 DNS=192.168.100.1
NODATA_TIMEOUT=0 NODATA_TIMEOUT=0
[TCP_SERVER] [TCP_CLIENT]
LINE1_PORT=1000 LINE1_REMOTE_ADDR=192.168.100.107
LINE1_ALLOWED_IP=255.255.255.255 LINE1_REMOTE_PORT=25000
LINE2_PORT=1001 LINE2_REMOTE_ADDR=
LINE2_ALLOWED_IP=255.255.255.255 LINE2_REMOTE_PORT=0
[RS485] [RS485]
LINE1_BAUD=19200 LINE1_BAUD=19200
LINE1_PARITY=NONE LINE1_PARITY=NONE
LINE2_BAUD=19200 LINE2_BAUD=19200
LINE2_PARITY=NONE LINE2_PARITY=NONE
RING_MODE=0 RING_MODE=0

Configuring controller Z-5R Web

For controller Z-SR Web, no driver installation is required but you may need to configure the controller itself. This
can be done in the WEB interface of the controller.

On the "Connection Settings'" tab, the method and parameters for connecting the communication module to the local
network can be set.

Ifyouselectthe "Ethernet" connection method, the interface takes the following form:
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. . ® Z5-R WEB
iron{®Logic SN: 48860

Guard Light www.ironlogic.me

Elenqish

_—Fycci

Connection Setup

® Ethernet Wi-Fi 3G 4G

Use DHCP: [
Fixed IP: |192.168.100.101
Network Mask: | 255.255.255.0
Gateway: |192.168.100.1
DNS server: |192.168.100.1

Ifyouuse a DHCP server on your local network, the network settings are automatically obtained by the controller.
Use DHCP: Allows calling a DHCP server to automatically obtain the IP address and other network parameters
necessary to operate on this local network.

Without DHCP: you must independently enter all the parameters corresponding to the configuration of the local
network to which the device will be connected:

Static IP: Aunique IP address that provides the device's address on the local network.

Subnet mask: A subnet mask used on this local network.

Gateway: An [P address of the gateway to communicate with other networks (including the Internet).

DNS server: AnIP address of the DNS server.

For correct operation, all the parameters must be set. If you do not know some of the parameters, please contact your
system administrator.

When all the parameters are configured, you must press the '"Save'" button.

Ifyou select the "Wi-Fi'" connection method, the interface will look like this:

, . ® Z5-RWEB
iron{MLogic SN: 48860 -

1| 192.168.100.107
255.255.255.0
:102.168.100.1

5.8.8.8

Encryption: The type of encryption in the Wi-Fi network to which the controller is connected (possible values -
WPA, WPA2, none, etc.).

Key: An encryption key (password) used on this Wi-Finetwork.

Search for networks: Activation of the search for currently available Wi-Finetworks.

IP: Network settings configuration (similar to setting up an Ethernet connection).

After the search for available Wi-Fi networks is finished, a dialogue box appears with a list of found networks to
select the desired network. The level is displayed next to the network name.

To select a network, highlight the desired network and then press the "Select". In this case, the name of the Wi-Fi
network and the type of encryption will automatically appear in the settings. When using encryption, you must
manually enter the encryption key:

Next, if there is no DHCP server, you must correctly configure the network settings.

To save the settings of all the parameters, you must click the '"Save" button.

After configuring the connection to the local network, it is necessary to configure the mode of establishing
communication between the controlling software and the communication module.

On the "Operating Mode" tab, the desired method of connection of the communication module to the software
when operating in the network mode can be selected.

10
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Authentication key: The authentication key is required to access the Web interface of the Z-5R controller (mod.
Web). Initially, the factory value indicated on the label on the device casing is displayed here (see AUTH _KEY). At
this configuration stage, it can be changed, if necessary (numbers and Latin letters are allowed).

Operation mode: The selection of the network mode of operation - Server, Client.

In the "Server" mode, the communication module listens for connections to its open local port of the control
software.

Guard Light www.ironlogic.me

S

. . ® Z5-R WEB enoiish
iron{MLogic SN: 48860 e

» Status
» Connec Setup

—Common Settings

Autentification Key

Work Mode

Use NTP for time synchronization:
NTP Server address:

Timezone:

4586EBCS
Server v
pool.ntp.org

UTC+3 v

Local Port:

1000

allowed IP: | 255.255.255.255

| save

Ifthe ""Server" operation mode is selected, the following should be set:

Local port: ATCP port to which the control software will be trying to connect.

Allowed IP: An IP address of the computer from which the control software is allowed to connect to the controller
(255.255.255.255 to allow all IP addresses). When all the parameters are configured, you must press the "Save"
button.

If the "Client" operation mode is selected, the communication module will regularly try to establish a connection
with the control software.

Z5-R WEB
SN: 48860

iron@Logic®

» Co tup

—Common Setting

Autentification Key: |4586EBCS
Work Mode: | Client v

Use NTP for time synchronization
NTP Server address: | pool.ntp.org
Timezone: |UTC4+3 v

r—Client

Server Address: |192.168.100.2

Server Port: | 25000

Save

The following parameters should be set:

Server address: The IP address of the computer to which the controller must establish a connection to communicate
with the control software.

Server port: An IP port to which the connection must be made.

When all the parameters are configured, you must press the ""Save' button.

To finish working with the Web interface, you need to set the jumper from the CONFIG to NORMAL position and
reboot the controller.

11
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Configuring controller Matrix Il Wi-Fi

For controller Matrix II Wi-Fi, no driver installation is required but you may need to configure the controller itself.
This can be done in the WEB interface of the controller.

On the "Connection Settings' tab, the method and parameters for connecting the communication module to the local
network can be set.

Connection Setup

Wi-Fi
SSID: | IRONLOGIC

Key: | WiFiPassword

Search Network Test Network

Use DHCP:

Fixed IP; 192.168.1.129

Network Mask: 25 5.255.0

Gateway: 192.168.1.1

DNS server: 8888

Waork Mode
Controller Setup
Extended Settings

Network (SSID): Aname of the Wi-Finetwork to which the device should be connected.

Password: An encryption key (password) used on this Wi-Finetwork.

Search for networks: Activation of the search for currently available Wi-Finetworks.

After the search for available Wi-Fi networks is finished, a dialogue box appears with a list of found networks to
select the desired network. The level is displayed next to the network name.

To select a network, highlight the desired network and then press the ""Select". In this case, the name of the Wi-Fi
network will automatically appear in the settings.

Next, if there is no DHCP server, you must correctly configure the network settings.

Without DHCP: you must independently enter all the parameters corresponding to the configuration of the local
network to which the device will be connected:

Static IP: Aunique [P address that provides the device's address on the local network.

Subnet mask: A subnet mask used on this local network.

Gateway: An IP address of the gateway to communicate with other networks (including the Internet).

DNS server: An [P address of the DNS server.

When all the parameters are configured, you must press the ""Save'" button.

If Matrix II Wi-Fi is intended to operate in the network mode, i.e. under the control of external software, then after
configuring the connection to the local network, it is necessary to configure the mode of establishing communication
between the controlling software and the communication module.

On the "Operating Mode" tab, the desired method of connection of the communication module to the software
when operating in the network mode can be selected.

Authentication key: The authentication key is required to access the Web interface of the controller. Initially, the
factory value indicated on the label on the device casing is displayed here (see AUTH KEY). At this configuration
stage, it can be changed, if necessary (numbers and Latin letters are allowed).

Operation mode: The selection of the network mode of operation - Server, Client.

In the "Server'" mode, the communication module listens for connections to its open local port of the control
software.

12
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iron@[_ogic® Matrix 1T Wi-Fi  Pyccxnin

SN: 52063 English @

Status

Connection Setup

Work Mode

Common Settings
Autentification Key: |C4C95CT74

Work Mode:

Server

Local Port: | 1000

Allowed IP: |255255.255.255

Controller Setup

Extended Settings

Ifthe ""Server" operation mode is selected, the following should be set:
Local port: ATCP port to which the control software will be trying to connect.

Allowed IP: An IP address of the computer from which the control software is allowed to connect to the controller
(255.255.255.255 to allow all IP addresses). When all the parameters are configured, you must press the "Save"
button.

If the " Client" operation mode is selected, the communication module will regularly try to establish a connection
with the control software.

iron@l,ogic@ Matrix II Wi-Fi  Pycckni

SN: 52063 English ®
Status
Connection Setup

Work Mode

Common Settings

Autentification Key: |C4C95C74

Work Mode:

—Client
Server Address: [192.168.1.10

Server Port: [25000

Controller Setup

Extended Settings

The following parameters should be set:

Server address: The [P address of the computer to which the controller must establish a connection to communicate
with the control software.

Server port: An [P port to which the connection must be made.
When all the parameters are configured, you must press the ""'Save" button.

To finish working with the Web interface, you need to set the jumper from the CONFIG to NORMAL position and
reboot the controller.
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LICENSE

A license is a certain limit on the number of serviced controllers and cards in each of the controllers. The license is
installed in the converter (Z-397 Guard, Z-397 Web) or IP controllers (Z-5R Web, Matrix II Wi-Fi). The initial
(free) license covers 2 controllers and 10 cards. To increase this number, you need to apply for the purchase of the
appropriate license. The license is purchased for each specific converter (Z-397 Guard, Z-397 Web) or a specific
communication module for the IP controller (Z-5R Web, Matrix I1 Wi-Fi).

To order a license, you must specify the serial number of the converter (Z-397 Guard, Z-397 Web) or a
communication module for the IP controller (Z-5R Web, Matrix II Wi-Fi). Its value is indicated in the Guard Light
Software on the "Converters" tab in the "S/N" column. In the same place, the currently active values of the license
parameters in the "License" column are indicated.

| @ Guard Light o o %
| Base Department Employee Converters Controllers Reports Help

| Report

tom(1) 042022 (D= |0 [11.042022 [G- Report

Yesterday How Last week Last month
|Ver. 1.0.8.188

1 Working with the base Events Converters Controllers

License

I B @
i
{2 ] Type S/N Verson | Mode | Part License Controlers | Status |

1 . 7397-Guard 3882 34 Advanced CoMs 4:99 1:0 Cydic poll
1 @ 97-wes 43050 348 Server 192.168.8.103:... 2:10 2:0 Cydlic poll
@® 75R-WEB 48833 1.132 Server 1.1.1.1:1000 2:10 No connection

wersrs - 3 Cantrollers (3) Act3

License Options

1. For controller Z-5R Web or Matrix II Wi-Fi:

- Guard Light-1/50L -- for the simultaneous operation of up to 1 controller and 50 cards

- Guard Light-1/100L -- for the simultaneous operation of up to 1 controller and 100 cards

- Guard Light-1/250L -- for the simultaneous operation of up to 1 controller and 250 cards

- Guard Light-1/1000L -- for the simultaneous operation of up to 1 controller and 1000 card

- Guard Light-1/2000L -- for the simultaneous operation of up to 1 controller and 2000 cards
2.For converter Z-397 Guard or Z-397 Web:

- Guard Light-1/50L -- for the simultaneous operation of up to 1 controller and 50 cards

- Guard Light-1/100L -- for the simultaneous operation of up to 1 controller and 100 cards

- Guard Light-1/250L -- for the simultaneous operation of up to 1 controller and 250 cards

- Guard Light-1/1000L -- for the simultaneous operation of up to 1 controller and 1000 cards

- Guard Light-1/2000L -- for the simultaneous operation of up to 1 controller and 2000 cards

- Guard Light-5/100L -- for the simultaneous operation of up to 5 controllers and 100 cards

- Guard Light-5/500L -- for the simultaneous operation of up to 5 controllers and 500 cards

- Guard Light-5/1000L -- for the simultaneous operation of up to 5 controllers and 1000 cards

- Guard Light-5/2000L -- for the simultaneous operation of up to 5 controllers and 2000 cards

- Guard Light-10/250L -- for the simultaneous operation of up to 10 controllers and 250 cards

- Guard Light-10/500L -- for the simultaneous operation of up to 10 controllers and 500 cards

- Guard Light-10/1000L -- for the simultaneous operation of up to 10 controllers and 1000 cards

- Guard Light-10/2000L -- for the simultaneous operation of up to 10 controllers and 2000 cards

Purchase and ordering procedure

There are two options for purchasing Guard Light:

1) Purchase one of the licenses.

In this case, you should first buy (from us or one of the suppliers of our products) a converter (Z-397 Guard, Z-397
Web) or a controller (Z-SR Web, Matrix II Wi-Fi). and the equipment necessary for them (controllers, readers) and
install the Guard Light Software.
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Next, you test it in the free 2L Guard Light license mode and determine which license do you need and for how many
points of passage and number of people per passing point. You tell us the serial number of a converter (Z-397

Guard, Z-397 Web) or a controller (Z-5R Web, Matrix II Wi-Fi) and the license you have chosen. After paying the
invoice, the license is activated.

2) Purchase a package.
The package includes:
-aconverter Z-397 Guard or Z-397 Web with a license activated in it.
To order a license, you need to select the converter and follow the link obtained via
IConverters/License/Order a License on the Site|.

License installation

After purchasing a license, it can be applied in two ways.
The first option is when the Software independently downloads and installs the license from the manufacturer's
website. This can be done by highlighting the converter and selecting the appropriate menu item

IConverters / License / Download the available license from the site|. Of course, your computer must have an
Internet connection.

@ Guard Light

- [m} X
Base Department Employee Converters Controllers Reports Help
Report
Conball fom(11042022 [+ o [11042022 [~
Dep: i
Controlless - 3
Yesterday Now Last week Last month
Ver. 1.0.9.203

Working with the base Events Converters Controllers

License

R B ‘

# ‘ Type | S/N ‘ Version | Mode Port License Controllers Status |
. 7397-Gu... 3882 34 Advanced COM5 4:099 1:0 Cydic poll

@ 2397-Web 43050 3.48 Server 192.168.8.103:... 2:10 2:0 Cydic poll

@® Z5RW 48833 1.132 Server 1.1.1.1:1000 2:10 No connection

_ Comeners-3 Canrollers (3) Act3

The second method must be used when obtaining a license in the form of a file. To do this, highlight the converter and
select the menu item|Converters/ License / Install license from a file|

@ Guard Light - ] X
Base Department Employee Converters Cantrollers Reports Help
| Base Report
a0 @ oz Bre [owen G-
i : Yesterday Now Last week Last month
Ver. 1.0.9.203
| Working with the base Events Converters Controllers
License
Setup license from file]
| K3 ‘ Type | SIN Version ‘ Mode Port License Controllers | Status ‘
. 7397-Gu... 3882 34 Advanced COM5 4:99 1:0 Cydic poll
@ 97-Web 43050 3.48 Server 192.168.8.103:... 2:10 2:0 Cydic poll
@® sRw 48833 1.132 Server 1.1.1.1:1000 2:10 No connection

Converters -3 Controllers (3) Act3

@ Select file with license

%
T+ 3 Fnor komnuorep > PaBouwd cioa > Ironlogic License v O )
Ynopsgouwsms >+ Hosas nania m @
M Pasouni crou N T
& 3arpysn » g - = — ]
Aorguer # <1 Z397G(LITELALL 2 10
|
|
| Hosas nanka
—
AN
Wwis Gaina: |Z(LITE) 43050 License files {*Jic;*dat) -
|

Select the license file location in the explorer window and click on the "Open" button. After selecting the license file,
the license information menu appears.
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. .
www.ironlogic.me
Q@
Base Department Emy Converters Controllers Reports  Help
Base Report
E::s hE fom[11.042022 [+ |t [1L042022 O | Report
Departments - 2
Controllers - 3
Information X L Last week Last month
Ver. 1.0.9.203
Working with the base Events Converte Successfully installed license for "Z397-Web S/N=43050" ‘
License restrictions: License
- g IB irmum mumber of controllers - 2 ‘ @
- Maxinmum mmber of cards - 10 B
# | Type \ S/N | Version #)llefs Status ‘
@ 297-Gu... 3882 34 Ok (5) 10 Cydic poll
@ R J
@® ZsRw 48833 1.132 Server 1.1.1.1:1000 2:10 No connection
Converters - 3 Controliers (3) Act3

Click on the "OK” button. The license will be recorded in the converter (communication module).

Important! The license is recorded in the converter, so all actions regarding the request or installation of the license

are possible only when the converter is connected. Updating the Software version does not change the license
settings.
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SOFTWARE DESCRIPTION

Main menu

The main menu has the following tabs: "Database", "Department”, "Employee", "Converters", "Controllers",

"Reports", "Help”.

Database
The "Database" tab has the following items: "Overwrite everything to

unknown cards", "Search for lost cards", "Export the list of employees...

"Administrators", "Language...", "Object mode", "Close the programme".

controllers", "Backup copy...", "Delete
", "Import the list of employees...",

@ Guard Light - o X
Base Department Employee Converters Controllers Reports Help
Update all controllers Report
n fom[11.042022 v |© [11.042022 [Ov|  Report
Backup copy >
Remove unknown cards e P ey S —
Lost cards search
i » Jnverters. Controllers
Import employees... > License
Administratars IR E: Q, [*))
Language.. . >
Exit Eon \ Mode \ Port | License \ Controllers \ Status \
W 239G 3882 34 Advanced COM5 4:99 1:0 Cydic poll
Server 192.168.8.103:... Cydic poll
‘ Z5R-W 48833 1132 Server 1.1.1.1:1000 2:10 Mo connection
Conveders -1 Contrallers (3) Act 3
Department
n n 1 1 o n nmn 4nn nn n
The "Department" tab has the following items: "Create", "Edit", "Report", "Delete".
@ Guard Light - o b
Base | Department  Employee Converters Controllers Reports Help
Create Regort
Change o 1104202 @+ |0 11042022 D Repart
Report 5°
ver.  Remove Yesterday How Last week Last month
Working with the base Events Converters Controllers
i License
= lR =S Y @
|# \ Type \ S/N \ Version | Mode \ Port | License \ Controllers | Status \
@ 2397-Gu.. 3882 3.4 Advanced COM5 4:99 1:0 Cyclic poll
() 7z397-Web | 43050 Server 192.168.8.103:... i
. Z5R-W 48833 1132 Server 1.1.1.1:1000 2:10 No connection
Converters-3 Controllers (3) Act3

Employee

The "Employee" tab has the following items: "Create", "Find", "Report",

all".

"Edit", "Delete", "Mark all", "Unmark

@ Guard Light - [u] »
Base Department Employee Converters Controllers Reports Help
B2 (Create ot —— — F—— =
- B fom11042022 @+ [11.04.2022 - Report
Y Repont
Edit Yesterday Now Last week Last month
Ver. 1.0.9.203 g
Working with thet  Remove Controllers
List of departmen!  Check all joyees [2] Information
Full list Uncheck all Alias. &2 Employee
nt 1233
n:
e
e
as:
rthday ===
Card
By department
Time zones
& e iiNet 7k mﬁl -
EEEREEE oc
Converters -3 Contrallers (3) Act3

Converters
The "Converters" tab has the following items: "Include in the system",
system", "Update firmware", "License", and "Enter the proxy access key".
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@ Guard Light - lu| x
Base Depanment Employee Corwerters Controllers Reports Help
B?SBH . Include in the system Report
Enplosees -2 Block the connection wom(11.042022 v |® [11042022 [+ || Report
Coralra3° Remave from system
T Update finmware Yesterday Now Last vieek Last month
Working with the base Event  bcense ¢
Enter the passkey 1o the proxy Pr—
= il ¥ IR Q [*)]
| # I Type \ S/N | Version \ Mode \ License Controllers | Status |
@ 2397Gu.. 3882 34 Advanced 4:99 1:0 Cyclic poll

48833

1.132 Server 1.1.1.1:1000

o Pranbecllare (0 808

Controllers

The "Controllers" tab has the following items: "Add", "Change", "Uninstall", "Update firmware", "Open door", "Set

No connection

mode".
@ Guard Light = u] %
Base Department Employee Converters Controllers Reports Help
Base Add Report
Fmird Change om(1104202 O~ |to [1042022 O+ || Report
Tommolers 3 Remove =
Yesterday Now Last week month
Ver. 1.0.9.203 Update
Working with the base Events Converter Open door >
Set the mode License
= i f IR B S @
‘# | Type \ SN \ Version | Mode | Port License Controllers \ Status \
@ 7397Gu 3882 3.4 Advanced COMs 4:99 1:0 Cydlic poll

48833 1.132

Converters - 3 Conwrollers (3) Act3

Reports

The "Reports" tab has the following items: "Today", "Yesterday", "Last week", "Last month", "Info columns",

"Work zones", "Report parameters".

No connection

@ Guard Light - [u] 4
Base Department Employee Converters Controllers Reports Help
s Now Report
il oy Yesterday fom[11.042002 [Dv|w [11042022 [Dv|| Repom
Departmonts - 2
Controliers - 3 Last week
Ver. 1.0.9.203 Last month b bt s =
Working with the base Events Converters Controlle Details. column >
Work areas > License
= Report options >
= wmw ¢ IR B RO O Q @
| sm | version | Mode | | License | controllers | Status |
3882 34 Advanced 1:0 Cylic poll

Server

48833 1.132 Server

Canverters -3 Canfrollers (3 Actd

Help

1.1.1.1:1000

Cyclic poll

2:10 No connection

The "Help" tab has the following items: "Instruction manual", "Z-5R Extended" and "Open working folder".

@ Guard Light - o b4
Base Depantment Employee Converters Controllers Reports | Help
Briﬂd ¥ User manual =
Emplooes -2 WWW IronLogic a2z O- |0 [uoazz G- e
e Open a working directory
day Now Last wesk Last month
Ver. 1.0.9.203
Working with the base Events Converters Controllers
License
= i IR a @
| # | Type ‘ SN | Version | Mode | Port License Controllers | Status |
‘. Z397-Gu.... 3882 34 Advanced COM5 4:99 1:0 Cydic poll
O 2397-Web 43050 Server 192.168.8.103:...
‘. Z5R-W 48833 1.132 Server 1.1.1.1:1000 2:10 No connedtion
Converters - 3 Controllers (3) Act3
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Software logo

The upper-left corner of the programme. Right-click on the Software logo to bring up the context menu: "Debug
Log" (to enable software log recording), "Config Z5R" (to review the configuration of the Z-5R Net Extended
controller), "Config ZSRW" (to review the configuration of the Z-SR WEB controller), "Config M2WiFi" (to review
the configuration of the Matrix II Wi-Fi controller). All controller configurations can be saved after editing and

subsequently used.

@ Guard Light - o X
Base Department Employee Corwerters Controllers Reports Help
Base Report
[ fomf11042022 G+ o [110s2022 @~ Report
Bt Yesterd: Nowi Last week Last month
Ver.10  ConfigZ5R =
Workir  Config ZSRW verters Controllers.
Config ZSRW_BT e
Config M2WiFi R .;L
= & qQ [*:]
‘# J Type | SN | Version \ Maode | Port License \ Controllers [ Status |

® 97 Gu.. 3882 34 Advanced COM5 4:99 110
eb | 43050 348 ! 192.1 3:.. z
® Rw 48833 1.132 Server 1.1.1.1:1000 2:10 No connedtion
Converters -3 Contrallers (3) Act
"Database'’ panel

The "Database" information panel. The database information panel displays the number of cards, employees,
departments and controllers in the populated database.

@ Guard Light - o x
Base Department Employee Converters Controllers Reports Help
Report
a fomi1.042022 D= | [11.042022 O~ Report
Yesterday Now Last week Last month
Ver. 1.0.9.203
Working with the base Events Converters Controllers
License
= a ¢ I B Q L
# S/N Version Mode Port License Controllers Status
G Cydic poll
‘ 2397-Web 43050 348 Server 192.168.8.103:... 2:10 2:0 Cydic poll
.' Z5R-W 48833 1132 Server 1.1.1.1:1000 2:10 No connection
Converters -3 Controllers (3) Act3

""Enable fire safety mode' button

The fire safety mode activation button "Enable fire safety mode" turns on the evacuation mode on all connected
controllers.

@ Guard Light - [u] X
Base Department Employee Converters Controllers Reports_Help
Base Report
e n fom(11.042022 [~ |® (11062022 [~ || Report
Depoutments - 2
Controllers - 3
Yesterday Now Last week Last month
Ver. 1.0.9.203
Working with the base Events Converters Controllers
% g c Startup parameters
| G
- !
& % 2 = [JAutorun program
Mode Auto-completion
(3) ~
Normal [J1n the control passes
Controllers ~ | Paramener value ~
@ Motixcl Not 2k (45514] T
S/H controller 16640
2.5 e e IR0 e
@ 25R-Net 2k [16640] Name (installation location)  Z5R-Met 2k [16640]
Lock Unlocking pulse - 3.0sec. Wait for apen - no. Wai for dose - no.
The o Frna i
Canverters- 3 Conirollers (3) Act3
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""Report" panel

On the panel, the time for generating the report is selected.

@ Guard Light - o x
Base Department Employee Converters Cantrollers Reports Help
Report ;
et fomfl1042022 D~ |t [l104202 O~ Report
Departments - 2 o B -
Contrallers - 3
Yesterday Now Last week Last month
Ver. 1.0.9.203
Working with the base Events Converters Controllers
List of departments [2] List of employees [2] Information
Full list [Jiast Aas [P Employee
Marked nt 1233
1233 »n: Position
name B e Lest
e
35: Alias
rthday 01.01.1985
Cards [2]
[EADDJ(072.48020) Added 120422
By department
Time zones
¢ Metiil Not 2 tsﬂ ~
| SReg e oc
Corverers -3 Controllers (3) Actd

Tab bar

The tab bar consists of 4 tabs: "Database tools", "Events", "Converters", "Controllers".

""Database Tools' tab
The "Database tools" tab contains the following panels: "Department list", "Employee list", "Information" (includes

"Employee", "Card" and "Time Zones" panels).

@ Guard Light - o b4
Base Depanment Employee Converters Controllers Reports Help
Base Report
Enclasees -2 n wom[11042022 [+ | [l1042022  [Jv|  Report
Depatments - 2
Controllers - 3
e Now Last wesk Last month
Ver. 1.0.9.203 ey
Working with the base JEvents Converters Controllers
of departments List of employees [2] Information
Full list [Juast Aias @2 Employee
Marked ot 1233
1233 n: Position
mame re: Last
e
35 Alias
rthday 01.01.1985
Cards [2]
[BADI)(072.4020) Added 120422
By department
Time zones
Matrix-I| Net 2k [4661 ~
* EEREE oc

Converters -3 Conrallers (3) Act3

"Events' tab
The "Events" tab has an event display menu and the "Controllers" panel, "Event filter" panel and "Passing control"

panel.

@ Guard Light - o x
Base Department Employee Conwerters Controllers Reports Help
Base Report
e bom[1104202 O~ |® [11.042022 [Jv|| Repom
Dopartments - 2
Contiollers - 3 n T
Ver. 1.0.9.203 il b Lo
Working with the base] Events | Converters Contrallers
Time Controllers Type Card Department Employee from Event filter
12Apr 16:46:23[ ZSRNet K [16...|_<... | FrelNom, Off by command | HEdty
12.Apr 16:46:23 | Z5R-Net 2k [16... | <... | Fire[Norm! Off by command Clear
12.Apr 16:46:23 | Matrix-II Net 2k... | <.. | Fire[Norm Off by command 'Confrollers
12.Apr 16:46:09| Z5R-Net 2k [16... | <... | Fire[ON,CMD] On by command ~ Matrix-II Net 2k [46614
12.Apr 16:46:09| Z-5R Net 8k [16... | <.. | Fire[ON,CMD] On by command ~ Z-5R Net 8k [16292]
12.Apr 16:46:00| Matrix-Il Net 2k... | <... | Fire[ON,CMD] On by command Z5R-Net 2k [16640]
12.Apr 16:45:59| Z-5R Net 8k [16... | E. Zone Control passes
12.Apr 16:45:59| Z-5R Net 8k [16... | E... | <Command ... Zone [CIswitch on
12.Apr 16:45:51 | Matri-II Net 2k... | Exit Zon [JOnly checked
12.Apr 16:45:51 | Matrix-II Net 2k... | Exit | <Command .. Zon Scale, % w00 ~
12.Apr 16:45:50 | Matrix-IT Net 2k... | E. Zonz Display, seconds
12.Apr 16:45:50 { Matrix-II Net 2k... | E. <Command .. Zonz I} 0 |3 =
12 Anr 1A-45-4Q | Matriv-TT Nat 2k F Zanz ¥
< >

Convarters -3 Contollers (3) At 3
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"Converters' tab
The "Converters” tab has a toolbar for managing converters, the "License" panel and a menu for displaying
connected or found converters with their parameters.

@ Guard Light - o X
Base Department Employee Converters Cgntrollers Reports Help
Report
u fom[110a2022 [ |l [1Loa2022 O~ Report
Yesterday Now Last week Last month
Ver. 1.0.9.203
Working with the base Evems Controllers
License
@ i ¥ IR B Q Q
# Type SN Version Mode Port License Controllers Status
Cydic pall
'. 7397-Web 43050 348 Server 192.168.8.103:... 2:10 0:0 Cydic poll
'. Z5R-W 48833 1.132 Server 1.1.1.1:1000 2:10 No connection
Canveriers -3 Controllers (3) Act

"Controllers' tab

The "Controllers" tab has a toolbar for managing controllers, buttons for remote control of doors, an "Autostart"
panel for enabling automatic Software startup and a menu for displaying connected or found controllers with their

parameters.

@ Guard Light - o x
Base Department Employee Converters Controllers Reports Help
Report
C . fom[12.042022  [O= | [12042022 [~ || Repont
Dy =
Conlrol s
Yesterday How Last week Last month
Ver. 1.0.9.203
Working with the base Events Converters | Controllers
Autostart (Off)
@ @ F c
® 5 & (] Auterun program
Mode Auto-completion
W Normal g [1n the control passes
Controllers = | |Parameter Valuz A
@ Maicil Not 2 [46514) Controlertpe
SiN controlier 16640
M2 S0t 1 1E2%) Versonfimmars
() z5R-Net 2 [16640) Name (installation location) ~ ZSR-Net 2k [16640]
Lock Unlocking pulse - 3.05ec. Wat for open - no. Walt for close - no.
Tha nubar snnn Famarus b
Comverters -3 Controllers (3) Act3
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HOW TO START THE SOFTWARE

Startup parameters

Typically, you can run the Software with settings to access its database from multiple computers on the network. To
do this, you should define a computer from which the database can be edited while the other computers operate in the
browse mode. At the same time, the network address where the shared database is stored must be set for all
computers.

When launched, the Software searches for the file "GuardLight.ini" in the folder from which it is launched. If the
file does not exist, you must create it manually in a text editor, such as Notepad. The first line is mandatory and the
remaining lines can be added as needed, for example:

[ADVANCED]
Mode=Monitor
Dir=C:\Iron logic\Guardlight
COM_Delay=300
Port=25000
Parameter Value Description
Mast The value of the "Master" field means that either the main
aster or the first copy of the Software is launched. It is used
when running the Software at the first or main workplace.
Mode The value of the "Monitor" field means that the Software
Monit is running in the browse mode and editing is prohibited. It
onitor is used when you run a second copy on another computer
to build reports.
. ) . . Database directory. It is used to transfer the database to a
Dir C:\lron logic\Guardlight | ook drive and to run other copies of the Software.
The additional delay in waiting for a response in
COM_Delay 300 milliseconds. It is used when there is high latency in the
communication channel.
Server port for receiving connections from Z-5R Web,
Port 25000 Matrix II WiFi and Z-397 Web in the "Client" mode.

Using the "Mode" parameter, it becomes possible to run the Software on several computers in one local network,
and in order to do this, the "Mode" parameter is set to "Master" for one application, while the rest of them should be
setto "Monitor".

The "Dir" parameter must point to the same network directory in all cases (at all workplaces). Also, the "Dir"
parameter should be configured if you are using a network with domains. Since Windows likes to update the local
profile without warning and when it pleases, we recommend you to move the folder containing the database to a
more secure location on the disk, for example, "C:\Iron logic\Guardlight".

The delay in waiting for the "COM_Delay" response should be changed only when there are really high latencies in
the transmission channels, for example, when using virtual machines or in the case of communication via GSM
modems.

It makes sense to configure the server port value "Port" only if there are conflicts with other programmes installed
on the computer.
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"Master' mode

Inthe "Master" mode, the Software is installed and runs on the main computer.

In this mode, all the functionality of the Software is available (equipment management, database editing, handling
reports, etc.). Starting with Guard Light Software version 1.0.6.153, you can run Guard Light in "Master" mode one at
atime. Whoever runs the Software first will be the "Master" and other users will be asked to work in the browse mode and
it will be indicated who exactly took over the database. The Software was updated with control over the database being
busy when accessing it from different computers and saving the settings of the Software menu individually for each user.

"Monitor'" mode

The "Monitor" mode means that the Software is running in the browse mode only and editing is prohibited. It is used
when you run a second copy (or multiple copies) on another computer(s) to build reports. In this mode, you can work
only with reports and cannot change anything in the database or review current events. In the first copy of the
Software, in the GuardLight file.ini leave the "Master" mode (Mode=Master) and in the other copy write the "Monitor"
mode (Mode=Monitor) and set the path to the general database on the network (for example:
dir=\\comp2\IronLogic\Guard Light).

"Guard' mode

Starting with Guard Light Software version 1.0.8.173, the "Guard" mode has been added to the Software. In this
mode, only passing control is enabled.

The "Guard" mode can be enabled by launching the main Software (in the "Master" mode) with the key "-sec" or "-
security".

To do this, right-click on the Software shortcut and select "Properties".

Open

e Scan for viruses
e Check reputation in KSN

Open file location
Pin to Start menu (Open-Shell)
) Run as administrator
) Share with Skype
Troubleshoot compatibility
Pin to Start
7-Zip >
Pin to taskbar

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

In the Software properties menu on the "Shortcut" tab in the "Target:" field after the quotation marks add "-sec" or
"-security" separated by space.

For example: “D:\IronLogic\Guard Light\GuardLight.exe” -sec

Or: “D:\IronLogic\Guard Light\GuardLight.exe” —security
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@ Guard Light Properties hs t Propertie b4
Securty Details Previous Versions Detais Previous Versions
General Shorteut Compatibility Shortcut Compatibility
Guard Light Guard Light
B oo @
Targettype:  Application Targettype:  Application

Target location: Guard Light

Target location: Guard Light

Target ‘ﬁ&ﬁ]\\mnu}gm\Guard Light'GuardLight Exe‘@ Target: ‘&%]‘lmlnyc\fwad L;g‘t\GuardLngM.ex:”-e:c‘
Startin ‘”c \Program Files («86)\ronLogic\Guard Light " | Startin: "‘c \Program Fies (x86)\ronLogic\Guard Light" ‘
Shorieutkey: [None | Shotcutkey: [None \
Run: Normal window ~ Run Nommal window v
Comment: [{#pplicationName) {#ApplcationVersion] | Comment: [{séppicationiame} {AppicationVersion) \
Open File Location | | Change Icon Advanced Open Fie Location | Change lcon... Advanced...
o = ==

Save changes by clicking on the "OK" button.

Launch the Software shortcut by double-clicking the left mouse button. The Software will run in the browse mode.
Editing data will be prohibited. Only two tabs of the Software will be available: "Events" and "Controllers".

@ Guard Light - [m] X
Base Department Employee Converters Controllers Reports Help
Report
T u fomli204202 [+ | [1204202 [ Report
Departments - 2
Contioers - 3
Yesterday Now Last week Last month
Ver. 1.0.9.203
Events Controllers
Time Controllers Type | Card [ Employee from t  Event filter
AT 1229 TR e ZK-r— [ Efiry— < Commang oo [ Entry
13.Apr_12:29:22 | Z-5R Net 8k [16... Entry. ZonaOut| Clear
_13.Apr 12:20:22 | Z-5R Net 8k [16... Entry | <Command ... ZonaOut| I~ Door
13.Apr 12:29:19 | Matrix-II Net 2k... Exit Zonaln [ Secure
__f3.Apr 12:29:19 MalriclINet2k.. | EBdt | <Command .. Zonaln | Bt button
13.Apr 12:29:10 | Matrix-II Net 2k... Exit Zonaln
13.Apr 12:29:10| Matrix-IT Net 2k... Exit <Command ... Zonaln Control passes
_13.Apr 1229:09] MorbcIl Net2k... | Entry B | ZonaOut [ switch on
13.Apr 12:29:09 | Matrix-II Net 2k. Entry <Command ... ZonaOut ] Only checked
13.Apr 12:19:42 | Z-5R Net 8k [16... | <Cirl> Scale, % 200 -~
I3 13151 Wl Ne . |l e
13.Apr 12:18:14| Matrix-II Net 2k... <Ctrl> = =
13.Apr_ 09:52:46 ] Z-5R Net Bk [16... | <Ciri> . %0 [ _E
< >
Converters - 3 Controllers (3) Act3

Also inthe "Guard" mode, you can work with reports.

@ Guard Light - Reports [u] 4
Exit Information for the period from 01 04 13 to 28 0413
Timeshest Nettime Stafisics Graphics Lsbourdiscipline Arrvals and depafures  Movements  Traffic
@By depsrment (O Sticlly OFtasting Olmpettectons Otvehows  Olsteness O ORete O Taiit O Absences
N Name 1 2 3 4 5 6 78 9 10 11 12 13 1415 16 17 18 19 20 21 22 23 24 25 26 27 28 Average Intoig
[Raiganf " 928 213 914 817 339 911 B4E B44 B46 327 928 932 BSD 843 B8 B20 905 912 852 822 0906 18203
2 GrfinV. 943 925 913 B56 850 859 916 914 920 853 910 852 910 S04 847 BI4 828 544 844 BAD 0302 1804
|BeersonF | 903 843 330 904 878 839 917 854 907 858 826 919 854 812 93 510 900 902 318 BIS 0856 1784
4 MadisonW. 909 g4z 900 B51 826 905 G44 841 508 923 913 858 947 853 907 916 922 G45 816 851 0301 1803
[Tromp¥e | 974 B36 906 B4I 946 830 841 851 845 934 928 833 B45 938 649 B32 915 904 910 BS7 0857 17903
6 Jonson J. 820 B47 852 811 901 932 910 928 919 917 906 406 928 841 %19 822 933 909 852 627 0503 18104
8 SmimofiV. 854 656 922 918 912 833 909 95D 956 904 iz 831 808 904 %16 817 944 901 857 B54 00 1801
958 635 911 900 939 905 931 858 934 910 915 824 901 803 836 506 912 903 841 BB 0902 18058
10 CandolzaR 915 637 846 808 856 848 B11 837 648 908 4D 856 938 813 %02 937 831 637 900 930 0857 17908
923 904 826 921 8 851 901 951 639 918 903 934 B52 850 856 911 937 639 900 B3R 0902 18048
12 Jacksonh. 853 901 916 802 840 841 907 938 945 844 G40 853 853 824 903 837 921 G4z 951 942 0302 18058
915 816 908 925 852 911 856 656 939 924 947 838 902 83 932 924 931 856 844 909 008 1821
14 WelermanC. 954 855 932 B30 851 907 921 84 635 84 91l 930 920 854 936 B14 959 G268 928 841 0301 1803
920 %42 854 B07 939 841 918 924 B34 832 940 927 943 830 815 B56 953 910 340 814 00 180:3¢
< >
Eventfilters and passing control are available on the "Events" tab
Controllers
/I Matrix-II Net 2k [46614
/1Z-5R Net Bk [16292]
Z5R-Net 2k [16640]
[ Exit button
Control passes
[ Switch on
[l0nly chedced # 12:39:12 X
Scale, % 200~ Z-5R Net 8k [16292] - ZonaOut
Display, seconds
9 e k& Open remotely.

Pop-up messages about each passage are displayed.
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Object mode

In this mode, an object selection menu appears where you can add, open or delete objects. You can check the ability
to communicate with the converter without opening the object.

The Object is a separate database associated with its converters. The Software allows you to quickly switch between
such objects establishing a connection with the object converters.

Important! Before enabling the object mode, please make sure you really need it. Returning to normal mode

is possible only by completely reinstalling the Software.

The object mode can be enabled by running the Software with the "/object" key.
To do this, right-click on the Software shortcut and select "Properties".

Open
@ Scan forviruses
@ Check reputation in KSN
Open file location
Pin to Start menu (Open-Shell)
& Run as administrator
B Share with Skype
Troubleshoot compatibility
Pin to Start
7-Zip >
Pin to taskbar
Restare previous versions
Sendto >
Cut
Copy
Create shortcut
Delete

Rename

Properties

Securty Detais Previous Versions
(General Shortcut Compatibiity
- Guard Light
® ome
Tagettype:  Application
Target location: Guard Light
Target $)\ronLogic\Guard Light'\GuardLight exe’ \obsect
Start in "C:\Program Files (<86)\ronLogic\Guard Light”
Shortcutkey: | None:
Aun Mol window b
Comment: {t#iApplicationName} {#ApplicationVersion)
Open File Location Change lcon... Advanced...
0K Cancel Apply

In the Software properties menu on the "Shortcut" tab in the "Target:" field after the quotation marks add "\object"

separated by space.

Forexample: "D:\IronLogic\Guard Light object\GuardLight.exe" \object
Save changes by clicking on the "OK" button.

Launch the Software shortcut by double-clicking the left mouse button and select the[Database/Object modejmenu

@ Guard Light a @
Bae Department Empioyee Comwerters Controllers Reports Help
Update all controllers Report Report
. 1204202 O |0 [120320m 5| | Repot ! fom12002022 O |® (120422 || Repor
Yesterday Wow Lot week Last mnth Vesterday How st ek Last month
Ver. 1.09.203
, verters Controllers Working with the base Events Converters Controllers
License License
g B e - @
rsion Made Port | License Contrallers | Status 3 Type | SN | version | Mode Port License Cantrallers Satus |
34 Advanced coms 4:99 1:0 Cydic poll ® BvGu. 3882 34 Advanced coMs 4:9 1:0 Cydic poll
3.48 Server 192.168.8.103:... 2:10 2:0 Cydlic poll & 2o7-web 43050 348 Server 192.168.8.103:.. 2:10 2:0 Cydic poll
1432 Server 1.1.1.1:1000 2:10 Mo connedtion ® srw asenz 1132 sever (Wi X Boomet
N
Comvaners 3 Comelers (5 Azt Comeners-1 Conroteet Q) A7

After checking the "Object mode" box, a warning window will appear. If you need the object mode, click on the

"Yes" button.

When you start the Software, an object mode menu will appear.

@ Gaos i facites 109203

Gass -
First facilty

Rename the first main object from “First facility” to the object name you want. To do this, right-click on the object

and select "Rename".
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@ Guard Light - Facilities 1.09.203 =

| Create Open Rename Open directory Remove Exit Create Open Rename Opendirectory Remove Ex
First facili p— RS First facili Conveters - 0
Controllers - 0 Controllers - 0
B Departments - 0 Departments - 0
Ressarme. Employees - 0 Employees - 0
Open directory Cards - 0 Cards - 0
Remove
Comment Comment
Renaming an facility “First facility™ X
Enter new name |Green str 1]
oK Cancel
1 M 1 M n n
In the object renaming menu, enter the desired name and click on the "OK" button.
b n n
To add a comment, click on the "Edit" button.
@ Guard Light - Facilities 1.09.203 = o X @ Guard Light - Facilities 105203 - o x
Create Open Rename Open directory Remove Exit (reate Open Repame Open directory Bemove Exit
Green str 1 e T Green str 1 o
Controllers - 0 Controllers - 0
Departments - 0 Departments - 0
Employees - 0 Employees - 0
Cards - 0 Cards - 0
lomxment First new Facitie

The "Comment" menu is activated. Add the necessary comments to the object and click on the "Save" button.
To create the next object, select "Create" from the main menu.

@ Guard Light - Facilities 109,203 = o x

@
Create Qpen Regame Ogen directory Remove Exit A AR Ramove Bt
Green str 1 Conveters - 0 Green str 1 R
Controllers - 0 Controles - 0
g‘;‘ﬁﬂmf’"%o Departments - 0
. Employees - 0
Cards - 0
Comment e
Frst new Faclite T
Create a new facility X FE=lE
Enter name for new facity [Green tr 2 ]
o cancel

After creating all the objects, you can open them, connect the necessary converters with controllers and fill in the
employee database.

@ Guard Light - Facilities 109.203 - ] x
nr rnumc Open directory Remove  Exit C[:::e‘ﬂsr -
Green str 2 Controllers - 0
Green str 3 Lt
Cards - 0
After activating the object mode, the opening of
the desired database and the Software shutting down
o can be carried out only via the object selection menu.
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Automatic startup

The controllers used have a memory for at least two thousand events. This means that you do not have to keep the
controlling computer always on. In addition, on the "Controllers" tab, you can activate the [Automatic startup|
function. When this function is activated, the Software will automatically start when the computer is turned on and
read all accumulated events from the controllers.

5y 3 § ( Autostart (On)
* : N [~] Autorun program
Mode [starta program when you start Windows
® [Normal & ["J1n the control passes

If the [Automatic shutdown| is checked, the Software will automatically shut down its operation when all
accumulated events are read.

9, =) ¥ Autostart (On)

M R 4 ~ Autorun program
Mode [] Auto-completion

Automatically terminate after the reading event)

If the[Passing control modelis checked, the Software will continue operating in the background notifying you with
pop-up messages about the employee movements.

9 ) ¥ Q Autostart (On)
* ) ’ [] Autorun program
e Auto-completion

@ o = [“]In the control passes
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POPULATING THE DATABASE

Main terms

Employee - a subject of accounting and control having an identification card;

Department - a group of employees who have common rules for working time recording;

Schedule —the work schedule of the department.

Time zone - periods when access to the premises is allowed;

Database —a list of employees, departments and time zones;

Event—any change in the state of sensors and readers;

Card (identifier) — a contactless mark with the code that can be read using radio waves. Usually, the card has a
number, which is also displayed in the Software.

Database population sequence

Before using the Software, you should populate the database. The following procedure is proposed:
1) turn on all the equipment and run the Software;
2) on the "Converters" tab, connect converters to the Software;
3) on the "Controllers" tab, connect controllers to the Software;
4) on the "Database tools" tab in the "Time zones" panel, configure the time zones of the controllers;
5) onthe "Database tools" tab in the "Department list" panel, create departments;
6) on the "Database tools" tab in the "Employee list" panel, create employee records in specific departments.
7) on the "Database tools" tab in the "Employee list" panel, register employee passing cards.

"Converters' tab

To manage converters, go to the "Converters" tab. The Software independently scans all COM-ports in order to
detect USB converters Z-397 Guard.

@ Guard Light =3 o * @ Guard Light . o x

Employee Corwerters Controllers Beparts Help Base Department
Report.

E fom 12.04.2022 O 12042022 Fhd Report

vesterday now Last wesk Last month

—
@ o IR E 1 @ . IR E @

. o (13,04 2022 - |l (1204202 - Report
Yesterday Mo Last week Last month
# Type SN | version | Mode port License Cont... Status 5 Type S/N_| Version | _Mode Port License Cont Status

ployee Converters Cgatroliers Beports Help

Base Department

Ver. 1.0.9.203 Ver. 1.0.9.203
Working with the base Events Converters Controllers Working with the base Events Converters Controllers

@) z307-Guard | 3882 3.4 | Advanced COMS [ L 7397-Guard 3882 | 34 | Advanced coMs 199 1:0 | Cydicpall
@ 2397-web 43.. 348 Server  192.168.8.103: 2:10 2:0  Cydic poll & D97-web 43.. 348 Server  192.166.8.103:... 2:10 2:0 Cydicpall

Coewanar = s (3) A Comveners -2 Cannollers (3 Act3

Z-397 Gualr'rd bnverter should be switched to ”Advancéd“ mode.

The Software sends requests to detect Z-397 Web converters or Z-5SR Web and Matrix II Wi-Fi controllers to the
local network.

@ Guard Light =~ o x - o b3
Base [epariment Employee Comverters Cgnirollers feports Help Controliers Reports Help
Report Repart
E wonizosz0z O~ o [lzeszz D~ Report H rom [12.04.2022 ~|® [12012022 - Repart
Yesterday now List week Last month Vesterday How Last ek Last manth
Ver, 109,203 Ver, 1.0.9.203
Working with the base Events Comverters Controllers Working with the base Events Converters Controflers
Uicense License
@ o F 1§ B A @ = ¥ IR B Q @

2| Type SiN_| version | Mode | Part License | cont... Status # |  Type SN | Version| Mode | Port License Cont....| Status |
. 2397-Guard 3882 34 Advanced COM5 4:99 1:0  Cydic poll @ 2397-Guard 3882 34 Advanced COM5 4:99 1:0 Cydic poll

348 Server | 192.168.8.103.... 2:10 2:0 3. Server | 192.168.8.103:.

Convertars - Caniaars (3 Act Comverters -2 Canrollars (31 A3

The search results are displayed in the list of converters on the "Converters" tab.

If the requests can not reach the converter for any reason, you can try to enter its [P address manually by clicking the
"Enter the converter IP address" button. In the "IP address" menu that appears, enter the IP address of the converter
and click on the "OK" button.
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@ Guard Lignt - o x @
Base Department Employee Conwerters Controllers Reports Help B
Report e
a om0z O o [lzosez D) Repert 12042022 v |0 f2eezm2 [+ ||  Repot
vestasday How Last week Lt morth a
Ver. 1.0.9.203 ety Vesterday Yow Lastweskc Last month
Working with the base. Events Converters Controllees Warking with the bmse | Events Coaverters | Cantrallers
License License
N 1 [®]s 8 . P IRE S
#|  Type | SN |Version| Mode | Port License Cont... | Status [E] twe | 5M [Vesion| Mode Port Ty ot v ]
@ 297-Guad 3882 34 Advanced COM5 4:99 1:0  Cydic poll @ DuGurd 3882 34 Adwnced CoMs 4.9 1:0 Cydicpal
192.168.8.103: 1000 2:0 ® P address *
i
o] o

[F— Comolem(haccy T e > Freialars 23

In this case, attempts will be made to communicate directly with the converter running in the "SERVER" mode.

A coloured circle next to the converter type represents its status:

a new converter available for connection to the system

a converter connected to the system but not detected by the
software (no signal)

a converter in the software update mode

a converter connected to the system and working properly

a converter connected to the system but with license
violations

Z-397 Guard converter with incorrectly set mode

Converter Z-397 WEB and IP-controllers Z-5R Web, Z-5R Web mini and Matrix II Wi-Fi can work with the
Software in two modes: server or client.

Server mode

The converter passively waits for the Software to connect. By default, TCP port 1000 is used for communication.
The Software detects the converter by broadcast requests and connects to it. This method is used in those networks
where UDP broadcast requests from the Software are able to reach the converter and its response is able to reach the

Software.

@ Guard Light - =] X
Base Department Employee Comverters Controllers Reports Help

Base Report

[l ﬂ femji2.040022 [+ [12.042000 [+ Report

Yesterday Now Last week Last month
Ver. 1.0.9.203
Working with the base Events Converters Controllers
License

#| Type | SN | Version| Mode Port License Cont... | Status |
@ Do7-Guard 3882 34 Advanced CoMS 4:: 1:0 Cyelicpoll

O 2397-Web 3... 348 Server 192.168.8.103:1000 2:0  Cydic poll

Conveners -2 Cantrollers (3 Actd

Client mode

The converter actively tries to connect to the Software acting as a client while the Software acts as a server. By
default, TCP port 25000 is used for communication. This mode allows operating in networks where the distribution
of broadcast packets is impossible or prohibited, but it is possible to connect to the Software directly from the place
where the converter is connected.

@ Guard Light

Base Depatment Employee Comverters Conlrollers Reports Help

Report
E from |13,04.2022 I~ o 1304202 [+ Report
Yesterday Now Last week. Last month
Ver. 1.0.9.203
Working with the base Events Converters Controllers
License
B E % e
£ Type S/N_| Version | Mode Port License Cont.... Status
o Client | 192.168.8.105:49153 2:10 2:0  Nocontrollers
@ 7397-Guard 3882 34 Advanced COMS 4:9 1:0 No controllers
Converters -0 N contrale:
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In any mode, the connection for the exchange of information is established via the TCP protocol.
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Converter firmware updates

The converter comes with factory firmware. For the converter to work properly in new versions of the Software, the
firmware must be updated. The firmware is updated via the RS-485 communication line, and to do this the converter
must be connected to the communication line and detected by the Software. To update the firmware, you need to
select the necessary converter and click the button [Z1 ("Update Firmware"). Next, select the firmware for the desired
converter model (for example: Z397G V3 S5.rom or Z397WEB v3.0.69.rom) and activate the update process by
confirming your intentions.

"Controllers” tab

To manage controllers, go to the "Controllers" tab. As with converters, there will be a list of controllers connected to
the system.

@ Guard Light - o x
Base Department Employee Converters Cgntiollers Reports Help
Base Report
ﬂ tam|13.04.2022 I |0 [13.04.2022 T Repart
Yesterday How Last vk Last month
Ver. 1.0.9.203 b
Working with the base Events Converters Controllers
g Startup parameters
\)‘ s § Qo P par
[ Autorun proaram
Mode @ [ Auto-completion
l ~ )
romi [lin the control passes
Controllers ~ Farameter value ~

<25R-Net> Etended

16640

25 Mt 2k <Electromagneti lack> | V313 / bulld Dec 6 2018 14:36:14

name (installation locabon) 2SR M 2k <Electromagnenc lock> [16640]

Comwerter 2397 Wieh [43050] Lie{2:10) “192.168 8.105:49153"

Lock Unlockng puise - 3.0sec. W for open - na. Walt or dose - ro. =

@ Mol Notzk (45614]

() 57 Net 2k cElscromagnetic loc.

@ 2-5R Not ok [16297]

Convertars-2 Controlers (3) Actd

A coloured circle next to the controller name displays its status:

a controller can be added to the system

the controller is in the system, but communication with
it has been lost

the controller is busy updating the memory or program

converter included in the system and working normally

converter included in the system, but there are license
violations

controller in "Evacuation'' state

controller in «Locked" state

Security on
All is okay

Security on
Alarm

Converter Z-397 Guard with incorrectly set mode

Also, next to the circle, the status of the enabled functions can be displayed:

The tab has a toolbar that allows you to manage the list of controllers. You can add and remove controllers, update
their firmware and configure them.

@ Guard Light - o ®
Base Department Employee Comverters Cantrollers Eeports Help
Report

from 13,04.2022 Jw o0 13.04.2022 - Report

Ver. 1.0.9.203 vesterday Now Last week. Last month
er
Working with the base Events Converters Controllers
°W @ g 5 Startup parameters
i [ Autorun program
Mode ] Auto-completion
A, s L11n the control passes
| Comroliers ~ Paramater value
Controller type <Z5R-Net> Extended

TSR

| © 2-sruven o cercuomagnenc oc. - S Teaioe S T

@ 25 Net ok [16297) oma (mstalaton location)  2-5% et 2k <Elsctromagnenc lock> [16640]

Converter Z397-Web [43050] Uc(2:10) "192.168.8.105:49153"
Lock Unlocking pulse - 3.0ec. Walt for 0pen - no. Wait for dase - 1o,

Converers - F] Carnallers (3)Act3

Itis also possible to remotely open the passage and switch the access mode.
To add the controller to the system, select the controller marked with a blue circle and click the "Add" button.
After the configuration form appears, it should be filled.

30



Guard Light iron@Logic www.ironlogic.me

Adding a controller

Controller
Z-5R Net 8k [16292]

The name of the contraller (location) Options control lock
e it ¥
[2-5R etk [16202] [[] Extended time

Impulse - the time |
relieve tension fo
(depending on j

0 Inversion of readers.
"Entry<->Escape”
Inner Zone
from 0,1 to 25
|Zum3|n ~ R
; 30

net [ cume
Control of the dooj

Symbol watting time alk
the opening of t
Quter Zone 0 - not contr|
from 0,1 to 25

calor |l cRed v 00

Control of the do
‘ time after opening
for which it should

Symbol |

Access settings
0 - not contri
Al enable ™ from 0,1 to 25

on

O Used to control the mode for al
controlers

Cancel

Main parameters

1) Controller —a description of the selected controller.

2) Controller name — the name used to represent this controller in the time zone lists and events (no more than 6
characters are recommended).

3) Inverse connection — when the readers are connected backwards, opposite to the main logic. This is relevant for
Matrix-II Net controllers installed in such a way that you need to bring the card to the controller for entry and not for
exit (for example, at a turnstile).

4) Inner zone — the name of the territory closed by the controller (will be displayed on the diagrams in the reports).
Zone colour —the colour of the icon in the list of employees when entering this zone, as well as the colour of the line
on the diagram in the report. Symbol —a number or a letter that appears inside the icon in the list of employees.

5) Outer zone — similar to the inner zone.

6) Access parameters — choose which access parameters to assign to the cards for a given controller at the time of
their creation. Allows you to speed up the configuration of access rights by simply copying the rights for any
controller already included in the system.

7) Lock control parameters — for electromagnetic lock, it is the duration of the de-energized state of the lock, and
for the electromechanical lock or electric latch, it is the duration of the voltage supply to open the lock. Also, to
clarify the moment of passage, you can set the door opening waiting time. If this parameter is not zero, then the
passage event will be formed not immediately when the card is presented but at the time the door is opened. Door
closing waiting time informs the controller about the time to wait for the door to close, and if this time is exceeded,
the controller will generate an event about leaving the door open. It makes sense to set the parameters for opening or
closing waiting time only when the door sensor is installed.

Extended Mode and software configuration of controllers

In the Extended Mode, the controllers can be configured for the desired mode of operation. To do this, right-click on
the selected controller and select "Configure" in the context menu. In the controller settings menu, click the
"Software Configuration" button and enter the controller configuration menu.
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Controller S/N 3

Controler

<Z5R-Net> ExtendedAdr=2 SN=16640 ~

The name ofthe contraller (Iocation)

| "'\ Software configuration |

[2-5R Net 2k <Electramagneticlack> [1

O Inversion of readers.
“Entry<->Escape”

Inner Zone

Zonaln

Symbol |

Quter Zone

ZonaOut

Color ||l cRed
Symbol I—
Access settings

Not change

ne3 | duime -

Used to control the mode for all

o controlers

Save

ST TR —————————
[T Extended time [C]Security loop

Impulse - the time of filng or
relieve tension for unlock
(depending on jumper)

ﬂﬂamnvmg the cover of the controller
[[]Doer opening control

from 0,1 to 25,5 sec

a0
Control of the door opening
waiting time allowed
the opening of the door
0 - not controled
from 0,1 to 25,5 sec

00
Control of the dosing door
time after opening the door
for which it should be dosed

0 - not controled
from 0,1 to 25,5 sec

0o

Cancel

Software configuration sensors and devices

The Extended Mode allows you to implement various functions, most of which are activated simply by placing
the icon of the function element on the controller connection diagram. First, we will describe them, and then we
will indicate their application.

No. Icon Name Description
. A sensor that signals the controller to start a passage unlocking cycle

1 ,‘ P 7 . ..

b assage permission button for an entering or exiting employee

. . . A sensor that signals the controller to start a passage unlocking cycle
2 a} Tur . . ;

urnstile exit button for an employee exiting via the turnstile

r . A sensor that signals the controller to start a passage unlocking cycle
3 ' m Turnstile entry button for an employee entering via the turnstile
4 @ Bell button A sensor, which sends an active signal to the bell upon activation
5 t U Door position sensor A sensor, which state is used by the controller to determine the position

- p of the door
6 @ Security sensor A circuit, which breaking or closing signals unauthorised actions

Y
7 @ T ; A sensor, which activation or deactivation signals the casing's

ampe unauthorised opening to the controller
8 Passage blocking sensor A sensor that prevents the controller from unlocking the passage
9 .a Evacuation sensor A sensor that switches the controller to "evacuation” mode to ensure
unimpeded exit from the room

[ . . sensor that disables the "electrical control” signal that controls the
10 Window position sensor A that disables the "electrical control” signal that controls th

' p air conditioner when the window is opened
11 Presence sensor A sensor that prevents entry into the airlock if there is someone inside
12 H: Lock closed i A sensor, which activation removes the active level from the electric

- ock closed posSMIon SEnSor | o tor lock in the locking mode
13 H Lock opened position A sensor, which activation removes the active level from the electric
sensor motor lock in the unlocking mode
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No. Icon Name Description

\ . . A signal, which low level indicates that a door is open in the airlock so
14 Airlock signal the opening of other doors is blocked.
15 [=j Electromagnetic lock A locking device requiring an active signal to lock the passage
16 |§ Electromechanical lock A locking device requiring an active signal to unlock the passage
17 ‘ Bell An alarm device activated by the "bell” button

. A security alert device informing on the unauthorised opening of the
18 ((h Emergency alarm siren door or activation of the security sensor
19 f Red LED A red LED control signal on readers
20 f Green LED A green LED control signal on readers
21 ‘))) Audio alarm A buzzer control signal on readers
2 - Electrical control signal A signal that controls the voltage supply to the power sources of the
& controlled consumers
23 T Mode control An external signal that puts the controller in "Blocked" mode and has
J) sensor the highest priority

24 u Security control sensor An external signal that activates security functions
25 -«: "Sensor 1" External contact sensor No. 1. Similar to No. 2,3,4

Controller Z-5R Net in the Extended Mode

Firmware update

The controller comes with factory firmware. To use the Extended Mode, the firmware must be updated. The
firmware is updated via the RS-485 communication line, and to do this the controller must be connected to the
communication line and detected by the Software. To update the firmware, you need to select the necessary
controller and click the button [71. Next, select the firmware z5r v3.14 ext.rom and activate the update process by
confirming your intentions. After a successful firmware update, the "Software Configuration" button will be
available in the controller parameter settings menu, by clicking on which you can open the "Controller
Configuration" menu.

Terminal description

The controller has only nine terminals for connection. This is a quite small number for a network controller, so the
possibility of implementing the declared number of functions is not entirely obvious. However, the capabilities of
modern microcontrollers make it possible to make some terminals multifunctional. An increase in the number of
connected sensors is performed using resistors connected in series with resistances of 1.8 kQ2 and 3.6 k€2, an
accuracy of atleast 5% and a capacity of atleast 200 mW.

Letusreview the connection diagram in the menu of the programme used to configure the controller.

Protocol connecting readers
@iuton  O'Wiegand

Cantroller’s memary
1Wiegand- 26

v OK X Concel [l Seve SCH | [l Sove Cfg = Load Cfg
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As can be seen from the diagram, the three terminals are multifunctional, namely LED, ZUMM and DOOR. Using
1.8 kQ and 3.6 kQ resistances, up to three sensors can be connected to each of them. Two of them — LED and ZUMM
— can control external devices. It is necessary to note some limitations if the terminal is used as an output, then the
input functions will not be available to it. The second limitation concerns a sensor that is connected directly without
a resistor because when it is closed, it will be possible to determine the change in the state of the sensors connected
viaresistors only after it is opened. Therefore, we advise against connecting normally-closed sensors (for example, a
reed switch) without resistors, unless you are planning to connect only these sensors and nothing else. It is necessary
to indicate the peculiarity of the operation of LED and ZUMM terminals as outputs. The ZUMM output is a
transistor collector pulled up to the supply voltage via a 2 kQ resistor. In the absence of a load, the voltage at this
terminal is respectively equal to the supply voltage. By producing an active signal, the controller turns on the
transistor and connects this output to the ground. The transistor is equipped with overcurrent protection of up to 70
mA. You can't supply a serious load to it but it will be enough for most relays so it will undoubtedly manage to
operate as a logical signal for the turnstile. When connecting a relay, you should connect one pin to +12V and the
second pin to the ZUMM terminal itself and do not forget to install a bypass diode parallel to the relay coil. The
capabilities of the LED are even more modest - at rest, it is pulled up to the internal +5 V via a 360 Q resistor. When
controlled, the pull-up can turn off. It was designed for the direct connection of an LED with a current of up to 20
mA. Controllable elements are connected between the output and the ground so the connection of anything between
the LED and +12V terminals is unacceptable. The direct connection of any power element to this terminal hardly
makes practical sense, but it can manage to control the base of the power transistor, which turns on the alarm, and
also you can do without an economy resistor in the transistor base. In general, for a creative wireman, the controller
turns into a construction kit and opens a huge field for the most unusual ideas.

Guard Light www.ironlogic.me

Controller Z-5R WEB

Terminal description
The controller has five terminal blocks for connection.

Location of terminals on the controller board

q UsB
érl\l 27 o) 1 connector
mao 233 E -,

4
@0 oz

|l couor |B @
1341;413 R
Ethernet Power
connector terminal
— s block
E GROUND| © 1
BUTTON| ©
Indication 2l 0 |seer 2| vizv] 0 |@
control "1 Lock| o |@ Sensor
terminal RED c0 terminal
block @] O | GREEN EXOPEN| © block
2l 0 loarar crouno| OfT L |
@] o | crouno pooR| O JO)
Terminal O |DATAOD ALARM| O J
ermina . Y Information
block for @lo J12v e . terminal
connecting block
readers

This is a quite small number for a network controller, so the possibility of implementing the declared number of
functions is not entirely obvious. However, the capabilities of modern microcontrollers make it possible to make
some terminals multifunctional. An increase in the number of connected sensors is performed using resistors
connected in series with resistances of 1.8 kQ and 3.6 k€2, an accuracy of at least 5% and a capacity of at least
200 mW.
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Let us review the connection diagram in the menu of the Guard Light Software used to configure the controller.

Type the point of passage Electromagnetic lock ~|  Protocol connecting readers

I-5R Web 8k (488601 R ® Owel
Electromagnetic kock g { (® iButton _) Weigand

Controller's memory
= [ Two banks
e Mode "Jon’
©1000  [JMode "apB"
(2024  [JWiegand-26
O 4072

@8168 Keys/Events

8168/8192

+ OK X Cancel | [ SaveSCH  [alSave Cfg | [ Load Cfg

As can be seen from the diagram, most terminals are multifunctional, namely BEEP, RED, GREEN, BUTTON,
LOCK, EX.OPEN and DOOR. Using 1.8 kQ and 3.6 kQ resistances, up to three sensors can be connected to the
terminals BUTTON, LOCK and EX.OPEN. It is necessary to note some limitations if the terminal is used as an
output, then the input functions will not be available to it. The second limitation concerns a sensor that is connected
directly without a resistor because when it is closed, it will be possible to determine the change in the state of the
sensors connected via resistors only after it is opened. Therefore, we advise against connecting normally-closed
sensors (for example, a reed switch) without resistors, unless you are planning to connect only these sensors and
nothing else. It is necessary to indicate the peculiarity of the operation of certain terminals as outputs. The terminal
output is a transistor collector pulled up to the supply voltage via a 2 kQ resistor. In the absence of a load, the voltage
at this terminal is respectively equal to the supply voltage. By producing an active signal, the controller turns on the
transistor and connects this output to the ground. The transistor is equipped with overcurrent protection of up to 70
mA. You can't supply a serious load to it but it will be enough for most relays so it will undoubtedly manage to
operate as a logical signal for the turnstile. The direct connection of any power element to this terminal hardly makes
practical sense, but it can manage to control the base of the power transistor, which turns on the alarm, and also you
can do without an economy resistor in the transistor base. In general, for a creative wireman, the controller turns into
a construction kit and opens a huge field for the most unusual ideas.

Configuration

Let's go back to the configuration menu. At the top, there is a bar for selecting the type of pass point. From there, you
should start configuring the controller. When you change its value, the diagram is updated - elements that are not
used in this type of pass point are hidden and frequently used ones are automatically placed. Below the bar, there is a
diagram with a list of available elements on the right. In the top rightmost part of the menu, there are switches
common for the entire diagram, and when you select any element of the diagram, a description of the element and
switches for the operating mode of this element, if any, are displayed in the lower right part of the menu.
Configuration is performed by moving element icons to connection points. The icon can be captured by hovering the
mouse cursor over it and pressing and holding the left mouse button. The process is similar to dragging and dropping
icons on the desktop. At the same time, the available places for connecting this element in the diagram are
highlighted in green and a description of this element is displayed on the right. If other terminal functions become
unavailable due to using element functions, connection points for unavailable functions are automatically hidden.
The resulting diagram can be saved as a picture by clicking the "Save SCH" button for subsequent printing. You can
also save the configuration to a file using the "Save Cfg" button, so that next time you can simply load it for another
controller by clicking the "Load Cfg" button. This is useful when you configure multiple controllers in the same way.
Press the "Ok" button to apply the generated diagram, otherwise press the "Cancel" button.

After the configuration is complete and you return to the controller configuration menu, additional parameters are
available depending on the selected functions.

"Security loop" —activate the security sensor control.

"Removing the controller cover" — made for other controllers and future modifications. "Door opening control" -
activates an alarm when the door is tampered with, as well as when it is left open with the active door closing time
control function.

35



Guard Light

iron@Logic

www.ironlogic.me

"External signal" — allows the transition to the "Evacuation" state activated by an external signal. "Temperature
sensor" — allows the activation of the "Evacuation" mode when the specified threshold temperature is exceeded for
models equipped with a temperature sensor. For information on setting the electrical control parameters, see below.

The configuration will be loaded into the controller as soon as you exit the controller settings menu if a connection is

established to it.

Types of Extended Mode pass points

To simplify the configuration, there are several main types of pass points to choose from. When selecting the desired
type, as mentioned above, sensors and locking devices are automatically placed and elements that are not used in
this mode are hidden. You can change the purpose of some automatic connections, as well as add additional features.

Electromagnetic lock

A mode of operation with an electromagnetic lock installed on the door. If a reed switch integrated into the lock is
used, this must be indicated. Such sensor integration can be distinguished by the arrival of a door opening signal
immediately when the lock is de-energized. On the other hand, it is possible to detect the door closure only with a

powered lock.

Electromechanical lock

Z-5R Witi
z @@
2 GROUND
= BUTTON
13V
BEEP
2=, LOCK
CREEN  ERoUND
DATAL
GROUND ~ DOOR
DATAD ALARM
+12V ALARM

— 1

A mode of operation with an electromechanical lock installed on the door. In the emergency unlock mode, pulses
will be applied to the lock. If the lock uses a low-power coil and allows a long-lasting supply of voltage, then the
voltage will be supplied constantly for the duration of unlocking.

Turnstile in Z-5R Net extended

A mode of connection of the turnstile or any other device,
when entry and exit require the transmission of control
signals to different terminals. There are also two pass
sensors - one for entry and the other for exit. In the
"Evacuation" mode, an active level is transmitted to both

control signals. Turnstile control should operate in potential
mode, i.e. the turnstile should be unlocked only for the
duration of the control signal. It should be noted that due to
the presence of a resistor that pulls up the ZUMM pin to
+12V, some models of turnstiles will work correctly only if

the supply voltage of the controller is equal to the supply
voltage of the turnstile control unit.
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The controller itself can operate at a supply voltage of up to 20 V. Buttons for manual control of the turnstile are
connected in parallel with the readers, so with normally open buttons there are no problems, and when using
normally closed buttons you should connect them in any other place. If the buttons are connected in parallel to the
output signals, the controller will perceive the passage using a button as a break-in attempt and form an emergency
event. I[f you do not intend to use buttons, we recommend that you simply remove them from the diagram.

* Resistances of 1.8 k€2 and 3.6 k€2 - accuracy of atleast 5% and power of notless than 200 mW.

Turnstilein Z-5SR WEB

A mode of connection of the turnstile or any other device, when entry and exit

3 ::Ss“g 113k6 require the transmission of control signals to different terminals. There are also

P i o[ﬁ | two pass sensors - one for entry and the other for exit. In the "Evacuation" mode,

s an active level is transmitted to both control signals. Turnstile control should

""""""""" operate in potential mode, i.e. the turnstile should be unlocked only for the

duration of the control signal. It should be noted that due to the presence of a

Z-5R w‘*‘u resistor that pulls up BUTTON and LOCK pins to +12V, some models of

@ turnstiles will work correctly only if the supply voltage of the controller is equal to

the supply voltage of the turnstile control unit. Buttons for manual control of the

£ G“”””D E turnstile are connected in parallel with the readers, so with normally open buttons

!ﬁ"g”‘ fé%: there are no problems, and when using normally closed buttons you should

e GiouD E connect them in any other place. If the buttons are connected in parallel to the

GROUND  DOOF e output signals, the controller will perceive the passage using a button as a break-in

L ﬂ _,l'l attempt and form an emergency event. If you do not intend to use buttons, we
(Gndl: Sl recommend that you simply remove them from the diagram.

* Resistances of 1.8 k2 and 3.6 kQ - accuracy of atleast 5% and power of not less than 200 mW.

Motor lock via two relays

A connection mode for the motor lock (activator) or any other device, in which in order to switch the locking device
to the "closed" or "open" state it is necessary to transmit control signals to different terminals or supply a voltage of
different polarity, for example, a gate-lifting control device.

Motor lock via two relays Gnd|
12v
Z-BR Witi
WEB
Z-5R Net .
o 0
— ED H |
bt ® TR g T
Eol ] K
REGLUPTES SRbtnp  DooR [EE— |l6ndH "
— S paTan ALARM R
[GIPIOQIRIICIOIG—1- +13V ALARM —| — n:
i I | o e |

In the Z-5R Net controller, the active pulse for opening is transmitted to the LOCK terminal, and for closing - to the
ZUMM terminal. In the Z-5R WEB controller, the active pulse for opening is transmitted to the LOCK terminal, and
for closing - to the BUTTON terminal. It is also possible to connect end sensors to remove the control signal when
the locking device reaches the end position. The current and voltage supplied to the locking device are switched by
external relays or a circuit of the locking device itself. When "trigger" mode is enabled for this type of pass, the
controller will be turning on each relay in turn. When the "Stop Command" mode is activated, both signals are
turned on simultaneously before each activation for opening or closing, which means the "stop" command for some
control units. The duration for which the active level is issued is the time of the open state of the lock and it can be
limited by means of an end position sensor. When the sensor is triggered without a controller command, messages
are generated that can be used to verify if the sensors are connected correctly.
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Due to the fact that locking the motor lock when the door is open can lead to its breakage, there is no
automatic locking after any time - it can be done only by the door sensor or after a certain time if the door is
not opened.

Motor lock via one relay
A connection mode for the motor lock (activator) or any other device, in which in order to switch the locking device
to the "closed" or "open" state it is necessary to supply a voltage of different polarity, for example, a car activator.

Motor lock through one relay

GND
DOOR
[N

;GREEN EX.OPEN [ lklgt4: Ex.OFE

GROUND ' 1ks
DATAL ]
Sioioio] | GroUnp ~— DOOR Gndii __ "
[o]e]] —  __ESpatao ALARM oo

| e +12V ALARM ﬂ — 11

It is also possible to connect end sensors to remove the control signal when the locking device reaches the end
position. The current and voltage supplied to the shut-off device are switched by an integrated current-controlled
switch and the relay determines only the polarity of the supplied voltage. The current-controlled switch is activated
with a delay after the relay is switched, which ensures the switching of terminals at zero current resulting in longer
service life of the relay. The duration for which the active level is issued is the time of the open state of the lock and it
can be limited by means of an end position sensor. When the sensor is triggered without a controller command,
messages are generated that can be used to verify if the sensors are connected correctly.

Due to the fact that locking the motor lock when the door is open can lead to its breakage, there is no
automatic locking after any time - it can be done only by the door sensor or after a certain time if the door is
not opened.

Electrical control
A mode in which power supply is additionally controlled, in addition to standard access control.

B

<
= L «
Z_oEp3089 @
REGELRTEE — [
[e] OIe) f
L5 - [
12v [@H12v Gndir =
GND [ {Gnd| rs——
Do g — 1k8[: pooR
D1 1Gn ﬁ'lks
Gnd[}
| Button T . o
: : 3ke6 [
i JN ________ 1 Gnd| :?&DR
12v [OH 12v A
12v g
GNGD g {Gndl 4‘/ @
D 1
p1 [ { Gndl Gndfy - i
"'1;'""", mlks Pre——— —: Slgnal
— h _______ {Gndl WY IEI --------------------

It is designed to provide de-energizing of power sockets or air conditioning in hotel rooms if there are no customers
in them. An external power relay is used for power management. Readers must be connected via the iButton
protocol, which allows you to determine whether the card is in the reader's zone or not. For the continuous power
supply, the client must fix the card in the reader inside the room.
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Configurable parameters, "activate" - activate the "Electrical Control" mode, .0 contro
otherwise it will not work. "By time zone 7" - automatically turn on the power relay i e
during the activity of time zone 7, even if there is no client in the room. "By the external [ use time zone 7

reader" - changes the operation logic. The card should be fixed not near the internal | MTWIF- fom 10:00 to 18:00
reader but the external one used for entry. "Turn off by the window sensor" - turns off  [Jusing an external reader
the power relay when the window opening sensor is triggered. "Use the door sensor" — [ off when the window is open

turn off the power relay without delay immediately after closing the door when the Use door sensor
client leaves the room. "Open by the control" - perform a cycle of unlocking the door  []0pen the lock on the control reader

when the card is brought to the internal reader. "Shutdown delay" - time in seconds o
during which the power relay must remain on after the card is removed from the

control reader.

Auto control

A mode for the car, in which the power supply to the signal device is managed when the state of the car sensors
changes.

Advanced Extended Mode features
In this section, the additional features introduced in the new firmware will be described. Most of them work
autonomously and do not require any special actions by the control programme, except for configuration.

Evacuation
A function to ensure unhindered evacuation of people from the premises in case of emergency.

It has the highest priority and unlocks the lock or other locking device regardless of any active blocking. For reliable
operation, it is recommended to connect it directly without a resistor, so that the state of other sensors does not affect
the signal detection. The signal source can be the fire protection system controller, as it has several relays to inform
external systems about the emergency, but you can also use a simple toggle switch at the guard post, since not only a
fire can be the cause of the evacuation. In order for the controller to process this signal, do not forget to check the
"External signal" box in the controller parameter settings menu. When a signal is detected, the controller
independently unlocks the passage and generates an event. For the entire network to respond to the event, it is not
necessary to transmit the signal to all controllers.
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It is enough to connect the line to one controller and use the Z-397 Web converter with the firmware
z397web_v3.0.66_fire.rom for communication. If the Software is running, then when a signal is detected, it will
switch all controllers to evacuation mode. If the Software is shut down, the converter will do this. The only
limitation is that unlike the Software, the converter unlocks only the controllers connected to it, so when using
several converters, the evacuation signal must be transmitted to at least one controller for each converter.

Blocking
A function that has a reverse effect. Not to be confused with "Blocked" mode! Any attempt to pass will be blocked.

3k6 _______ d6ndl| 9 —= :
2p H1ksH
{18 iGndl Z-5R Net
<m
:F ] = " 1
.. t =_0DF o9 @ ___________
=__ _____ {6nd| RE559p%58 i i ECoPen
___________ LI GREEN  EX.OPEN e
[QIPICIIGINIIOIG] : GROUND 1k8
| S | J [ ]:{ )
il | L T o

Neither the card nor the button or the Software command via the network can unlock the passage. Only the
"evacuation" signal can overpower this mode. The meaning of this function is to help the security service in
blocking the passage in the event of emergency situations. It is possible to control it via the security alarm system or
simply from the toggle switch near the security guard's workplace. The mode is not broadcast to all controllers, so if
several controllers need to be blocked, you need to transmit this signal to all of them.

Airlock

A function ensuring passage through a corridor with two or more doors provided that only one door can be opened at
a time. Additionally, it is possible to use the presence sensor in this mode, that is any device that detects someone's
presence inside the airlock. It can be either a weight sensor or an optical sensor. With an active signal level from such
a device, the controllers block entry, so only exiting is allowed. It works as follows: initially, the potential on the
ZUMM line (for Z-5R web - BEEP or other terminals) is high, so when its door opened, the controller sets zero
potential while another (other) controller(s) blocks the passage after detecting a low level on the ZUMM (for Z-5R
web - BEEP or other terminals). After closing the door, the controller restores the high level on the line allowing
passage through other doors.

Z-5R Net Airlock
For this mode, the ZUMM terminal is used. All controllers operating in the |

13

airlock must be combined via ZUMM. Again, the twisted pair should connect i i

all the controllers uniting them with one wire to ZUMM and the other to the
grounding.

Z-5R Web Airlock

For this mode, BEEP (or RED, GREEN, or BUTTON) terminals are used. All
controllers operating in the airlock must be combined. Again, the twisted pair should
connect all the controllers uniting them with one wire to BEEP (or RED, GREEN or
BUTTON) and the other to the grounding.

GREEN EX.OPEN
GROUND

DAT;
GROUND ~ DOOR

+12V ALARM

Bell

A simple service function. When you press the "bell button", the output signal "Bell" is put into an active state and
lasts for three seconds from the last press of the button. In addition, a notification to the Software is generated. It
allows you to connect calling devices and log their use.
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Security
A function that allows integration into security systems.

1 O
Gndly @

For its operation, the following elements are used: "security", "security circuit", "tamper", "door sensor" and
"alarm". When the function is active, the controller checks the status of the security loop and tamper signalling when
their state changes. The door sensor activates an alarm when the door is broken in or left open for a time longer than
the time specified in the closing control parameter. A motion sensor or a reed switch on a window or safe can actas a
security sensor. The siren output signal has a logic level or will be able to power the real sound system when
assigning this function to the LOCK terminal. One solution is to connect a relay and use its terminals to supply
power to the siren or to give a signal to the security console receiver, if any. You can turn the function on or off either
by an external signal, for example, from a control panel, or by a command from a computer. It is also possible to set
the "Security" function to turn on automatically when the "Blocked" mode is turned on. To visually monitor the
mode when the feature is enabled, a security status icon will appear next to the controller status icon.

Dual time zones

An additional set consisting of seven access time zones. Previously, each time zone set a time for entry and exit.
Now, by selecting access by time zones, you can separately assign time ranges for entry and exit. Zones are assigned
only in pairs - entry and exit. You cannot separately set the entry time from one zone and the exit time from another.

Configuring the con

10
Oams

w2
@ 5i6E

Ok X Cancel [fSaveStH [dSaveCfg  [wload Cfg

This feature is enabled by setting additional parameters on the controller.

Controller firmware updates

The controller comes with factory firmware. The firmware is updated via the RS-485 communication line, and to do
this the controller must be connected to the communication line and detected by the Software. To update the
firmware, you need to select the necessary controller and click the button [ ("Update Firmware"). Next, select the
appropriate firmware (for example: m2n_v2.23 blk.rom; z5r8 v2.25 blk.rom; z5r v2.21 blk.rom) and activate
the update process by confirming your intentions. a1
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"Database tools'" tab

List of departments

To create a department, open the context menu with the right mouse button by
placing the mouse pointer on the list of departments or select the main menu item
"Department". Next, select the||Create Department|item to open the department
form that should be filled in, specifying: The name of the department and the
allowed access time zones for the department being created. Their configuration
and purpose will be discussed below. If you need to manage labour discipline when
calculating working time, you should choose a work schedule.

Access time zones

On the "Access time zones" tab, the department's access to certain controllers in
the database by the selected time zone (or by several zones) of the controller or full
access to the controller can be configured. Access zone configuration begins by
removing the active "Full Access" mode by clicking on the orange star with the left
mouse button. When the "Full Access" mode is inactive (grey star), you can enable
or disable the controller's seven time zones.

Work schedule
To control labour discipline, you need to create a work schedule, in which you
should specify:
Daily routine.
1) Beginning of the working day in the department;
2) Endofthe working day;
3) Beginning of lunch;
4) End of lunch;
5) Shortday;
6) End ofthe short day;
7) The type of work schedule is flextime or with a night shift.
Check the boxes "Flextime/Night Shift" if the schedule is round-the-clock or shift.

@ Information about the department x

Hame of the department

Schedule
Mo control schedule Seect

Zones of access by tme. Work schedkle parameters

Controllers
Matrix-I Net 2k [46614]
2-5R Net 2k [16640]
Z-5R Web Bk [48860]

Time zones
]

LEIN

Na contral schedule Select.

Zones of access by time work schedue parameters

Controllers
Matrix-11 Net 2k [46614]
2-5R Net 2k [16640)
Z-5R Web Bk [48860]

Time zones

Save Cancel

Lt of schedues

min
min
rin

aneary
Late

= | nour:min
[ Adpust the tme i the report
[ ight: worietime: ] calcuate right work separately for each day

Use the sekected schedue Leave a former schechile:

To transfer the time calculation to the next day, you need to check the "Nighttime each day" box.

Monitoring labour discipline.

1) Permissible early arrival, time in minutes, how much earlier than the beginning of the working day can

employee show up;

2) Latearrival, time in minutes, how much later than the beginning of the working day can employee show up;
3) Leaving early, time in minutes, how much earlier than the end of the working day can employee leave;

4) Leaving late, time in minutes, how much later than the end of the working day can employee leave;

5) Absence, time in minutes, how much in total can the employee be absent from the workplace during working

hours per day.

You can view the work schedule settings on the "Work schedule parameters" tab.

The "Create" button allows you to create a new schedule with fields filled with default values, and the "Copy"
button also creates a new schedule but with fields filled in in the same way as the selected schedule. Assign a new

work schedule to a department by clicking the "Use the selected schedule" button.
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List of employees
After you have created a department, you can create employee records.

context menu and select the [Create]item. The appeared form must be filled in with
the employee information.
The form has the following fields:
1) Position;
2) Employee lastname; P
3) Name; Er e
4) Middle name;
5) Date of birth;
6) Comment—itwill be displayed in the list of employees (for example, local phone number);
7) Additional information — several lines of text related to this employee (for example, passport number, home
address and phone numbers);
Blocking allows you to cancel the employee's access to all controllers in case of the employee's business trip or
vacation. This will prevent the use of employee cards in their absence.

Ll
2.5 Web 8k [48860)

Sare Cancal

Employee cards .
Multiple cards can be assigned to a single employee. Thus, for example, the = o
employee arrives at work using one card to open the barrier in his/her garage, and =—= o ,
then uses a handy and convenient bracelet to move inside the office. By assigning
different levels of access for each card, it is possible to ensure the inability to leave ..z
the office using the bracelet.

1) Card functionality — each uses its own configuration or configuration is the

same for every card;
2) Listofcards; e
3) Manual card registration button — allows you to record cards and codes -

manually and create records for access by using two cards or a code and a card,

4) Acomment to the card will be displayed next to the number, for example, "bracelet" or "own card";

5) A button used to remove the card from the employee. After clicking it, the card goes to the list of available
cards;

6) Access schedule — the allowed time zones are either taken from the department parameters or configured
individually for this employee;

7) Mode control —whether the card has the right to change the access mode of the controllers;

8) Available cards—alist of unknown cards detected by readers and cards removed from employees;

9) Blocking —allows you to block all the cards of the employee either up to a specified moment (until returning
from the vacation) or from a set time (for temporary employees).

Adding a new card
Reader connected to the controller.

To add a new card, bring it to the reader and the controller will mark it as an unknown card and place it in the list of
available cards. To assign an available card to an employee, you need to click on the "Assign Card" button. When
you are finished entering the information, you should click the "Save" button.

The card must be brought to the reader before opening the "Employee information" menu.

Desktop reader.

It is possible to add cards using readers Z-2 EHR USB, Z-2 USB and Z-2 USB MF. To do this, the reader must be
connected to the computer with drivers installed. When you open the employee properties menu, devices are
scanned and if a reader is detected, it will be connected to the Software. "Z-2 USB" will be added to the name of the
"Available Cards" menu, and in this case, when you bring a new card to the desktop reader, its code will be added to
the list of available cards. To assign an available card to an employee, you need to click on the "Assign Card" button.
When you are finished entering the information, you should click the "Save" button.
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Manual input.

It is possible to add cards manually. After opening the Employee Information menu, click on the button in the form
of a green circle with a white cross in the "Card" panel.

@ Information on employees b4
Employee Cards
Department: 111 [ Al cards have the same rights
postion: g o “
Last name e Comment:
First na,,,E;‘Fname ;
:
i ‘ 2 Arrpss srhadiie Mndas entrol

Alist of possible ways and formats for the card registration will unfold.

@ Information on employees *
Employee Cards
Department: 111 | [2] Al cards have the same rights
—— | v] Enter the card number in the format "Wiegand-26"
Last name: name ] Enter the card number in the format "Dallas Touch Memory™

Enter the card number in the format Keyboard
First name: Finame: \

Alas:|dr |

Enter the phone number or PIN
P Dual card

The list of employee’s cards
Arthrim 0LOL19BS -

"Enter the card number in the Wiegand standard'' —the number is entered in text form (123,45678).

Enter the card number in the format "Wiegand-26" Cards Cards

Enter the card number in the format “Dallas Touch Memory” All cards have the same rights All cards have the same rights

Enter the card number in the format Keyboard

Enter the phone number or PIN ‘(123’45678) | @ (123,45678) i @
Dual card s Comment: [Card[(123,45678)] created 19.04.22 |

The list of employee's cards
Entering the number should be finalised by pressing the "Enter" key on the computer keyboard. When you're done
inputting the number, you'll see a comment about the number you entered and the creation date.

"Enter the card number in Wiegand standard" in decimal format — the number is entered as decimal digits
(d123456789012). The letter "d" should be written before the digits. The digits are converted to a text standard

([1CBE] (153,06676)).
Enter the card number in the format "Wiegand-26" Cards Cards
Enter the card number in the format "Dallas Touch Memary” Al cards have the same rights All cards have the same rights

Enter the card number in the format Keyboard
Enter the phone number or PIN

Dual card . Comment: |Code[123456789012] created 19.04.22 |
The list of employee’s cards :

If you enter a long number (d1234567890123450), it will be written in hexadecimal form (HEX) (62 D5 3C 8ABA
BA).

[d123456789012) | [+ [1CBE](153,06676) N +)

Cards Cards
All cards have the same rights All cards have the same rights
|d1234567820123450 \ Q 62 D5 3C 8A BA BA - 9
Comment: Comment: |Code[1234567890123450] created 19.04.22 |

Entering the number should be finalised by pressing the "Enter" key on the computer keyboard. When you're done
inputting the number, you'll see a comment about the number you entered and the creation date.

"Enter the card number in the Dallas TM standard' — the number is entered in hexadecimal form (HEX)

Enter the card number in the format "Wiegand-26" Cards Cards
Enter the card number in the format “Dallas Touch Memory” Al cards have the same rights All cards have the same rights
Enter the card number in the format Keyboard
Al B2 C3 D4 ~
Enter the phone number or PIN |AIB2C3D-4 | @ @
Dual card i Comment: [TM[0000A182C3D4] created 20.04.22 |

The list of employee’s cards

Entering the number should be finalised by pressing the "Enter" key on the computer keyboard. When you're done
inputting the number, you'll see a comment about the number you entered and the creation date.
The length of the card number should not exceed 6 bytes (A1B2C3D4ESF6).

Cards Cards
Al cards have the same rights All cards have the same rights
|A1E2C3D4E5F6 \ @ Al B2 C3 D4 E5 F6 v @
Comment: Comment; ‘TM[A182C3D4E5F6] created 20.04.22 |
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If the number length is greater than 6 bytes (A1B2C3D4ESF677), the top bytes are cut off (B2C3D4ESF677).

Cards Cards
All cards have the same rights Al cards have the same rights
|A1B2C3D4ESF677] \ (F) B2 C3 D4 E5 F6 77 v 9
Comment: Comment: |TM[ALB2C3D4ESF677] created 20.04.22 \

"Enter a code for key input" — the code is entered in decimal digits (123456).

Enter the card number in the format "Wiegand-26" Cards

Cards
Enter the card number in the format "Dallas Touch Memory” All cards have the same rights All cards have the same rights
Enter the card number in the format Keyboard
Enter the phone number or PIN | |123456 | @ (013r13398) v @
Dual card
The list of employee’s cards SEmITELE Comment: |C0d3[123456] created 20.04.22 ‘

Entering the number should be finalised by pressing the "Enter" key on the computer keyboard. The number is
converted to a text format (Wiegand). When you're done inputting the number, you'll see a comment about the
number you entered and the creation date.

"Enter phone number or pin code" —the phone number is entered in full (+37124422922).

Enter the card number in the format "Wiegand-26" Cards Cards

Enter the card number in the format "Dallas Touch Memory” Al cards have the same rights All cards have the same rights

Enter the card number in the format Keyboard

Enter the phone number or PIN |+371244229221 | @ B 7L 22 2 2 i @
BrlER Comment: Comment: [Code[+37124422922] created 20.04.22 |

Entering the number should be finalised by pressing the "Enter" key on the computer keyboard. The number is
converted to hexadecimal format (HEX) (07 93 12 8A 38 23). When you're done inputting the number, you'll see a
comment about the number you entered and the creation date.

"Dual card" —numbers are entered in several ways.

Dual Card *
First

® Em-marine O Keyboard

Second
Enter the card number in the format "Wiegand-26" P
Enter the card number in the format “Dallas Touch Memory* (003 54261) 11:21 20-04-22 [2-5R Net 2k [16840]) eniry. >
Enter the card number in the format Keyboard Description| 11:21 20-04-22 [Z-5R Net 2k [16640]] entry
Enter the phone number or PIN Set first P
Dual card
The list of employee’s cards s e

Manual entry of card numbers in Wiegand format (text view). The card input is confirmed by clicking on the
"Add" button. In the same way, you can also assign one card to the employee and the second shared (confirming)
card to the guard. The shared card must be entered manually.

Dual Card ®
First

(123,12345)

@ Em-marine O Keyboard

Second

[(123,56897)

Avalable cards
(D0354281) 1121 20-0%-22 [2-6R et 2k [16640]) ey -

Description|11:21 20-04-22 [2-5R Net 2k [16640]] entry

Set first Set second
e

A dual card is entered from the expandable "Available cards" menu.
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Dual Card x Dual Card X Dual Card ®
First 5 First First
(| (003,54281) (123,45699)
(® Em-marine O Keyboard ® Em-marine O Keyhoard @ Em-marine ) Keyboard
Second Second Second
() ( ) (003,54281)
Avatable cards Avalable cards Avalable cards
(D03,54281) 11:21 20-04-22 [2-5R: Met 2k [18640]] enty (D03.54281) 1121 20-04-22 [Z-5R Net 2k [16640]] enmy
Description 11:21 20-04-22 [Z-5R Net 2k [16640]] entry Description| 11:21 20-04-22 [2-5R Net 2k [16640]) entry
[ same | Setserond sectrs [serseand
Cancel Cancel Add Cancel

First, the first card is selected and assigned by clicking on the "Assign First" button. Then the second card is selected
and assigned by clicking on the "Assign Second" button. The card input is confirmed by clicking on the "Add"
button.

Entering a code and a card. A keyboard code is entered as the first card, then the second card is entered manually or
from the "Available cards" list. In the same way, you can also assign the first code to the employee and the second
shared (confirming) card to the guard. The shared card must be entered manually.

Dual Card x Dual Card x Dual Card x
First First First
123456 123456
(O Em-marine ® Keyboard () Em-marine ® Keyboard ) Em-marine ® Keyboard

Second Second Second

[ (088,10626) (088,10626)

Avalable cards Avalable cards Avalable cards

(00354281 11 21 20-04-22 [2-5F Ne 2k [1 6640]] iy (00354281) 11:21 20-04-22 [Z-5R Nat 2K [16640]) sy - (DU354281) 1121 20-04-22 [2-6R Net 2k [16640]) erwy

Descrption| 11:21 20-04-22 [Z-5R Net 2k [15640]] entry

Set second

Description| 11:21 20-04-22 [2-5R et 2k [16640]] entry

set second

Description|11:21 20-04-22 [2-5R Net 2K [16640]] entry

Set second

Cancel Add Cancel | Add Cancel

The card input is confirmed by clicking on the "Add" button. Entering the number should be finalised by pressing the
"Enter" key on the computer keyboard. After that, a dual card ((088,10626)+(079,08365)) and a comment to it will

appear in the menu.
Cards
All cards have the same rights

<123456>+(003,54281) v @

Comment: | Added 21.04.22 ‘

"List of all employee's cards" — a menu opens with a list of all employee's cards and information about their
duration and status.

3251187

(132511 190422 15822 PM
{003, 54281

210422 12201 P

When you are finished entering the information about the employee, you should click the "Save" button.
Search for an employee in the database

To speed up the search for an employee with any filters, the search bar is used.

Search for an employee in the database x Search for an employee in the database »
Search string ‘ Search string
| |First

Where to lbok Where to look
~ Last name Comment ~ Last name Comment
 [EETTT NN  Extra information [T T €xtra information

Alias Blocked Alias Blocked

Position Having a blocking card Position Having a blocking card

i Search £ Search

Using the panel, you need to set the search string and specify which fields should be searched. After clicking the
button, the Software will search the database and all employees matching the search string will be
highlighted and displayed in the list of marked employees.
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@ Guard Light - O ®
Base Department Employee Converters Controllers Reports Help

Base Report

Cards - 1 ™

Employess- | E tom(18.042022  [J- | [18.042022 ()|  Report

Departments - 2

Contiollers - 3

Yesterday Now Last week Last month
Ver. 1.0.9.203
Working with the base Events Converters Controllers
List of departments [2] List of employees [1] Information
| Full list ~ [Last First Alas =} | Employee
Marked | Department 111

Special search characters such as asterisks, etc. are not supported.

"Information' panel
The "Information" panel in the "Database Tools" tab displays information about the selected employee and the
status of the controllers' time zones.

Employee
All information about the selected employee is displayed here (Last name, First name, Middle name; Position;
Date of birth). _
Information
Employee
Department 11

Position: Position
Last name: Last
First name: First
Alias: Alias

Birthday 01.01.1985

Card

The "Card" panel displays information about the cards assigned to this employee.
Card
(132,51187) Added 19.04.22 ~

By department

Below is the designated "Work Schedule" for the assigned cards (Individual, By Department).
Time zones
The "Time Zones" panel shows the time zones of all controllers and their status.

Time zones

‘ Matrix-1l Net 2k [46614
EEesse 8 00
o Z£-5R Web 8k [48860
sEesesed o

As mentioned above, time zones are periods of time when access to the premises is allowed. In the window under the
name of the controller, 8 green or red arrows are shown. Arrows have two directions - "up" is the entrance and
"down" is the exit. Green means that at the current time this zone is active and the passage through it is allowed and
red means that the passage is prohibited. The left (first) arrow shows in which direction the passage is allowed at the
moment through this pass point using the said card. This is the final result of the effect of all time zones. The current
state for each time zone is shown by a group of seven arrows on the right. The leftmost arrow in the group displays
the first time zone and so on - 2...7. If all arrows are contained in one common rectangle, this means that access
without a time limit is assigned for this card, and if each arrow is in its own rectangle, this means that time zones are
selected for the card. Double-clicking on the controller name (or its description) expands (collapses) the time zone
description.

Time zones

‘ Matrix-1l Net 2k [46614 OO

. 23:59 (30}
2 - MIWTESS from 00:00 to 23:59 (8192}
3 - MTWTFSS from 00:00 to 23:59 (£5280}
4 - MIWTESS from 00:00 to 23:59 (16639}
S - MIWNTESS from 00:00 to 23:59 (45131}
€ — MIWNTESS from 00:00 to 23:59 (45056}
7 - ————-— from 00:00 to 00:00
1 — MIWTESS from 00:00 to 23:59 [0]
2 — MIWTESS from 00:00 to 23:59 [0]
3 - —TWTF— from 00:00 to 20:00 [FF]
4 - MTWTFSS from 00:00 to 23:59 [0]
S - MIWTESS from 00:00 to 23:59 [0]
6 — ————— from 07:23 to 15:03 [14]
7 - MIWTESS from 00:00 to 23:59 [0]
8 - MTWTESS from 00:00 to 23:59 [0]
9 - MTWTFSS from 00:00 to 23:59 [0]
10- MIWIFSS from 00:00 to 23:59 (0]

& Z-5R Web Hklﬂlliil DD
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To change the time zone settings, select it and open the context menu with the right mouse button.

Time zones

e
et
s kixix i [0

e e from 00:00 to 23:59 {30}

15 = uzwrEss frem Setup 80} |
4 - MIWTFSS from 00:00 to 23:5% {16639}
S - MIWIFSS fzom 00:00 to 23:59 (45131}
6 - MIWIFSS from 00:00 to 23:59 (45056}
7 - ——————— from 00:00 to 00:00

1 - MIWTFSS from 00:00 to 23:59 [0]

2 - MIWTESS from 00:00 to 23:59 [0]

3 - ~TWTF-- from 00:00 to 20:00 [FF]

4 - MTWTFSS from 00:00 to 23:59 [0]

5 - MIWTFSS from 00:00 to 23:59 [0]

6 - —— from 07:23 to 15:03 [14]

7 - MIWTESS £rom 00:00 to 23:59 [0]

8 - MIWTESS from 00:00 to 23:59 [0]

9 - MIWTFSS from 00:00 to 23:5% [0]

10- MIWTFSS from 00:00 to 23:58 [0]

¢ Z-5R Web Dkl‘lllllﬁl OD

The configuration form contains the following fields:
1) "Duration" - the beginning and end of the zone's effect;
2) "Weekdays" are the days of the week when the zone is active.

Z-5R Net 2k [16640]: time zone access 2 X Z-5R Web 8k [48860]: time zone access 1 x
Entry and escape entry Exit
Lasts Weekdays Lasts ‘Weekdays Losts Weekdays
[~]Monday [ Monday P [#]Monday
from [ Tuesday 0000 A Tuesdsy from 00:00 [ Tuesday
e [“]wednesday [#]wednesday [v]Wednesday
to 2869 [Z] Thursday 1o [2369 [ Thursday to |23:59 [ Thursdey
[ Friday [“IFriday [ Fridey
[+] Saturdey [l saturday [] saturday
|| Sunday || Sunday ] sunday

AntiCOVIDIG 8192 —

Seve Cancal Seve Cance|

Attention! For the night shift, the days of the week set the beginning of the zone's effect, i.e. if it is set that the zone
begins to operate from 10 p.m. to 7 a.m. and access is allowed only on Monday, then it will begin its operation on
Monday at 10 p.m. and end on Tuesday at 7 a.m.

Attention! The zone is not related to the department work schedules, i.e. it is configured separately and should be
obviously wider. For example, if the start of the working day is at 8 a.m. and the allowable early arrival is 30 minutes,
then the zone should be activated not at 7:30 a.m. but earlier because before the beginning of the zone activation, the
employee will not be able to get into the room. Therefore, the beginning of the zone's effect should be set at 7 a.m. or
maybe even earlier. If the access of employees to the premises is regulated in another way (guards, mechanical
locks, round-the-clock mode of operation), then it is recommended to leave the zones active round-the-clock in
order to avoid misunderstandings.

Also, when the dual time zone mode is activated in the controllers, each zone allows you to separately set the
activation time and the days of the week for entry and exit.

Time zones for enabling modes
When using controllers with firmware that supports switching access modes using time zones, two more zones are
added in which the access mode is additionally configured.
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After double-clicking with the left mouse button on the 1st or 2nd zone for enabling the modes of the selected
controller, the "Enable Modes" menu opens. By default, the "Inactive" mode is set.

4 Z-5R Web 8k [48860]
Z-5R Web 8k [48860]: time zone mode2 X ~SEEEEEEE ()
T 1 - MTWTFSS from 00:00 to 23:59
MOdes aCtlvatlon 1 - MIWTFSS from 00:00 to 23:59
Lasts ‘Weekdays 2 - MTWTFSS from 00:00 to 23:59
[AAmonday i : ETZIEE: ;Z: Ioo-‘olo Ez 22:3
from [ATuesday 3 - MIWTESS from 00:00 to 23:59
LA wednesday 4 - MTWTFSS from 00:00 to 23:59
[ Thursday 4 - MTWTFSS from 00:00 o 23:58
Modz [ Fricay S - MTWIFSS from 00:00 o 23:58
o o []Saturday 5 - MIWIFSS from 00:00 to 23:59
] Sunday € - MTWTEFSS from 00:00 to 23:59
6 - MTWTFSS from 00:00 to 23:59
7 - MTWTFSS from 00:00 to 23:59
7 — MIWTFSS from 00:00 to 23:59
Sava 1 - MTWIFSS from 00:00 te 23:58 [0]
2 - MTWTFSS from 00:00 to 23:59 [0]

When you select the "Blocked" mode, the mode's duration and the days of the week when the mode will be active are
set. To save the mode, youneed to click on the "Save" button. The mode will automatically turn on in the controller at
the specified time. The passage via the cards and the exit button will be blocked. You will be switched to the
"Inactive" mode after the "Blocked" mode expires.

Z-5R Web 8k [48860]: time zone mode?2 = . Du
Modes aCtiVation 1 - MTWTFSS from 00:00 to 23:59
1 - MTWTFSS from 00:00
Lasts Weekdays 2 - MIWTFSS from 00:00
Monday 2 - MTWTFSS from 00:00
from TUE!Sdﬁy 3 - MTWTFSS from
Wednesday 3 - MIWTFSS from
to [ Tharsday 4 - MINTESS from 00:00
4 4 - MTWTFSS from 00:0(
Morde ek 5 - MIWTFSS from
Block V] Saturay 5 - MTWIFSS from
LA € — MTWTFSS from 00:00
€ — MTWTFSS from 00:00
7 - MTWTFSS from 00:00 to 23:59
7 — MTWTFSS from 00:00 to 23:58
Cancel 1 — MTWTFSS from 00:00 to 23:59 [0]
2 — MTWTFSS from 00:00 to 23:59 [1]

When you select the "Free" mode, the mode's duration and the days of the week when the mode will be active are set.
To save the mode, you need to click on the "Save" button. The mode will automatically turn on in the controller at the
specified time. The controller will switch into a free passage state and the lock will be de-energized. It will be
switched to the "Inactive" mode after the "Free" mode expires.

Z-5R Web 8k [18860
7-5R Web 8k [48860]: time zone mode2 * . &3&3‘&‘5&%{% 5‘,‘.
= = 1 - MTWTFSS from 00:00 to 23:59
MOdes activation 1 - MTWTIFSS from 00:00 to 23:59
Lasts “Weekdays 2 - MTWIFSS from 00:00 to 23:59
Monday 2 - MTWIFSS from 00:00 to 23:59
fram Tuesday 3 - MTWIFSS from 00:00 to 23:59
— MIWT rom 00:00 to :
i B Thursdey 4 - uTWTFSS from 00:00 to 23:50
Mode LA Friday 5 - MTWTFSS fzom 00:00 to 23:59
P [4] Saturday 5 - MTWIESS from 00:00 to 23:59
: Ll Sunday € - MTWIFSS from 00:00 to 23:50
€ - MTWTFSS from 00:00 to 23:59
7 — MTWIFSS from 00:00 to 23:59
7 - MIWIFSS from 00:00 to 23:59
Cancel 1 - MTWIFSS from 00:00 to 23:39 [0]
2 - MTWTFSS from 00:00 to 23:59 [2]

When you select the "Standby" mode, the mode's duration and the days of the week when the mode will be active are
set. To save the mode, you need to click on the "Save" button. The mode will automatically turn on in the controller at
the specified time. The controller will enter the "Standby" state until the first pass card is presented. After reading the
card, the controller will switch into the "Free" mode and the lock will be de-energized. It will be switched to the
"Inactive" mode after the "Standby" mode expires.
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. Z-5R Web 8k [48860
7-5R Web 8k [48850]: time zone mode2 X ﬂ Co

1 - MTWTFSS from 00:00 to 23:59
Modes activation 1 - MTWTFSS from 00:00 to 23:58
2 — MTWTFSS from 00:00 to 23:59

el Weekdays 2 - MIWTESS from 00:00 to 23:58
[#] Monday 3 - MTWTFSS from 00:00 to 23:58

from [ Tussday 3 - MTWTFSS from 00:00 to 23:58
[“wednesday 4 - MTWTFSS from to 23:59

10 [ Thursdey 4 - MTWTFSS from to 23:59

[ Friday 5 - MTWTFSS from 00:00 to 23:59

Satur’day 5 - MTWTFSS from 00:00 to 23:508

|| Sunday € — MTWTFSS from 00:00 to 23:589

€ — MTWTFSS from 00:00 to 23:59
7 - MTWTFSS from 00:00 to 23:59
7 - MTWTF5S from 00:00 to 23:59
1 - MTWTFSS from 00:00 to 23:59 [0]
L2 - MTWTFSS from 00:00 to 23:59 [3]

Save Cancel

Mode activation indication.

"Inactive" mode

"Blocked" mode is enabled

"Blocked" mode is active

"Free" mode is enabled

"Free" mode is active

"Standby" mode is enabled

- N-H NH-N He

"Standby" mode is active

Examples of indications for enabled and active modes.

il

2 floor__

"Database'" main menu

Overwrite everything in the controllers

After you have recorded or changed the database of employees, the Software automatically updates the
information in the controllers.

In cases of controller failure or malfunction, it is recommended to perform a complete update of the information in
all controllers, and to do this you should select the Overwrite everything in the controllers menu item.

Backup copy...

The next menu item [Backup copy/Load| is intended for the database

restoration from the copy saved using the next menu item -
.. . Backup copy > Save

In addition, the Software automatically saves the last 10 S e

configurations. They can be used to restore the database immediately after

the problems are detected before making changes in other ways.

Please note that uploading the backup copy will completely replace the database and it will be impossible to restore

it, therefore, before uploading the backup copy, save the current database in another backup copy. Updating the

information in the controllers should be carried out by selecting the pverwrite everything in the controllers| menu

item.

Base Department Employee Converters Controller

Update all controllers I
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Delete unknown cards

If there are many card numbers in the "Available Cards" panel attached to the controller's reader, you can delete

them.

@ Information on employees
Empioyes
Department; 111
osition: POSTON
Last name:| -5t
First name: Frst
s s

Bethday 01011985~

Comment:
Extra information:

x
cuds
[ Al cards have the same rghts
~1 | (132,51187) @
Comment: | Added 19.04.22
Remove card
‘Access scheduie Modes control
O wdwdual e
O Biockng
(®) By department ) Functional
Contrallers Time zones
1floor
2floor
Z-5R Web 8k [48860]
Awalabie cards

(0535
(010,43

(003 51427) 1318 22.04.22

052.51427) 13 18 22.04.22 [2 floo
7716) 13 18 22-04.22 [2 flaor] entry
(010,43081) 13,18 22-04-22 2 o
(010,42165) 1317 22-04.22 [2 floor] en
(01026030 13.17 22.04.22 [2 faar] entry

| entr

try
try

(003 54281) 13-17 22.04.22 [2 flaor] entry
010,45498) 13.17 22.04.22 [2 floar] entry
“Cancel

To do this, go to the "Database" main menu and left-click on "Delete unknown cards". The card numbers in the
"Available Cards" panel will be deleted.

Search for lost cards

@Guard Light
Base Department Employee Con

Update all controllers

Backup copy >
Remove unknown cards

Lost cards search

Export employees... >
Import employees... >

Administrators
Language .. &

Exit

@ information on employees

x
Employee Cards
Department: ML ¥ [lalcards have the same nghts
Postion:| Position <] (132,51187) ~ @
Last name 1258 Comment: | Added 19.04.22
st rame T8 Remove card
i ‘Access scheduie Modes control
Brnday OLOLI9S O mnadwidual '? =
(O socking
Controllers Time zones
[ ifloor | S
2floor
Z-5R Web 8k [48860]

‘Avable Cards

Description:

Lock employes cards

[eock upto
[ siock up from

To search for lost cards or cards that have not been read by the reader in a long time, you need to click on "Search for

lost cards" in the "Database" main menu. In the "Lost cards" menu that appears, specify the time for searching for the
cards and click on the "OK" button.

@ Guard Light

Base Department Employee Con

Update all controllers

Backup copy >
Remove unknown cards

Lost cards search

Export employees... >
Import employees... >

Administrators
Language .. >

Exit

Search for lost cards

How many days to review (5-330) ‘30\

On the "Database Tools" tab, select the desired department.

In the list of employees, the lost cards will be displayed with an icon @i the form of ared clock.

Exporting thelist of employees

Itis possible to export lists of employees for separate processing. Export is supported to XML formats and MS Excel
or OpenOfficeCalc (LibreOfficeCalc) table. MS Excel or OpenOfficeCalc (LibreOfficeCalc) must be installed on

the computer.

51



Guard Light

www.ironlogic.me

“Hieesico

FEsasss 0
T oo
Export to an XML file. You can open the file with a browser.
@ Save a copy of database in an XML file
- v 1 « Program Files (x86) > RF Enabled > Guard Light > ROM v [$]

[H GuardLight_Cards xmil E3

1" ID="0">

ast First Alias" Pos="Position" ID="0">
"(132,51187) " Num="F3 C7 84 00 00 00" Comment="
="to two Alias" Pos="Position" ID="1"/>
="try tra Alias" Pos="Position" ID="2"/>

Added 15.04.22"/>

If you have Microsoft Excel installed, you can export to an Excel spreadsheet.

Al - Jx Department
A B G D E F G
1 Deparrment_Position Last name First name Alias Birthday Comment
2 111 Position Last First Alias 01.01.1985
3] 111 Position to two Alias 01.01.1985
4 111 Position tru tra Alias 01.01.1985
5
6
7
8
9

[0000](132,51187) Added 19.04.22

H | |
Card

If openOfficeOrg or LibreOffice is installed, you can export to an OpenOfficeCalc or LibreOfficeCalc table.

Importing the list of employees

Data can be imported both from export files and databases created in
Guard Commander. GuardLight independently searches for data
files for existing controllers. It is also possible to specify the
location of these files manually.

When importing data from an Excel file, be aware that the Software
looks for a certain data formatting in tables: The first row must
contain the name of the fields and the first column must have no
blank space. The first column - "Department" - must be filled in,
otherwise the data will not be imported. Next, in the import form,
you need to choose from which fields and what information should
be taken. Click the [MPORT]button. Some fields may be left blank
(Just not in the first column). If when importing cards, the same
cards are found in the database, the |Additional information|field
will indicate who has such a card.
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Import cards from an Excel spreadsheet X

C:\Users\Ironlogic\Desktop\PDF\KHural.xlsx

Extra information:

Department: | [ Department] v T
Positiion: | [ Position ] ~ [ Position ]
[Lastname ]
Lastname: | [Last name ] ~ [Firstname ]
First name: | [First name ] ~ [ Alias ]
[Birthday ]
Alias:
it - [ Comment ]
Birthday: | [ Birthday ] ~ [Card]
Comment: | [ Comment ] v
Cards:
Field with the card number Card number format
[Card] ~ Text Wiegand (000,00000) ~
Start import
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Administrators

When you run the Software, if no administrator cards are set, it will run in the administrator mode. If at least one card
is set, then in order to gain access to data changing, you need to activate the administrator mode by bringing the
administrator card to the desktop reader with the administration mode menu open.

To prevent unauthorised changes to the database in case of shared access to the computer, it is possible to limit the
rights by creating the administrator card. The background colour of the menu indicates the current state: green —
administrator mode is active, red — access to changing is blocked. In this case, it is necessary to use a desktop reader
Z-2USB.

The administrator mode control menu can be opened through the main menu item Database->Administrators.

@ Guard Light Mode of administration X
Base Department Employee Converters
Update all controllers
Backup copy >
Remove unknown cards
Lost cards search .
nverter

Export employees... >

Import employees... > |of emp
Ep i Last

Administrators ]"tow

Language . . & ] tru tre

= Remove

Exit

Ifthe desktop reader is not detected, the Software will display the message "Z2 USB not detected".

The first line of the "Administration Mode" menu displays information about the connected reader. Next, there is a
list of administrator cards. Below it is the status bar and finally, the control buttons. "Add" and "Delete" respectively
allow you to add and delete administrator cards. The "deny" button blocks the administrator mode. The "Exit"
button closes the administration mode menu.

To add an administrator card, click on the "Add" button. The Software will offer you to "Bring a new card close to the
reader.”

Mode of administration x Mode of administration X

Card administrator C47C8957

+ Add = Remove @ Disable Q Exit + Add Remove @ Disable Q Exit

After being presented to the desktop reader, the card will appear in the administration mode menu and
"Administrator card added" will be displayed in the status bar.

After restarting the Software and when you try to edit the database, the Software will display the message "The
Software is running in the browse mode. Editing is not allowed.”

. @

Ver, 1.0.9.204
‘Warking with the base Events Converters Controllers

Listof deparments [2]  List of employess [1]
Card administrator 93,51427

Full list « [llvage John
You need to open the main menu item Database->Administrators. The "Administration Mode" menu will appear
inred and the status bar will contain the message "Bring up the administrator card.”

e

Wiorking vith the bese Con

List of departments [2]  List of employees [1]
Ful list < Wlwae John

1 Faar
2 Finar

53



Guard Light iron@Logic

Bring up the previously added administrator card. In the status bar, the message "Administrator mode is activated"
will appear and the window colour will change to green.
@

www.ironlogic.me

epart
T a fomDane202 O |w [0ix2 D Repont.
Ner. 109304

Viorking with the base Events Converters. Contrallers
Uit of departments [2] Lt of employees (1) Informatian
Full list  [lwge Jubn i Employee

[woce of acmemsration Department 1 Floor
1 P

(Card administrator 93,51427 it hames T8

Card

O 0421651 Core
By dopartment

Time zones

* BEREHEY o0
SERESEES

If necessary, you can enter a code instead of an administrator card. To enter the code, you need to open the main

menu item Database->Administrators and click on the "Add" button in the "Administration Mode" menu. The
Software will offer you to "Bring a new card close to the reader.”

@ -]
Rept - Reort
n om34pia0n G- |0 [asiam  O-]| Rt vom20a3 - |0 [aoiam  [O-]| Rt
estert W Lt ek Last morih n vester moeeh
Yor. 10.9.204 ed Ver. 1.0.9,204 d il ke =
Wiorking with the base Events Converters. Cantrallers Working with the base Events Converters Cantrallers
List of deportments [2) List of emplayees [1] lr-‘fﬂr"mﬂﬂ" List of degartments [2] List of employees [1] Informatiory
Full list -+ Mwge Johe Wi o Full list < Miwige John @ Employee
Marked Made of adminisiration x Dapartment Marked Mage of administration X Department 1Floor
1 P Position: 1 Foor Pasition:
EL T Last name: Wi R0 Last name: wea
First name: John First name: John
las: Alas:
Birthday 01011385 Birthday 01001585
Cord card
OIS 042185) Donnsreren 25 422
By dopartment By dopartment
Time zones Time zones
o FEEREREY 00 = + PEEEREY oo
* BEEEEES o0 * BEREEES oo

Next, right-click in the administrator card list menu. Left-click on the "Add code" message that appears
Inthe "Activation code" menu, enter the necessary code and click the "OK" button.

@
5 L
epert
wnGaozz - |w pacezz  v]| Mt : -
z ¥om 34.04.2022 v |w 24043022 - Repart
Vesterday How Lot ek Last month " X
ver. 1.0.9.209 estertay o Last sk Lt merth
Working with the base Events Converters Contrallers = 10570 =
Uist of departments [2] st of employees [1] Informatien Working with the base Events | Comverters. Controllers
= < Mlvige 1m Tt Fuployes List of departments [2] List of emplayees [1] Informatian
Warksd Fall list: ~ Mllwoe Join @ Emplovee
1 Far Marked Department 1 Floor
FE 1 i
Wom Last name: i
st norme: Job
Alas
Bithdsy 101105
Card . Birthday 01.01.198%
(e 42165 Aoesanaua 250422 card
r—— [PAST0E165 ommaneva 50422
Time sooms

+ SRR

By department

+ Rsgan

The card (code) will appear in the administration mode menu "Administrator Card CODE 001" and "Administrator
card added" will be displayed in the status bar.

(]
feport
a vonfasazoz (Do passzaz (D] Repot
Yesterday How Lot vk st i
Ver. 105204

Working with the base Events Comverters Controllers
List of departments [2] List of smployees [1]

Full st + Ml vige Jom @

Mode of saministration
1 Fioar

+ aipiless, O

After restarting the Software and when you try to edit the database, the Software will display the message "The
Software is running in the browse mode. Editing is not allowed."
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. l .
www.ironlogic.me
@ @
.
a """" 24042002 - [w 34042002 - Report E fom 24.04.2022 v W 24043022 - Repart
Vestercay Now Lt ek Last month & menth
Ver. 1.0.9.204 Ver. 1.0.9.204 - Lol e =
Workang with the base Events Comverters Controllers Working with the base Events Converters Controllers
List of departments (2] List of employees [1] Information List of departments [2] Ust of employees [1]
Fulllist [l vige Jbm "1 Full list - Mllvige Joim N
Marked Marked
1 Fioor 1 Fiotr
e 2F

Birthdoy 01.01.1585

Card
[7CODE10,42165] Aasmacess 750422

By department

Tine sones

You need to open the main menu item Database->Administrators. The "Administration Mode" menu will appear
inred and the status bar will contain the message "Bring up the administrator card.”

@
" e @
st g
@ n ::::::::: Sl ez Ov] et
Vesoday | Mo Lt ek Lt e
Ve, 103204
Working with the base Events. Converters. Controllers

List of departments [2]

List of employees [1]

Report
@ a fomaae2022 O+ [4oe2n O~ Regort
.
v 100204

esterday ™ et ek Lt moeth
Wiorking with he base Events Converters Controllers
Full list  [lvige ot List of departments [2] List of employess 1]
s Markad Full list. - [wge Jubn p il
Sr— Made of admestraton
1 For

Birthday 01.01.1585
Card
[PEO0EI02165) asnnses: £

By department

Next, double-left-click the administrator card in the administrator card list menu. In the "Activation code" menu that
appears, input the previously entered code and click on the "OK" button.

In the status bar, the message "Administrator mode is activated" will appear and the window colour will change to
green.

Administrator card codes are stored separately, so the administrator card can be either a special card stored
separately or one of the cards for passage and passing via this card does not affect the administrator mode in any way.

55



Guard Light iron@Logic www.ironlogic.me

ACCESS MODES

Reasons for introducing Access Modes

The expansion of ACS implementation has led to increased requirements for flexibility in access control. For
example, different access control requirements are issued at different times of the day. So when considering the work
schedule of an office or a store, you can highlight several periods. The first period is morning: Sellers or managers
come to work and the passage should be blocked for outsiders. Business hours: Buyers/Customers come and they
should freely get into the room. Evening: Similar to the morning - employees gather and go home and visitors have
nothing to do in the office but they can go out using a button. Night: Only the guards can have access, which is denied
to everyone else. Further variations of the following nature are possible: automatic switching of modes or manual
using a card. Employees can be allowed to block the door if they are alone in the office but have to urgently go out.
Access modes have been developed to meet all these needs. To activate the modes, you need to update the firmware
in the controller to one of the firmware XXX vA.B_blk.rom included in the distribution package. The update is
available for the Z-5R Net, Z-5R Net 8000 and Matrix II Net controllers.

Overview of Access Modes

In total, two access modes are essentially added: "blocked' and "open' (free). The "blocked' mode is not a
completely new mode, as it already existed in the standalone Z-5R and Matrix II K controllers. It is also available in
the network controllers Z-5R Net, Z-5R Net 8000 and Matrix II Net. The essence of the "blocked" mode is a ban
on passing via the so-called "basic" cards. Only passage using "blocking" cards is allowed, which is also used to
switch into this mode. The "open" mode involves a long-term unlocking of the lock to ensure unimpeded passage. It
can be turned on using the same "blocking" card. To ensure a safe transition between modes in terms of access, a
"waiting" mode has been added, in which the passage is blocked, but the first correct card that has the right of
passage turns on the "open" mode. For easy reference to the operation, the standard access mode is called a
"normal" mode.

Switching Access Modes

Switching modes is possible in several ways:

- By the time zone. The controller has two additional time zones that allow you to set the time with the current access
mode in which the controller should be for the duration of the active time zone.

Comeaters (A3

This method of activating the access mode has the highest priority.

- Using a command over the network. Using "Guard Light", the operator can remotely switch access modes.
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- Using a "blocking" card. To switch the controller from the "Normal" to "Blocked" mode, close the door and hold
the card on the reader for more than 3 seconds. A similar operation with the door open leads to switching from the
"Normal" to "Free Passage" mode. The controller can be returned to the "Normal" mode by holding the card at any
position of the door. With the access mode "Free Passage" active enabled by the access time zone, switching the card
is possible only to the "Waiting" mode. You should remember that due to the fact that the mode can be switched by
holding the "blocking" card, it opens the passage upon removing it from the reader, unlike a regular card that opens
the passage when brought to the reader. It should also be noted that switching by holding the card is not available
when connecting readers via the Wiegand protocol. In this case, you should use "functional" cards.

- Using a "Functional" card. Switching is completely the same as with a "blocking" card, only without the need to
hold it. It will not be possible to use a functional card for the passage, since its reading will cause a switching of
modes but the passage will not open.

"Normal'' access mode

In the "Inactive" or "Normal" mode, the controllers operate in the standard mode. Access is carried out by cards
according to the established time zones and access rules.

| Time zones
Matricl Net 2k [46614]
Z-5R Web 8k [48860]: time zone mode1 X s8¢ s OO0
Modes activation
Mode ) Lasts Weakdays zgg w;h ;u gngn*
- [ Monday
m @ Normal v 00-00 1 - MTWIESS from 00:00 to 23:59
, | | from I: Lu:::::uay 1 - MTWTESS from 00:00 to 23:59
2359 2 - MTWTFSS from 00:00 to 23:58
o I: b Thursday 2 - MTWTFSS frem 00:00 to 23:59
Made [AFriday 3 - MTWTFSS from 00:00 to 23:59
Controllers =~ of o] [seturday 3 - MIWTESS from 00:00 te 23:50
3 | Sunday 4 - MTWTESS from 00:00 to 23:59
@ Matrix-1l Net 2k [46614] 4 - MTWIPSS from 00:00 £o 23:59
™ 5 - MTWTFSS from 00:00 to 23:58
= 5 - MTWIPSS from 00:00 to 23:59
Q Z-5R Net 2k <3nekTpoMexaHuue.. . Save € - MTWTFSS from 00:00 to 23:59
5 & - MTWTPSS from 00300 to 23:59

= 7 - MTWTFSS from 00:00 to 23:59
@ Z-5R Web Bk [48860] 7 - MIWTFSS from 00:00 to 23:59
o 1 - MTWTPSS from 00:00 to 23:59 [0]
2 - MTWTPSS from 00:00 to 23:59 [0]

"Blocked' access mode

As mentioned earlier, in this mode, access is possible only for "blocking" cards. You can enable the "Blocking"
mode in the "Mode" menu and the "Blocked" mode is enabled by the mode activation time zone.

Time zones

4 Matrixll Net 2k [46614]
Z-5R Web 8k [48860]: time zone model x® [EEEE Y] OD
Modes activation
Lasts Weekdays .Zj'iwﬁhl"ﬁﬂﬂi“ ao
Mnnday TVVVYVVYWY
from 0000 A Tuesday 1 - MIWTFSS from 00:00 to 23:50 Viarking with the base Events Converters Cantrollers
; ] Warnssdy 1 - MIWIESS from 00:00 to 23:59 o % 5 W ie e
|23 59 2 - MTWIFSS from 00:00 to 23:58 - : S ©Autorun proaam
1o | [“] Thursdey 2 - MIWTFSS from 00:00 to 23:59 :ﬂ"‘: ﬁ Fﬂ Auto-completion
Mode Gty 3 - MIWTFSS from 00:00 to 23:58 . 21 e control pases
Block +|  [Ssturday 3 - MTWIFSS from 00:00 to 23:59 Conters =
| Sunday 4 - MIWTFSS from 00:00 to 23:59 @ vt o 2k 45514
4 - MTWTFSS from 00:00 to 23:59 T T T T —
5 - MIWIFSS from 00:00 to 23:59
5 - MTWTFSS from 00:00 to 23:59 Comerter
Cancel € - MTIWTFSS from 00:00 to 23:59 ‘_""““'""'”“"""“"""” R e
6 - MTWTFSS from 00:00 to 23:59 s e

T = MIWTFSS from 00:00 to 23:59
7 - MIWTFSS from 00:00 to 23:59
1 - MTWTFSS from 00:00 to 23:59 [1]
2 - uTwrEss £rom 00:00 to 23:58 [0] e

When activating the mode using the time zone, it is impossible to turn it off either with a card or a command. Exit
using a button is possible.
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It is also possible to unlock the passage using the operator's command "Open for entry".
The pass point can be blocked by using the Software to set the lock open state duration to zero. You can remove such
ablock only by using the Software and re-entering the normal time value.

Guard Light www.ironlogic.me

"Open"' access mode

You can enable the "Open" mode in the "Mode" menu and the "Free" mode is enabled by the mode activation time
zone. The controller switches into free passage mode and the lock is unlocked.

‘ Time zones
: Matricll Net 2k [46614]
Z-5R Web 8k [48860): time zone mode1 x EEEEEEE] OO
Modes activation
Lase Woskie @LLIr I oo
00:00 Sty e e e ey Contral
r - rom 00: o 23: Working with the base Events Converters Coalrallers
fon [ Tuesdey 1 - MTWIFSS £rom 00:00 to 23:58 e
[PlWednesday @ % 2 § q Tru
2359 | iy 2 - MTWIFSS from 00:00 to 23:59 N - &2 Autarun proaram
o R oy 2 - MTTESS from 00:00 to 23:50 ' B l_ a Autc-completion
Mode [ Friday 3 - MTWIESS from 00:00 to 23:59 : A e cooiral panes:
e o [satuday 3 - MIWTFSS from 00:00 to 23:59 = e Ve
|| Sunday 4 - MIWTESS from 00:00 to 23:59 @ Moot ot 2 1)
S TR RS { Snai00- 008 s 220 @ i S i Cewesan s s
5 - MTWTFSS from 00:00 to 23:59 e ectoontuco) 25 v h )
5 - MIWIPSS from 00:00 to 23:59
Cerce & - MTWTFSS from 00:00 to 23:59 = el pse - 3,0c. Wat o en - . W for e 0.
& - MIWIPSS from 00:00 to 23:59 —— o
7 - MIWTESS from 00:00 to 23:59 e
7 - MIWPSS from 00:00 to 23:39 oty manc [
1 - MTWTFSS from 00:00 to 23:58 [2] — N—
2 - MIWTESS from 00:00 to 23:59 [0] e ———————e

At the same time, despite the unlocked passage, card numbers from readers are accepted and employees can bring
cards to the readers in order to ensure a full accounting of working time and movements.

"Waiting' access mode

In a nutshell, the "Waiting" mode is a preparation for the "Open" mode and allows you to ensure that the door is
blocked ifno one entered the room.

Time zones
Z-5R Web 8k [48860]: time zone model X
Modes activation
Lasts Weekdays
00:00 Eduondey Woking it the bos Evens Conveters Contralles
] Tuesd
Uil \e:‘]::n:m 1 - MIWTESS frem 00:00 to 23:59 @ \ 9 1 o Auostart ()
2369 5 2 - MIWTFSS from 00:00 to 23:59 - A
to Thursday Auto-completion
2 - MIWNTFSS frem 00:00 to 23:59 =g
EFridey & contrl pnsses
Made 3 - MIWTFSS from 00:00 to 23:58
wat [“]Saturday 3 - MIWTFSS frem 00:00 to 23:59 vn
Comlertpe  NekemmhecIRWES
LI Sunday 4 - MIWTESS from 00:00 to 23:58 e —
4 - MTWTFSS frem 00:00 to 23:59 Vorsan |
5 - MIWTFSS frem 00:00 to 23:59 jweme (b it SRS
= i 5 e
5 - MTWTFSS from 00:00 to 23:59 P
Cancel 6 - MINTFSS frem 00:00 to 23:59 T —
6 - MTWTFSS from 00:00 to 23:59 T i zrn =
['l7 - sxwress £zem 60:00 o 23:59 Covow B
7 - sewress £xom 00100 to 23:38 T
1 - MIWTESS frem 00:00 to 23:59 [3] s e ot oo
2 - MTWTESS £rom 00:00 to 23:59 [0] |

This can be very useful when employees are late or on holidays in the middle of the week. Also, this mode allows you
to temporarily block entry during the operation of the access time zone activating the "Open" mode. Moreover, the
passage using a button or a command of the operator does not switch the mode back to "Open". It can only be done
using a card, including the "basic" card.

‘ Time zones
. Matrix-1l Net 2k [46614]
Z-5R Web 8k [48860]: time zone made1 X gt es OO
Modes activation
=t Bl 12] ERRWAn AL 1D o0
[AAMonday SYSSTEEY
from |00:00 ATues 1 - MIWTFSS frcm 00:00 to 23:59 Working with U bese. Events | Comvartars| Controllers
il °yu 1 - MTWTFSS frem 00:00 to 23:59 @ N 8 ¢ o Autosar (on)
2369 | e 2 - MIWIFSS from 00:00 to 23:59 . B Autorun program
to [ Thursday Hode Auto-completion
2 - MTWTPSS from 00:00 to 23:58 ;@ e =
[AFriday 1n the "
Mode 3 - MTWTFSS from 00:00 to 23:59
Frae | [Sstudey 3 - MTWTPSS from 00:00 to 23:58 Comratiers + Foramas e
b Sunday 4 - MIWTESS £xcm 00:00 to 23:59 @ e 1) — -
IS NS L com A0 Mk LoL235 20 AR ek mm
5 - MTWIPSS from 00:00 to 23:58 Mama (inctalaion locatien) 25K Wb 8 [48260)
5 - MTWTPSS from 00:00 to 23:58 .., =
ek ccnngpiz -3 e, o e - e i e 2.
Save Cencel & - MTWTESS from 00:00 to 23:59
& - MTWTPSS fzom 00:00 to 23:58 o e 10 Toeaon
7 - MTWTPSS from 00:00 to 23:58 = R
7 - MTWTPSS from 00:00 to 23:58 i e
1 - MTWTESS from 00:00 to 23:58 [2] edeckiior Frec in o concion
2 - MTWTPSS from 00:00 to 23:58 [0] e —

At the same time, despite the unlocked passage, card numbers from readers are accepted and employees can bring

cards to the readers in order to ensure a full accounting of working time and movements.
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REPORTS

The reports consist of five parts: "Timesheet'", ""Net Time", "Statistics", '""Schedule", ""Labour Discipline",
"Arrivals and Departures' and "Traffic".

Depending on whether one or more persons are marked and whether one or more days are set in the period, the
information of some parts may vary.

Mark employees for the report
List of employees [2]

The general report is based on the marked employees, i.e. only those employees T
< [[Jwige

Create

whose name box is "checked". To speed up the marking, we recommend you to use P
the context menu by right-clicking the mouse button. The menu allows you to T it of employeescar
immediately uncheck or check the entire displayed group. Remove

Check all

Uncheck all

Mark all currently in the >
Mark all who have access to the >

Time interval for the report

To create a report, after marking employees, you need to specify the reporting period - from one day to three months.
For the most frequent options, you can select such items as "Yesterday", "Today", "Last Week" or "Last Month" in
the[Reportsjmenu, or select the buttons "Yesterday", "Today", "Last Week" or "Last Month" on the "Report" panel.

- o x

Aeport
¥om [24.04.2022 "o peosmz O- Report

Yesterday o Last woek Last morth

List of departments [7)
Full list
Marked

Information columns

You can add additional fields to the timesheet to facilitate further processing and increase information content. The
following columns are added from the "Employee Information" menu: "Department", "Position", "Date of birth",
"Comment", "First line of additional information".

Report
o [24.04.2022 |0 [s0amz M Report

vestorday. ow Lt ek Last morth

the base Events Converters Controlle |1 el calumin %

List of emplayees 2] Work svess Information
@ Employee

B Deormen 1Fioe

e ext. infarmation Position:

Work zones

The table "Net Time" shows the duration of the employee's presence at the workplace. A workplace is any area
accessed by an employee (the so-called inner zone of the controller) by moving through a pass point inside. If the
zone structure is complex, i.e. by exiting, the employee still remains at the workplace (in the work area), then for the
correct calculation of the net time when building the timesheet, it is necessary to mark those zones that should be
considered work zones in the menu item [Reports/Work Zones| By default, the controller's inner zone is called
"Zonaln" and the outer zone is called "ZonaOut". For the correct display and accounting of the controller zone, you
need to rename it in accordance with the actual name of the room. (For example: Office, Accounting Department,
Hallway, etc.)

Events. Converters Controlle
List of employees 2]
-~ [lname Fstname /  fReport options
= [vwge Jobm

Report parameters
The report parameters represent the events that act as the base for the report to be created and displayed.

- Only completed passages - the report is built on the actually performed passages confirmed by the activation of the
door position sensor. In the absence of a door sensor, this report cannot be created since there is no registration of
completed passages; 59
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- Show events for the button — events are shown only for the exit button;

- Show events without passing — all events for the passages are shown without the confirmation of the completed
passage. Such areport is generated if no door position sensor is installed,

- Unauthorised absence detection — the report shows the absence of an employee from the workplace in excess of the
time specified in the work schedule.

- o x
erters Cor 5 e
5 Report
jr wn[merzz  Dr|v amaz  O- Report
L
Vestenday N Last week: st month
‘Warking with the base Events Converters Cantrolle ils comn >
List of depat 4 > | Information
o > nly c 1 Employee
1 Degartment 1 Floor
Pusition

Timesheet

The timesheet shows time spent at work for each of the finished days and the average duration of the working day for
the reporting period. The length of the working day is calculated as the difference between the first card reading and
the last minus the time for lunch. At the same time, it does not matter at all whether the entry or exit events were
recorded and the following principle applies "if the employee passed through the pass point it means that he/she was
atwork.”

For further processing, the timesheet can be exported to MS Excel or LibreOffice Calc (OpenOffice) by right-
clicking and causing the context menu to appear. The timesheet has a number of settings for displaying reports: "By
department", "Rigorous", "Free", "Underwork", "Overwork", "Late arrivals", "Early arrivals", "Coefficient",
"Tarift", "Absences".

By department

The full timesheet for the time worked is displayed according to the department settings. The number of hours
worked each day, the average time spent at the workplace for the specified period and the total time of work for the
period are indicated.

@ Guard Light - Reports a X
Exit Information for the period from 01.04.13 to 28.04.13
Timeshest Nettime Statistics Graphics Labourdiscipine  Arrivals &nd cepanues Movements Trafic

(@) By department O shictly () Flosting O Imperecions ) Overhours O Lateness (O Early depertures

N HName: 1 2 3 4 5 6 78 89 10 11 12 13 1415 16 17 18 19 20 21 22 23 24 26 26 27 28 Average Intotal
B5 7] 302 B27 | 9.07 | 935 8 D 7855

i 21[317 [832 EED) 847 | 521 576 | .45 | B4 DB

Grin ¥, 203 8:30 656 915 913 643 905 855 832 903 656 924 006 835 854 849 842 900 B29 BIE 0852 1773

2

3 BessonF 906 305 900 920 846 934 320 841 331 932 10 B47 654 901 852 855 858 827 B854 811 0903 18104
4 MadisonW. 924 300 903 813 928 832 315 908 851 829 853 B3E 912 858 947 807 815 B43 B34 EB43 DBE2 17721
5 Trampy. B33 202 B41 850 829 851 301 939 335 907 932 209 900 925 808 834 815 836 806 923 0853 17758
6 Jonson J. 923 910 653 853 &18 904 926 846 330 856 652 B3 640 934 942 853 831 940 916 950 0905 16156
7 wistsonH BSG 939 B5B 912 922 923 977 857 852 827 BS4 371 823 933 948 859 848 923 B4z 801 0306 18205
8 Smimofty. B:37 304 640 646 850 901 852 902 330 927 %26 323 651 305 941 906 859 B:22 942 926 0306 16200
8 AndersonP. 851 G646 616 846 907 907 929 850 852 912 656 301 656 811 853 838 834 931 901 B4 0853 17743
10 CandolizaR. B59 B2B B42 B53 825 B18 851 848 312 849 945 B47 929 B58 632 855 842 B24 94D 12 DB53  177.48
11 Peterson D 817 853 930 857 849 046 905 904 345 @09 415 342 908 914 919 924 866 B61 907 B4B 0902 16058
12 Jackson M 656 920 939 838 904 919 820 901 904 827 917 655 832 817 908 917 852 81 935 905 0858 17927
13 SimpsonB. 913 902 846 824 912 B51 31 939 925 922 808 903 913 %17 908 856 822 907 B4D EZB DBS6  17B:51
14 Woterman C. 845 300 957 301 855 831 835 639 922 957 901 940 910 831 833 847 926 814 857 810 0300 18012
15 MNixonS. 932 914 912 916 9N 929 810 842 839 845 B17 308 905 859 958 923 943 902 BO0E B52 0902 18043

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Rigorous

The time before and after the working hours of the department is cut off. The full timesheet for the time worked is
displayed according to the department settings but only from the beginning to the end of the department's work
schedule. Early arrivals and late departures are not taken into account.

@ Guard Light - Reports a 5
Exit Information for the period from 01.04.13 to 28.04.138
Timesheel Nettme Statsics Graphics Labourdisciplina Arvals and deparures Moverents Trafic

OBy depanment @ Swicty () Flosting O Imperecions ) Ovarhours O Lateness () Eary depanures. O Fate O Taitt () Absences

6 78 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 Average Intolal

3 e

h s[20[soal | [a13]am2 821917 Jeze] | a2z [a07[836] 511193 [ ) A X T

2 GrifinV. 903 830 858 915 913 643 905 8§55 83 903 B56 324 908 835 854 849 842 90 B29 BI16 852 mn
3 BeamonF. 906 905 900 920 E46 934 920 &41 931 9: 910 847 854 901 852 855 858 827 BS4 11 E1E] 16104
4 Modison W 924 800 809 B13 828 832 915 906 851 829 853 836 912 858 947 807 BIE B49 B3 B43 852 17221
5 TrampV. 833 902 841 BS0 B29 B51 901 939 935 907 932 909 900 925 808 34 815 B3E BO0B 923 853 17758
6 JonsanJ 923 910 B53 BS58 E18 904 926 946 930 856 852 B31 840 9 942 853 631 940 816 950 905 16156
7 WaisonH. 856 939 B5B 812 822 923 927 857 852 827 854 921 823 933 948 859 B48 923 B4z 801 906 18208
8 Smimok'y. 837 904 B40 Bd4E B58 901 852 902 930 927 926 923 B51 905 941 906 859 822 942 926 908 16200
9 AndersonP. 851 846 B16 B4E 207 907 929 850 852 912 658 901 856 11 853 838 834 93 901 B44 853 177:43
10 Candoliza R 859 20 B4z BS53 625 B16 651 848 972 849 945 B:47 929 656 832 855 842 B24 940 %12 853 177:43
11 Petarson D 817 853 930 657 849 646 905 904 945 809 15 942 908 314 919 924 855 651 907 B48 02 16058
12 Jackson M. 856 970 933 E3B 904 319 820 901 904 827 917 BSS B32 817 908 917 852 B4l 835 805 853 17927
13 SimpsonB. 913 902 646 B24 %12 BS3 633 939 925 922 608 303 913 317 908 856 B22 907 B4D 20 856 17851
14 Wotemnan C 845 900 857 901 @55 633 835 838 922 957 a0l 340 210 831 833 847 926 814 B57 410 900 16012
15 Nixon 8. 932 914 812 816 811 929 810 842 839 845 B17 308 905 859 958 923 943 902 BOE BE2 902 18043
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For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Free
The net time spent by the employee at the workplace is displayed. All departures from the workplace are not taken
into account.

@ Guard Light - Reports a x
Exit Information for the period from 01.04.13 to 28.04.13

Timeshest Nettme Stebstcs Graphics Labousdiscipiine Arvels and depariures Mowements Trafic

By depariment O swichy @ Floating Oimperfections O Overours OlLeteness (O Early deparures ORete OTerit (O Absences
M Name 1 2 3 4 5 6 78 9 10 11 12 13 14 15 16 17 16 19 20 21 22 23 24 25 2h 27 28 Average Intotal
2 Giifin¥. 903 B30 658 §15 &13 843 905 855 832 903 856 924 508 B35 BS54 849 G42 901 629 BIG CTELE]
3 BessonF 906 905 800 820 Bdb 934 820 641 931 932 910 847 B54 801 B52 655 650 @27 654 4 a3 16104
4 Madison W 924 900 908 B13 928 B3Z 915 906 851 829 853 B36 912 BSB 947 807 815 849 B34 Ba3 852 17
5 TrampV. 833 902 841 B50 629 851 901 939 935 907 932 903 800 25 0B 834 815 636 608 923 853 17758
6 Jonson. 923 910 853 658 B1B 904 926 646 930 950 852 BI1 64D 834 84 53 831 940 916 860 a5 16156
7 Watson H. 856 933 656 812 82 923 927 857 852 927 854 521 B23 833 G4 859 848 923 642 801 a6 16205
B Smimolf V. 837 904 B4D E4E ESE 801 BS2 902 930 927 928 923 B51 805 941 908 853 822 347 976 906 182:00
9 AndersonP. 851 846 BI6 BdE 907 a07 929 850 852 912 856 901 856 BI1 653 838 834 931 901 B4 853 17743
10 CandolzaFl | 853 626 642 853 825 G616 G5 G40 912 949 945 647 528 BBE B2 655 42 624 940 812 853 17749
11 Peterson D. 817 B53 930 B57 B9 B46 305 904 945 809 915 942 S0B 814 919 924 855 851 307 B4E a0z 18058
12 Jackson M. 856 920 939 638 904 919 820 901 904 827 917 B55 632 B1? 908 917 852 841 935 905 856 17927
13 Simpson B 913 902 646 B4 812 8653 633 939 925 922 808 503 813 817 S08 56 822 907 G40 628 656 17850
14 ‘Wotermen C. 845 900 957 801 BSE B33 B35 838 922 957 901 940 810 B3 E33 847 926 814 BE7 910 300 18012
15 Niwan 5. 932 914 812 816 81 929 810 842 839 845 817 08 05 53 958 921 943 902 606 G52 a0z 18043

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Underwork
The time underworked by the employee according to the working schedule of the department is shown.

@ Guard Light - Reports o X
Exit Information for the period from 01.04.13 to 28.04.13

Timesheet Nettme Statistics Graphics Labourdizcipling Amivals and deparwies Movements  Trafic

(O By depanment O Swicty (O Floating @ Imperecions (O Overhours OLatensss (O Early departures ORate O Taitt (O Apsencas
N 1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 26 26 27 28 Average Intotnl
|
2 000 000
3 ooo ooo
4 000 000
5 000 000
6 ooo ooo
7 000 (]
& Srimol V. 000 000
9 Anderson P, 000 000
10 Candoliza R 000 000
11 PetersonD 000 000
12 JacksonM 000 000
13 Simpson 8. 000 LE0]
14 Woterman C. 000 000
16 Nixans. 000 000

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Overwork
The time overworked by the employee in excess of the established time according to the working schedule of the
department is shown.

@ Guard Light - Reports o X

Exit Information for the period from 01 .04 13 to 28 04 13

Timeshee! Mettime Stalisics Graphics Labourdisciphne Amwals and deparures  Movements  Traffic

)8y depanment Osmcty O Flasting ) imperactons ® Overhows O Latmness () By deparies O Tt O absences

[N Mame 1 2z 3 4 5 6 78 9 10 11 12 13 1415 16 17 18 13 20 21 22 21 24 25 26 27 20 Average Intotal

| 1 [Roigonn [ 1054 0aa] 1291020 [104] 1[043 Jozliop s luifuaa] | Joarlizi (1260461040 | 089 ] 1955 ]
2 GifinV. 103 030 058 145 113 043 105 055 032 103 056 124 108 035 D54 b4 042 101 029 016 wsz 17231
3 BeersonF. 106 105 100 120 046 134 120 041 131 132 110 047 054 101 052 085 058 027 084 1M 103 2104
4 MedsonW. 124 100 109 013 128 03 115 106 051 02 053 03 112 058 147 007 015 049 034 043 sz a2
5 TampV. 033 102 041 050 029 OS1 01 138 135 107 132 108 100 125 098 034 015 036 008 123 w5318
& JansonJ. 123 110 053 053 018 104 126 046 1:30 058 052 031 040 134 142 053 031 1:40 176 1850 105 2156
7 WatsanH 056 139 088 112 12 123 127 0S7 082 o027 054 121 023 133 148 059 045 123 042 101 W6 2205
8 SmimaffV. 037 104 040 046 0S8 101 082 102 130 127 128 123 051 105 14t 106 053 022 142 126 108 2200
9 Anderson P 051 046 016 046 107 107 129 050 052 112 058 101 056 011 053 038 0:34 131 101 044 053 1743
10 [CendolizaR. 053 025 042 053 025 018 051 048 112 048 145 047 129 058 032 085 D4z 024 140 112 153 1749
11 PefersonD. 017 053 130 057 049 046 105 104 145 009 115 142 108 114 119 1:24 055 051 107 048 102 2058
12 JackzonM BS6 120 139 038 104 149 020 101 104 027 117 055 032 017 198 197 052 041 135 105 wse 1927
THISHGEGREIIN 113 102 046 024 172 053 033 139 125 128 008103 143 (147 108 086 D22 107 040 020 s6 1851
14 Waoterman C. 0:45 100 157 101 0S5 033 035 038 122 157 101 140 110 031 033 0:47 1:26 014 057 110 100 2012
15 NoonS. 132 194 192 138 11 123 010 042 039 045 017 108 105 059 150 123 143 102 006 082 w2 e

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Late arrivals
The time of late arrivals to work for each day during the accounting period is indicated.
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Guard Light - Reports o x
@
Exit Information for the period from 01.04.13 to 28.04.13

Tineshee! Wettime Stafistics Graphics Labourdiscipiine  Anivals and depanures Movemeants  Traffic

OBy depenment O swicty O)Fasting O Imperactions ) Overhows ® Latmress () By depariues ORate O Tant O)absences
m Name 1 2 3 4 6 78 9 1M 12 13 1415 16 17 18 19 20 21 22 21 24 25 26 27 28 Average
] [ Joi] [ ] ]813]
2 GrfiinV. 815 14 BN 818 82 B
1 BearzonF. E15 B16 B26 B&19 4
4 Madison'w. a1 828 823 826 816 826 624 828 824 L]
5 TrempV 821 BI17 829 810 812 829 B16 824 B1Z §24 10
& JonzonJ B2 B2z a1 BT B3 B
7 Watsan H. 818 &1 819 826 4
8 Smimalf\ 824 819 818 813 B23 816 B
3 Anderson P. BIS 827 827 822 an 20 824 827 &n L]
10 Candoliza R 814 820 a1 828 823 813 an B4 1]
11 PetersonD. B:24 823 817 812 an 826 Lat] L:xa] L
12 Jackson M. 824 822 B15 823 819 B
13 SimpsonB. 826 B2z 815 AL 813 27 en 827 [
14 Woterman C 12 g2 825 824 816 825 822 626 B
15 NionS. 822 828 828 829 B25 816 B13 829 B

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Early arrivals
Early arrivals of the employee to the workplace before the start of the department work schedule are indicated.
@ Guard Light - Reports a x

Exit Information for the period from 01.04.13 to 28.04.13

Timesheet Neftime Stoisics Graphics Labourdiscipline Amivals and depatures Movements Traffic

() By department (O Swictly (O Flasting O impedections ) Ovarhours (O Latenass ity departuras (Rate O Tenitt (O Absencas

L Name 12 3 4 5 6 78 9 0 1 12 13 1415 16 17 18 19 20 21 22 23 24 25 26 27 26 Average Intotl

2 GnffinV. 1632 1645 §32 1636 1842 1634 1641 1636 1638 1647 1638 n
3 BearsonF. 16N 1643 16:48 1642 1635 1646 3
4 Madison W 1636 1632 1637 1637 1632 1639 16:36 7
§ TrampV. 1648 1645 1638 16:43 1837 1633 1648 1632 1
6 JonsonJ. 16:38 16:40 1632 1643 Ll
7 WasonH. 16:35 1639 1641 1642 4
8 Smimaff. 1648 16:45 1638 1640 ]
9 AndersonP. 16:43 16:42 16:38 16:35 1640 1642 6
10 Candoliza R 1648 1637 16:46 16:46 1640 16:34 16:47 1645 1636 9
11 PetersanD. 16:41 1648 16:35 1635 1630 1639 6
12 Jackson M. 1638 1643 1644 1648 1649 1635 1640 1643 1638 £l
13 Simpson B 1648 1634 1638 1632 1630 16:49 1645 7
14 Woterman C. 1642 1635 1642 1639 4
1§ MoonS. 1645 16:32 16.42 1635 1636 1647 6

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Coefficient
Shows how many days should the employee have worked according to the standard of working time. The coefficient
is entered in the "Number of working days (1-28)" menu.

@

Exit Information for the period from 01.04.13 to 28.04.13
Timeshes! Nettme Staistcs Graphics Labourdiscipine Armvals and departures Movements Traffc

epariment O Swictly (O Floating (O imperections O Owverhours O Lateness (O Early departures @ Rate O Tt O Absences

Mame 1 2 14

[Fogenti: | ico]

11 12 13 1415 16 17 18 19 20 21 22 23 24 25 26 27 28 Avernge Iniolal
16.30

2 GifinV. 1632 1646 1632 1636 1642 1634 1641 1636 1636 1647 1638 i
1 BearsonF 1631 16:43 1648 16:42 1635 1646 [
4 MadisonW. 1636 1832 1637 1637 1632 1639 1636 7
5 Tramp¥. 1648 1645 1638 1643 1537 1639 1648 1632 8
6 JomsonJ 1638 1640 16:32 1643 Ll
7 WatsanH. 163 1638 1841 1642 4
8 SmimonV. 1648 1646 1634 1540 4
9 Anderson P 1543 54 1638 | Number workdays (1-28) x 3
10 Candaliza R 1648 1637 1646 1646 1 ) fas 5
1) Peissenbl | 1641 1648 1635 Enter [{] 30 1639 6
12 Jackson M. 1638 1643 1644 1648 1649 < 9
13 SimpsanB. 1648 1634 1638 1632 1630 Cancel 1645 7
14 Woterman C 642 1635 a2 1639 4
15 Noeon S, 1845 13 84 6% 83 1647 6

After clicking on the "OK" button, a timesheet is displayed indicating the time worked for each day, number of days
actually finished, coefficient, the standard of working time and number of working days according to the standard.

@ Guard Light - Reports o x
Exit Information for the period from 01.04.13 to 28.04.13

Timeshee! Nettime Stafistics Graphics Lebourdiscipiine  Anivals and deparures Movements  Traffic

(O By depanment O Stictly (O Floating O Impertactions (O Overhours O Lateness O Early deparures ® Fote O Torift D) Absences

[ Mame 1 2 3 4 5 6 78 9 10 11 12z 13 1415 16 17 18 13 20 21 22 23 24 25 26 27 28 Realdays Inioial Ralio Nom Workdays

[ 1 [Rsigan | [65alo4d oz [oa0a0d [ | oi3[d0zlaaifanlose] | loerleorlasslanifasal | Jeazlon [ozeloasloaal 120 ] 17455 |

2 GrinV. 903 B30 858 915 913 843 905 855 832 903 BS6 924 908 835 854 849 842 901 B2 B16 20 17731 111 16000 20
1 BearsonF. 906 305 800 920 846 934 920 841 93 932 210 B47 854 301 852 B55 858 627 BS4 31 20 18104 133 16000 a
4 Madison'W. 24 900 909 813 928 832 915 906 851 629 653 836 912 858 947 607 615 649 B34 84 20 172 1 16000 a0
5 TrempV. B33 902 841 850 829 851 901 939 935 907 932 909 900 925 808 834 B15 B35 BOB 923 20 17758 111 18000 20
6 JonsonJ. 323 %10 853 859 818 904 926 846 930 656 B5S2 B30 840 334 942 653 831 940 316 950 20 18156 114 160:00 20
7 WatsonH. 656 939 858 912 922 923 927 857 852 827 654 921 823 933 948 659 646 923 642 900 0 18205 114 160:00 kil
8 SmimalV. B37 804 840 B45 858 901 §52 902 930 927 978 923 851 905 941 906 B53 B22 942 926 20 18200 114 16000 20
9 Anderson . BS1 B46 B16 B45 307 907 929 850 852 912 BSB 301 856 811 851 B3 B34 931 301 B4d 20 17743 101 16000 a
10 Candoliza Fi. 859 B28 B42 853 825 818 851 848 972 849 945 847 929 858 832 856 G427 B24 940 912 20 17743 101 160.00 a
11 PetersonD. BI7 B51 %30 857 849 846 905 904 945 803 215 %42 908 S14 919 924 B55 B5l 807 48 2 18058 113 16000 a
12 Jnckson M. BS6 570 933 838 904 319 820 901 304 827 817 855 832 817 908 917 852 841 835 805 20 17927 112 16000 20
13 SimpsonB. 913 902 846 824 912 853 833 939 925 922 808 903 913 9317 908 856 B2z 907 B40 828 a0 17851 132 160.00 a
14 Wotermen C B45 900 857 901 855 833 835 838 922 957 801 %40 $10 831 833 B47 326 B14 BS? 10 2 18012 113 16000 20
15 NuonS 932 814 912 816 &1 929 810 842 839 845 BI7 808 905 859 95 923 943 902 B0 852 20 18043 113 16000 2
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If the coefficient is less than one then the employee underworks and if it is greater than one then the employee
overworks. The coefficient is used to reward or punish an employee.

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Tariff
This report shows the rate per work hour.
@

Exit Information for the period from 01 .04 13 to 28 0413

Timeshes! Nettime Stafistcs Graphics Lobourdisciping  Ammvals and depanures  Movements  Trafic

(O By department (O Strictly () Floating (O Imperecions () Overhours O lLateness () Early departures O Rae @ Tarift (O Absences
‘N’ Name 1 2 3 4 5 6 78 9 10 11 12 13 1415 16 17 18 19 20 21 22 23 24 25 26 27 28 Realdays Intotal Rato Nom Workdays
[ Taigen [ Tise baa s29 oz 904 | Lw3 0z oar [a7 |osz| | Loar 07 | oaslon [eas] | Lo o [ozsleas o] | Lress | ire Lieomo] 0|

2 Griffin . @03 B30 858 %15 913 841 905 855 @32 303 856 924 908 &35 854 849 842 901 829 EIE 20 173 111 16000 20

3 BeersonF. 906 905 900 920 846 834 920 841 931 332 910 847 B54 901 882 855 B5B B27 BS54 911 20 18104 113 160:00 20

4 MadisonW. 924 900 909 813 928 832 915 906 851 829 853 B35 912 858 947 807 815 843 B34 B3 2 WA 11 16000 )

5 TrampV. B33 902 841 850 829 851 901 939 935 907 932 909 900 925 808 834 815 836 BOB 8573 20 17758 m 16000 20

& Jonson J. 323 310 653 859 818 904 326 846 230 850 LEF 2 e e 20 18156 114 160:00 20

7 WatsonH 056 939 656 912 922 923 927 057 852 027 a5d) g our PY Xl 20 16205 114 16000 20

8 Smimoffy. B:37 904 B40 846 858 801 852 902 930 %27 928 923 3 20 18200 114 16000 20

9 AnderzonP. B51 B:46 B16 846 907 907 929 850 852 312 56 %01 | L 44 20 172:43 111 160:00 20

2 20 17748 111 16000 )

10 Candoliza R 659 B:26 642 853 825 818 851 848 312 849 45 47
11 PetersonD. B17 853 930 857 849 B4E 905 904 345 809 915 g4z coecelyl 20 18058 113 160.00 20

12 Jackson M B56 920 939 838 904 919 820 301 304 827 917 B55 W d 05 20 17927 172 16000 20
13 Simpson B, 913 902 646 624 312 653 833 939 926 922 606 903 913 917 308 856 822 907 840 628 20 17851 192 16000 o
14 Waterman C. 645 900 957 01 855 B3 835 838 322 957 901 940 210 83 833 847 926 814 B57 810 20 18012 113 16000 20
15 NoonS. 932 814 312 916 911 929 810 842 839 845 BI7 908 905 859 958 923 943 902 B0 B52 20 180443 113 16000 bl

After entering the payment tariff in the "Amount of payment per hour" menu, click on the "OK" button. In addition
to the timesheet, the columns "Tariff" and "Amount" will be shown.

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

@ Guard Light - Reports o x
Exit Information for the period from 01.04.18 to 28 04.13

Tmesheel Nettime Stafistics Graphics Lebourdisciplne Amivals and deparures  Movements  Traffic

OBy depatment O sticty (O Fiosting O Impertectons O overhours OLateness (O Eety departues ORate ®Tant O Absences

M MNeme 1 2 3 4 5 6 78 8 10 11 12 13 1415 16 17 18 19 20 21 22 23 24 25 26 27 20 Rate Intowl Sum

|[Ragante ] Joselpeclaoalianaoa] | | i 2
2 Grifin'V. 903 B30 858 915 913 843 905 855 832 903 B56 924 908 835 854 849 B42 901 829 816 1500 1773 286275
1 BearsonF. 806 905 900 920 &46 oM 920 841 931 832 810 B47 854 901 852 BE5 BEE B27 654 811 1500 16104 271575
4 Madison W 924 8500 903 813 328 832 915 906 851 829 BS3 B3 912 858 947 807 815 843 B34 843 1500 17721 266025
§ TrampV. B33 902 B4 850 829 851 9M 939 935 907 932 909 900 925 8.08 B34 815 B36 808 923 1500 17758 266925
6 Jonsond 823 %10 851 659 &1 904 926 946 930 856 B5Z B3 G40 934 942 853 B30 94D %16 950 1500 16156 272875
7 Watsan H. BSE 539 858 812 922 921 927 857 852 B2 BS54 821 823 3331 948 853 B4B 973 842 M 1500 18205 273100
8 SmimaftV. B:37 904 540 B46 858 901 852 902 930 927 928 923 851 905 941 906 659 B22 942 926 1500 18200 273000
9 Anderson P 651 846 B16 846 907 907 929 850 852 912 658 901 856 811 853 36 B34 931 901 &4 1500 17743 266550
10 Candoliza R B5S BPB B4? B85 835 818 851 848 912 848 545 B47 929 858 832 BES BA4Z B24 340 912 1500 17749 2667.00
11 PetersonD. B17 853 930 857 849 646 905 904 945 809 @15 %42 908 314 919 924 855 B51 907 648 1500 15058 271450
12 Jackson M. 656 920 939 838 904 919 820 901 904 827 17 855 832 817 908 17 652 641 935 905 1500 17927 269150
13 SimpsonB. 813 802 846 824 912 853 833 939 925 922 BOB 03 913 317 908 856 B22 907 B840 828 1500 17851 268275
14 Woterman C. 645 9300 357 301 855 833 835 838 922 957 201 %40 %10 831 833 647 326 614 BS7 910 1500 18012 270300
15 Nion S 432 914 912 %16 9N 929 810 842 839 B45 @17 908 905 853 958 423 943 902 806 852 1500 18043 271075

Absences
This report shows the time of absence of employees from work.

@ Guard Light - Reports a x
Exit Information for the period from 01.04.13 to 28.04.13

Timashest Mettme Sefsics Geaphics Lebourdiscipline Ammivals snd depanures Movements Trfiic

OBy depariment O Swictly (OFinsting (Oimperecons ) Overhowrs (O Lateness (O Eary depariures O Rate O Tesitt (® Absences

N Name 12346678910 11 1213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 Average Intotal
2 Griffin'V.
Bearson F

Macison W
Tramp V.
Jonson.J
Wetson H.
Smirmolf V.
8§ Anderson .
10 Candoliza R
1 Peterson 0.
12 Jackson M.
13 Simpson B
14 ‘Wotemman C.
15 Miwon S

R

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Net time

This table shows the net time spent at the workplace, i.e. the time intervals between the entry and exit events are
summed up and the remaining intervals are ignored. For correct calculation, the controller must be equipped with
two readers - one for entry and the other for exit. Lunch is not deducted.
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@ Guard Light - Reports a ®
Exit Information for the period from 01.04.13 fo 28.04.13

Timesheel Nettms Siabsics Graphics Labour discipiine Ammvals end depariures Movements Trafic

N Name 1 2 3 4 5 6 78 89 10 11 12 13 1415 16 17 18 18 20 21 22 23 24 25 26 27 28 Intolal

1| Raigan N 554 | 844 | 929 | B2 813 | 802 [321 | 917 832 527|907 | 935811939 847 | 821 | 825 | 8.46 | B0 7555

2 GifinV. 903 830 850 815 813 843 805 855 832 901 BS6 924 908 B35 054 849 842 901 829 B 17731

3 BearsonF 906 905 900 S20 846 434 820 841 a3 9432 810 847 654 900 852 655 A58 827 854 911 16104

4 MedisonW, 924 900 909 B13 928 832 15 905 B51 829 B53 835 912 B58 947 807 815 849 831 BA3 W

5 TrampV. 833 902 841 BS0 829 851 801 939 %35 307 332 909 900 825 808 83 815 B3 608 923 17750

6 JonsonJ 423 910 853 659 818 a0d4 926 846 330 658 B52 831 640 934 942 853 831 940 976 950 161566

7 WatsonH. 656 939 858 912 922 923 827 857 852 827 B54 921 823 831 948 &59 848 923 842 301 182:08

8 SmimaffV. BI7 904 840 B46 850 901 BS2 902 830 927 878 921 851 805 941 906 659 B22 942 476 18200

9 AndersonP. 851 846 816 846 907 907 929 850 &5z 912 B56 901 BSE 811 853 838 834 93 900 G644 17743

10/ CandolizaR® | 853 820 842 B53 825 @lg BS1 849 o1z 848 545 947 920 BS8 832 855 42 B24 940 @12 17749

11 [FeilemenDl| 817 853 930 857 849 846 805 904 845 809 815 942 908 814 919 924 855 BS1 907 848 18058

12 Jockson M, 856 920 939 B36 904 919 820 901 904 827 917 855 B3z 817 908 917 852 841 935 905 17927

13 SimpsanB. 913 902 846 B24 912 853 B33 939 925 822 BOB 903 @13 %17 908 856 822 ©07 640 628 17851

4 WolermenG. | B45 900 957 801 855 833 B35 838 822 957 801 940 910 B3 833 847 926 B14 857 @10 18012

15 NoonS. 932 914 912 916 811 929 810 842 B33 845 617 908 305 859 956 923 943 902 806 652 16043

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Statistics

The statistics provide statistical information about each employee for a specified period of time.

@ Guard Light - Reports fa) X

Exit

Timesheet MNettime

Information for the period from 01.04.13 to 28.04.13

Stafistics Graphics Labour discipline Amvals and deperiures  Movements  Traffic

[The average time of deparure: 17.05 .

|Anderson P.

The rumber of days woeked: 20

|The number of hours worked: 177.43
The everage working ime: 08:53

| The average time of anrval- 08:04
The sverage time of deparure: 1657

|Candoliza R

|The rumber of days weeked: 20
ITh number of hours worked 177:43
The averags working time: 08.53
[The average time of anval: 08:04
[The everage ime of deparure: 1658

Peterson D

| The umber o daye weske: 20
|The number of hours worked: 180.58
| The average working tme: 0902
|The sverage time of snival. 0753
The average time of depanure: 1702

If you create a report for one day, the menu displays information about all events registered by the system for that

day.

@ Guard Light - Reports o X

Exit

Information for the period from 2604 22 to 26.04 22

Timasheet Nettme Stefistics Graphics Labourdiscipline Arivels and depertures Movements Traffic

:BE ocation Information ~

4/2511:48 34 (48860
4/2511:48°38 [16640
4725 11:43-42 [45614
4725 11:48:42 [45614
4/2511:52.06 (46614
5 (1664

65
| 1664
4725 11:50:47 [46614
4/2512:01:07 16840
4/2512:20:07 [48860)
4725 12:4512 [48860)
4/2513:24.33 (48860
4/2513:28:27 [48860
4725132827 [43960]
4725 13:28:36 [48860)
4/2513:28.45 [48360

For further

[Time comection. Old time is 26.apr. 114834
[Time correction. Old tima is 26 apr. 114838
[Time carection Old fime is 25 8pr. 11:48:42
Festart controller.
camaction. Old time is 25.5pr. 11:48.49.
neCut->Zonaln] name F A, /1 Floo
ace

a0k plec
Zonaln] wige J. /1 Floor

aak p
Tim comection. Old fime is 25.2pr. 115650,
[Time carrection. Old time is 25.apr. 120110,
[Time comection. Ol fime is 25 apr. 121903
| Time comection. Old time is 26.apr. 12:46:10.
Moda is satto [Block] Acthated by time zans
Mode is setto [Frea] Actvated by tina zone
The dacris clazed

The daar is clased.

"The door is closed,

work, the information in the menu can be highlighted with the mouse and copied to any text editor using

standard Windows tools.

Diagrams

The diagram graphically displays a range of arrival and departure times for all employees if multiple employees
and several days are selected.

In the case of processing a single day, all movements of employees are displayed while the colour shows the
presence of the employee in a certain zone. The colour is adjusted when you configure the controller and set indoor
and outdoor zones.

In the case of processing a single employee, his/her movements for each day are displayed separately.
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@ Guard Light - Reports o ®
Range arrivals| EES—
Exit Information for the period from 01.04.13 to 28.04.13 Working range | IEEEEG——

Range leavingl —————————

Timesheat Mettme Swtistcs Graphics Labourdiscipiine Amivals and departures  Mavements  Trafic

Raigan N

Griffin

Bearsan F.

Madison W,

Tramp V.

Image zooming is possible. To do this, point to the upper-left corner of the required area, hold the left button and
move the mouse pointer to the lower-right corner. After releasing the mouse button, the selected area will be
stretched over the entire diagram screen. By moving the mouse pointer while holding the right button, you can
move the image in any direction. To undo zoom, you need to make a "reverse" highlighting, i.e. you need to move
the mouse pointer from the lower right corner to the upper left corner while holding the left button. Regardless of the
size of this selection, the image will take the original scale.

Exporting a diagram image is possible only to a graphic file of the BMP format and can be carried out using the
context menu.

Labour discipline

The menu displays the facts of violations of the work schedule specified when configuring the department
parameters. For further work, the information in the menu can be highlighted with the mouse and copied to any text
editor using standard Windows tools.

@ Guard Light - Reports a X
Exit Information for the period from 01.04.13 to 28.04.13

Timesheat Nettme Sinhshcs Grophics Lebourdisciping  Amvels and departires Movements  Traffc

Manufacturing

Anderson P

[

Lateness; (2) [08-14 02 04] [05:24 05.04] [0:10 0G.04] [28:20 10.04] [09:19 12.04] [08-14 16.04] (06:12 25 04] [08:19 26 04]
Eey deperiure: (B) [16-47 02,04] 1540 09 04] (1648 10.04) [15:46 11.04) [16:33 1204 [16:36 13.04) (15 46 19 04] [16 35 23.04]
Late depertures: no

Absences. no

Candoliza R.

aly anivs
Lateness: (5} [0B 26 06 04] [0B:27 11 04] [08:14 13 D4] [08:20 17.04] [08:20 20.04] [08:29 24.04]

Ealy depanure: (5)[15:30 04.04)[16:47 05 04 [16:32 09 04] [16:35 16.04] [16:33 25.04)

Lale depertures no

Absences na

Peterson D.

Eary arvals: o

Lateness: (3) [08:23 02.04] [06:1 6 DG.04] [08:28 11.04] [03:12 12.04] [03:18 13.04] [08:23 15.04] [DE:17 18.04] [DE:16 19.04]
Earty depariure: (5) [16:32 04.04] [16:49 11 04] [16:44 13 04] [16:37 20.04] [16:31 27.04)

Latz departures: no

Absences na

Arrivals and departures

The table shows the ranges of the first and last detection of the employee's card for each day. The table format
depends on whether the number of employees displayed is one or more.

@ Guard Light - Reports a %

Exit Information for the period from 01.04.13 to 28.04.13

2 2 17
1 Fuaigan N 0B:11-17:14  0B:B-1656  0BI9-1712  07:38-1721  07:30-1718 07.59-16:42  07:46-1702 0B0D-1727  07:40-17.09  0B:23-17.10 0822-1659  08:10-1708  08:10-17.01 08261701  07:44-16:31 07531644 0B:11-17:25
2 Grifin V. 0761-1659  0809-1646 0733-1643  0609-1633 0824-17:29 0814-16:34  07.31-1724  08.04-1645 08.20-1727  0826-16:44 0741-1708  0766-1716  0806-1646  0800-1215  06:22-1727 0761-1712  0763-16:46
3 BeersonF. 0300-16:47 075B-1720 0737-1648 0746-1651  0735-1721 08121709 0751-1705  0751-1645 0737-1719  0B29-1644 0819-1632  0734-1722  O751-1728  O7:31-1633  0B:23-1653 0B10-1654  0B24-16:40
4 Madiscn, 08:16-16:57 0B:09-17:26 0742-1638  D0B16-1635  0818-1655 07:46-17:12  0B:28-1705 0732-1655  0B:29-17:21  07:40-17.11 07:37-1633  07:34-17:16  07:34-16:33  08:03-16:40  0B:00-17:14 07421715 0752-1655
§ TeampV. 0760-1706  08:24-1643  0B05-1708  0811-1704  0818-1711 0738-1700  0803-1704 0804-1718  0810-1723  0802-1643 0741-1645  0810-1642  07:44-1636  0743-1702  07:32-1640 0732-1643  0B04-16:42
B Jonson). 0810-1716  0B02-1655 0B11-1643 0732-1724  0818-1716 07.45-1655  07.41-1707 0B23-1714 07.42-1637  OB11-17.16 0322-1633 07:49-17.29  0826-17.07 0B05-1656  05:26-1638 0751-1632  07:37-1648
7 WatsonH. 0800-16:33  07:4B-1721  OBOD-1643  0754-1637  0823-16:30 07:45-16:48  0B:7-17:08  O0BOB-1713  0754-17.07  0B23-17.10 0822-17:28  08:23-1727  O7:36-1716  O7:46-1720  0B:16-16:30 07451712 DB06-17:14
B SmimottV. 0766-16:33  0737-1720 0746-1714  0817-1640  0801-1725 0803-1643 0736-1643 0750-1658 0747-1630 0741-17.26 0808-1630 0818-16368  0810-1634 0807-1706  0810-1637 0812-1668  0761-17.03
9 AndersonP. 0814-16:47  0746-1713  0765-1722  0824-1711  0810-17.03 0805-16:40  0829-16:48  0750-1646  DB18-1633  0737-16:36 0814-1719  0756-1700  0800-1719  07:37-1646  0B0B-1652 0803-1639  0730-17.13
10 Candoliza R 07:47-17:10  O7.55-1651  0BO07-1630  0735-1647  0826-17:25 07A7-16:32  07:A7-17:22  0B27-1709  O0BO1-1718  OB14-17:21 07:34-1725  08:20-17:12  0B01-16:38  0B:01-1717  0B:20-1715 0B06-17:20  0B29-17:20
1 Peterson 00 0823-1700 0747-1702 0763-1632  0738-1703  0818-1711 0766-1686  07.05-1702 0B26-1649  0B12-1703  0B18-16:44 0823-1716  0732-1706  0817-1728  0818-1706  07:39-16:37 0762-1654  07-34-1725
12 Jackson M 0809-1718  07.34-1729  0756-1653  06:28-17.03  07.38-16:41 0813-1725  0744-17001 0741-1713  0827-1646  0813-16:30 0803-1713  07:47-1640  07.47-1646  07.41-1721  0B:02-1633 07.40-17.08  02.35-17.04

When generating a report for one employee per day or month, all arrivals and departures during each day are
indicated. The number of hours worked per day and total working hours are also calculated.
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@ Guard Light - Reports a X
Exit Information for the period from 24.04 22 to 26 04 22

Timeshest Metfime Stafistics Graphics Labourdiscipline Amivals and depatuies Mavements Traffic

Anival | Departure Hours worked | In total | Zone

26042022 116418 i . Zonaln
25042022 135813 & g ¥ Zonaln

For further processing, the table can be exported to MS Excel or OpenOffice by right-clicking and causing the
context menu to appear.

Movements

All movements of the department and employees for the card and events for the exit button during the specified
period are indicated.

@ Guard Light - Reports o X
Exit Information for the period from 24.04 .22 to 26.04.22
Timesheet Mettime Stefistcs Graphics Labourdiscpline  Amvals and departures  Movements  Traffic
Time | Controllers [ Entry and escape | Card | Stalus Lest. ~ | Firstname | Alies |
25042022 115419 | Z-5R Net 2k <3nsKTpomexaHIuackid 3arok> [16640] ey [8000](1 32.51187) ok name | Firstname | Aliss
250420221357.19 | Z-5R Net 2k €3nexTpomexariueckui 3amoks [16540] entry [B0D0](132.51187) | Nocardin the controller] name | Firstname | Alies
| 25042022135813 . Z:5R Net 2k <InexTpomexsHiuEckR 3aMok> [16640] entry [8000)(1 32.51187) ok name | Firstname |  Alins
258 Net 2k ¢3nexTpomexaneckud 3amoxs [16640) entry [8000)(132.51187) Ok name | First name. Alins
25042022 153623 2-5R Net 2k <3nex1ponexaHmuecxyi 3aror> [16640] et [8000)(1 32.51167) Ok name | Firstname | Alims
2604 2022 15:36.31 | 258 Nat 2k <3nax1porexsiecxi 3ariok> [16640] ety [B000](1 32.51167) Ok name | Firstnsme | Alss
25042022 115426 25R Net 2k <3nexTparexanmugcxud 3arok> [16640] entry [7C00)(010.42165) Ok wige John

25042022 1357.31 | -5 Nt 2k €9n8KTpOMexsHiuscraid 3aMDk> [16540] entry [7C00)(010.42165) Ok wige John
25042022 135603 257 Net 2k <3nexTpomexaHmuecki 3amor> [16640] entry [7C00)(010.42165) Ok wige John
25.04.2022 15:36:35

7 Net 2k ¢3nexTpomexsHiuEckd 3aMok> [16640] entry [7C00)(010.42165) Ok wige John
26042002 153640 25 Net 2k <3nax1porexammecri aomok? [16640) exit [7C00)(010.42165) [ wige John
2-5R Net 2k c3nexTporeraniueckiil 3amor> 16640 entry [7C00)(010.42165) Ok wige Jahn

Traffic

This table allows you to estimate the number of passes (entries and exits) through each access point for the card and
exit button.

Guard Light - Reports o X
@
Exit Information for the period from 24.04 22 to 26.04.22

Timeshee! Netfime Stefisics Graphics Laebour discipline Amivels and depetures Movements Traffic

Entries | Escapes

1Floor 9 2 0

2Floor 1 ] ]

[2-5R Web Bk [48860]) i (] ]

[2-5R et 2k <3neK TRDHEXBHHHECKHA 3aHaK> [1B640]] 10 z ]
[Matriel Mgt 2k [4661 4] 0 (1] ]

AUTOMATIC EVENT EXPORTING

GuardLightv.1.0.7.156 adds the option of periodical event exporting to a text file.

The archive with the Software feature a brief manual. To export events from the Software (where the Base and Logs
folders are located), you need to place the GuardLight.upl file in the working folder, which should contain the controller
numbers and the export period. A sample file is attached to the archive.

[PARAM]

Controllers=40000,40283

Duration=5

FileSob=C:\aaa.sob

LastSave=30.10.2017 12:36:15

Controllers — controller numbers separated by commas without spaces.

Duration — the export period in minutes.

FileSob=C:\aaa.sob — the GuardLight.sob file in CSV format will be created or further populated in the same working
folder. You can also specify a random file (FileSob=C:aaa.sob).

LastSave —defines the time used as a starting point for the event export. Subsequently, the time is updated automatically.
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