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1. OBLWME CBEOEHUA

KoHTponnep Z-5R (mog. Wi-Fi) npegHa3sHayeH Ans Ucnonb3oBaHUsi B CUCTEMaX KOHTPOS
n ynpasneHus goctynom (CKY[), n obecneunBaet ynpaBneHne ogHON TOYKOW JocTyna
(Toukom npoxoaa).

YnpaBneHue paboToi kKoHTpornepa (M3MeHeHne pexMMoB paboTbl U 6asbl KIoyen)
BO3MOXHO B aBTOHOMHOM PEXMME C NMOMOLLbI0 MacTep-Kroyern unm Yyepes BCTPOEHHbI
web-uHTepdenc, a Takke C MOMOLLbI BHELIHEW ynpasnsiowen nporpaMMbl B Tak
Ha3blBAEMOM CETEBOM pexume. [1ononHWTenbHO, B CETEBOM pPEXMME, BO3MOXHO
nonyyeHune ynpaenstLLen NporpaMMon fiora CobbITUI KOHTpornepa.

B oboux pexumax pelleHue O paspellueHun JOCTyrna KOHTpOnnep npuHumaet
CaMOCTOATENbHO Ha OCHOBE BHYTPEeHHel 6a3bl Kntoyen 1 TekyLlero pexuma paboTbl, BHe
3aBUCKMMOCTM OT HanUuusi CBA3M C ynpasnsitoLLet nporpammoit. [Ina paboTel B cETEBOM
pPeXvMe UM co BCTPOEHHbIM Web-nHTepdeicom KOHTPONNep A0MKEH ObITb NOAKIIOYEH K
Wi-Ficetw.

B pexume KOHUrypupoBaHUsi KOHTPONSep caM CTaHOBWUTCS TOYKOW AOCTyna,
obecneuynBas BO3MOXHOCTb CBA3W C HUM, AN NOAKNoYeHNs ero K umerowencsa cetn Wi-Fi
M HACTPOMKMN OCTasbHbIX NApaMeTpoB.




14. TAPAHTUNHbLIE OBA3ATENILCTBA

[apaHTWIHBIN CpoK aKcnyaTaummn 12 mecsiueB Co AHSA NPOAaXu.

OcHoBaHWA ANS NpekpaLLeHns rapaHTUHbIX 0653aTeNnbCTB:

- HapyLLeHne HacTosiwero PykoBoacTBa;

- Hann4Me MexaHN4ecKkrX NOBPEXAEHW;

- Hanu4ve crefoB BO3AENCTBUS BMarv v arpecCuBHbIX BELLIECTB;

- HanmMune crnedoB HeKBanMMULUMPOBAHHOTO BMELLATENbCTBA B 3MEKTPUYECKYHD CXemy
ycTpoincTBa. B TeueHue rapaHTuiiHOro cpoka WasrotoButenb 6GecnnaTHo ycTpaHsieT
HeWncnpaBHOCTW YCTPOWCTBA, BO3HMWKLUME MO €ro BMHE, UMM 3aMeHsieT HeucrnpaBHoe
nsgenve.

Cpok cnyx6bl n3genus 6 net.
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[locTyn 4epe3 TOYKy MpoOXoAa OCYLIECTBMSETCS Ha OCHOBE NPOBEpPKWM cTaTyca
npeabaBnsieMbIx MAeHTUdMKaTopoB (proximity-kapT, kntodenn Touch Memory munu pin-
KOL0B), KOTOPble Aanee OyaeM Ha3bIBaTb Kro4amu.

Mo dyHKUMOHANBHOMY Ha3HaA4YeHU KOHTpPOMNNep pasnuyaeT KIo4n,
npegHasHayYeHHble Ans NPOXoAa, W KMoyu, npefHasHavyeHHbIe ANS NporpaMMnpoBaHus
KOHTponnepa.

Kntoun gns npoxoga mMoryT GblTb NPOCTLIMU U Griokupyrowmmu. brnokupytoune
KIo4n umetoT 6onee BbICOKUI cTaTyc.

B wTaTHOM pexume KOHTpomnnep «paspeLuaeT» Mnpoxod M Mo MpoCTbiM, U MO
BNOKNPYIOLLUM KIto4aM.

B pexume «BnokupoBka» Npoxof, no 6roKUPYOLLMM KItoYaMm pas3peLuéH, HO 3aKpbIT
npoxoA No NPOCTbIM Kro4am (Hampumep, Npuv Bblgave paboTHMKaM NPOCTbIX KOYen, a
COTpYyAHUKaM OXpaHbl — ONOKVpYIOLLMX Krtoden, B paboyee BpeMsi B LUTATHOM pexvme
MOXHO 06ecneunTb NPOXoZ BCEM KaTeropusim paboTHUKOB, @ B HOYHOE BPEMS B pexnume
6nok1poBKY Npoxop 6yAeT pa3peLUéH TONbKO COTPYAHMKaM OXpaHbl).




Kntoun ans nporpammmnpoBaHns KOHTporinepa HasblBalTcs MacTep-kntoyammu. OHn
npefHasHayYeHbl TONbKO AN NPOorpaMMUpoBaHuUs KOHTporiepa 6e3 KomnblTepa v He
npegHa3HavyeHbl AnNA npoxoAaa. MacTep-knouM Mo3BONAT: A06aBNATL/YAaNsATb
npocTble, GrnokupyloLlmne M MacTep-knioun, 3agaBaTb BpeMs MOAaYM OTKPbIBAOLLEro
CurHana Ha 3anopHoe YCTPOMCTBO (pa3peLleHunst 4OCTyna), BKYaTh/OTKYaTh PEXUM
npoxoaa «Accepty».

B pexxvme «Accept» noboii knoy BOCNPUHUMAETCH Kak pa3peLU&HHbIN U 3aHOCUTCS B
namaTb KOHTpONfepa Kak MpOCTOM KN4 Ans npoxogda. Pexwum ucnonb3yeTtca Ans
dopmmpoBaHus 6asbl kntoven npu yctaHoBke CKY[ Ha o6bekTe B criyyae, Korga Kiouu
ONs npoxoda yxe BblAaHbl. Toraa, HaxoAAach B TeYEHNE HEKOTOPOro BPEMEHMW B peXume
«Accept», KOHTponnep «cobrpaeT» MHPOPMaLMIO O NPeabABNEHHbIX KIoYax, a nocne
BKMIOYEHUST LUTATHOMO pexmma npoxof OyAaeT OCyLeCTBRATbCS TOMbKO MO KIoyam,
3anncaHHbIM B €ro NamsiTb.

[na nomyyeHMs KOQOB KIOYEW KOHTpOmnnep MOAAEPXUBAET MOAKIOYeHne 2-X
cuuTbiBaTenen (AN Bxoda n Ans Beixoga) no npotokonam Wiegand (26, 34, 42, 50) nnu
iButton (Dallas Touch Memory). Mocne npoBepku npaB AOCTyna KOHTpOnnep BblaaeTt

cpefcTtBax nwboro Buaa npu Temnepatype ot -50°C go +50°C, ¢ 3awutoi ero ot
HenocpeACTBEHHOrO BO3AEWCTBUSA aTMOCEPHbIX OCaAKOB, COMHEYHOrO MU3MNyyYeHust W
MeXaHW4eCckuxX MOBPEXAEHW, NO NpaBunam MepeBO3KW rPy30B, AEWCTBYIOLMX Ha
COOTBeTCTBYHOLLEM Buae TpaHcrnopta no FOCT 23088-80.

W3penvie pomkHo xpaHuTbes B yenosusix rpynnbl J1 no FOCT 15150-69 (Temnepatypa ot
+5°C po +40°C, oTHocuTenbHas BnaxHocTb 40 80%). Cpok xpaHeHus 5 neT.

13. PEANU3ALUNA NYTUNUSALINA

Peanusauus. Peanusauus nagenvs nponsBoamTcs Yepes

TOpProByto ceTb. [1py 3TOM HanMune NULEH3NUU UNK crieumanbHbIX
paspeLleHuii y npoaasLia Ha TOProBIto JaHHbIM TOBapOM He TpebyeTcsi.
Ytunusaums. OTCnyXuBLUXE CBOW CPOK U3AENNs criefyet

CAaBaTb Ha 3KOMOTMYECKM YNCTYIO0 peKyrnepaLuio OTXOA0B.

He BbiGpackiBaiiTe aN1eKTPOHHbIE U3aenus B 6bITOBON Mycop!




notpebyeTcsa yCTaHOBUTL ApanBepa, KOTopble MOXHO ckavaTb C caiiTa www.ironlogic.ru.
Tarkke Ha canTe MOXHO ckayaTb yTUNUTY Ans 06HoBneHunsi BCTpoeHHoro MO koHTponnepa.

10. KOMMMNEKT NOCTABKU
-ycTPONCTBO Z-5R (MOA. Wi-Fi) ... -1wr
- PYKOBOACTBO MO 3KcnyaTaumm

11. YCNOBUA SKCMNYATALUN

TemnepaTypa okpyxatoLLen cpeapl: . oT7-40°C go +50°C.
OTHOCHTENbHas BNaXHOCTb BO3AyXa: ...He 6onee 98% npwn 25°C.

Mpn “3mMeHeHUn ycrnoBWin aKCMnyaTauum TEXHUYECKUE XapakTepUCTUKV U3[enust MoryT
OTNNYATLCH OT HOMUHANbHbIX 3HAYEHWIA.

KoHTponnep npegHasHayeH ons akcniyaTtaumu B YCNOBUSIX OTCYTCTBUS: aTMOCHEPHbIX
0CafIkoB, NMPSIMbIX COMHEYHbIX Jy4Yel, Necka, Nbifv v KOHAEHCaLWM BRaru.

12. MPABUNA TPAHCMOPTUPOBAHUA U XPAHEHUA

W3penve B ynakoBaHHOM BWAE MOXET TPAHCMOPTUPOBATLCS B KPbITbIX TPAHCMOPTHBIX

CUrHan ynpaeneHvs (BKIOYEHWe/BbIKMIOYEHNE CUIOBOMO TPaH3UCTOpa) Ha 3anopHoe
YCTPOWCTBO (3M1EKTPOMEXaHNYECKUIA 3aMOK, 3NIEKTPOMAarHWTHBIN 3aMOK MW 3aLLérnka,
TYpHUKET). Tun 3amnopHOro yCTPOWCTBa M MNPOTOKON MNOAKIIOYEHUS CYUTbIBaTENEn
BbIOMPatoTCH B pexvMe KOHpUrypnpoBaHus KoHTponnepa.

KoHTponnep no3sonsieT coxpaHaTb B namaTu 2048 cobbiTuin B umknnyeckom bydepe
(nonyyeHve kopa, cpabaTbiBaHWe AaTyvka ABepW, Bblhaya ynpaensiowero curHana u
T.4.).

[ns noBblleHNs MyHKLMOHaNbLHOCTM paboTbl KOHTpornep obecnevmBaer:

* BO3MOXHOCTb NOAKIIOYEHNSA AaTynka ABepu - AnsA dukcaumm cobblTns "npoxos
cocToancs" W COKpalleHUsi BpeMeHW 3By4aHus 3BYKOBOW cCUrHanusaumu,
MHGOpMUpytoLLel 0 pa3bnokMpoBke ABepu (COKpaLLeHUsi BpeMeHu nogayv Ha
3anopHOe YCTPOMCTBO "OTKpbIBaKoLLEro curHana");

* BO3MOXHOCTb MOAKMIOYEHUsI "KHOMKM BbIXOAA" ANS OTKpblBaHWSA aABepu 6e3
npoBepK1 NpaB AOCTYNa;

* BO3MOXHOCTb MOSTy4EHUS KOHTPOMIEPOM CUrHamna OT BHELUHEro UCTOYHMKa Ans
aBapuiiHoOW pa3brnoKkMpOBKK Npoxoaa.




2. TEXHUWYECKUE XAPAKTEPUCTUKHN

(KOHTaKTOpOB), HE Bonee:

KoHTponnep
MamATb KnoYen, Wwr. 2024
MNamATb COObITUIA, LUT. 2048
KonnyecTBo noakntovaeMblx cuuTbiBaTenei | 2

MpoTOKOSbI NOAKMHYEHUS:
cunTbiBaTENEN

iButton, Wiegand

KOHTaKTOpOB iButton

YnpaBneHue nHavkauven cumTeiBaTenei: na

Bbixo AN NOAKHYEHUS 3aMKa: MAO-TpaH3ncTop

Tok cnnoBoro Beixoaa, A: 5

Mepemblvka anst Bbibopa Tna 3amMka: 3NEeKTPOMArHUTHbIN,
3MNEKTPOMEXaHNYE CKUiA

YcTaHoBKa ANUTENBHOCTM OTKpbIBaHUS 3amka,
CeK!

ot 0,1 po 6500 (3aBo-
[Ackoe 3HayeHue - 3)

nporpaMMbl yaansitoT BCe MacTep-Krioym U He NO3BOMSOT UX 3anucbiBaTb. BBog HOBbIX
KroYel B CETEBON CUCTEME JOSMKEH OCYLLECTBNATLCS TOMBKO C MOMOLLbIO YpaBnstoLLei
nporpaMmbi.

3ameuaHue 4. Ecnv nocne HaCTpoONku B aBTOHOMHOM pexumMe npearnonaraeTcs AocTyn K
KOHTponnepy u3 nporpamm (Hanpumep, GuardCommander), To MoAynb CBA3W
KoHTpornepa ¢ nomoubio WEB-nHTepdeica HyXHO HacTpouTb Ha paboTy B CeTeBOM
pexwume.

9. OBHOBNEHUE UM BOCCTAHOBNEHUE NPOLUMBKU YEPE3 USB

[Mpn HEeBO3MOXHOCTM OOHOBMNeHMs npowwueku Yyepesd WEB-uHTepdeinc y koHTponnepa
npeaycMoTpeHa BO3MOXHOCTb NMOAKITHOYEHNS K KOMMbloTepy Yepes uHtepdenc USB. [ns
3TOro HeobxoAMMO NOAKMIYNTL YCTPOMCTBO K NEPCOHaNbLHOMY KOMMbIOTEPY C MOMOLLb0
kabens USB. B aTom pexume ycTpolcTBO nutaeTcst oT wuHbl USB 1 gononHuTensHoe
BHELLHee NUTaHve NoakIoYaTb Heobsi3aTensHO.

[Mocne nogkntoyeHnst B cMcTeMe NosiBUTCS HOBBIN NocrefoBaTerbHbIM NopT. BO3MOXHO,




B pexvme «cBOBOAHBIN NPOXOA» NPOUCXOAUT PErucTpaums BCeX NOAHOCUMBIX KItoYen
Onsi AanbHenLweln o6paboTkun ynpasnsioLLel nporpaMmmon.

*- [Npw NponagaHun HaMpsPKEHNs MMTaHWSA YCTAHOBMNEHHbIN paHee pexum "bnoknposka”
COXPaHSIETCA U NOCIE BKIMIOYEHNS HANPSHKEHNS.

8. CBA3b MEXAY CETEBbIMUA M ABTOHOMHbIM PEXXUMAMW PABOTbI
3ameyvanue 1. [pu nogave NUTaHWA KOHTPONSEp BO3BpaLLAeTCs B pexvm paboTbl,
NPeALlecTBYOWNA  BbIKIIOYEHUIO MUTaHUA. VICKniovYeHneM SBMSIOTCA  Pexumbl
nobaBneHns/yaaneHns Knoye: B 3TOM Criyvae KOHTPOMep BEPHETCA B LUTATHbIN PEXVM.
3amevaHue 2. [pu nepexode C aBTOHOMHOIO pexuMa Ha CeTeBOW ynpasnsiowas
nporpamma, 3arpyxas CcBOl0 6a3dy kniodei B KOHTpONnep, Kak npasufo, yganset
nmerowlytocs. oaToMy pekomeHOyeTCcs COXpaHAaTb Tekyllyio 6asy knwouved [o
NOAKMIOYEHNSt KOHTPOIIepa K ynpaenstoLLei nporpamMmmMe Anst obecneyeHnst BO3MOXHOCTU
BOCCTaHOBIIEHWS UNW 9KCNopTa TekyLLel 6a3bl B ynpaBnstoLLyto porpaMmy.

3amevaHnue 3. Ecnv npu pabote B ceTeBom pexume unn pexume WEB koHTponnepy
NpeabsBUTbL MacTep-KIoY, TO, CKOpee BCEro, HAYero He NpOou3oVAET, Tak Kak ceTeBble

Moaynb cBsizn no Wi-Fi

CtaHpapThbil:

[EEE 802.11 b/g

[nana3oH 4acToT:

2,4-24835 Ty

CkopocTb nepegayv

11g: po 54 Méut/c
11b: go 11 Mout/c

MowHocTb 6ecnp0 BOOHOIO curHana:

<20dBm (<100mW)

Pexxwvmbl paboTbi:

Touka pocryna, KnMeHT

Bawpmta 6ecnpoBogHO ceTH:

WPAWPA2, WPA-
PSKMWPA2-PSK

UHTepcheinic USB

Pas3bém: USB Twun micro A
Bepcus: USB 2.0
Pexunm: Device, Full/Low Speed




7.7 Pexxumbl npoxoaa
KoHTponnep noaaepXvBaeT cnegyoLLme pexvmMbl npoxoaa:

Opyrve napameTpbl - LUTaTHbIV PEXUM pa3peLLéH NPOXOoZ Mo NPOCTLIM U GIOKUPYIOLLMM KNtovam;
CBeToBast 1 3ByKOBas MHAMKALMS PEXIMOB eCcThb - pexmm «BriokMpoBKay - paspeLléH Npoxoz TOMbKO Mo GIIOKUPYOLLMM KrtodaM;
. - PeX1M «CBOBOOAHbIN NPOXOAY - 3aNopHOE YCTPOWCTBO pa3brnoknpoBaHo.

paborbi: Pexumbl  «BriokmpoBka» 1 «CBOOOAHBLIMN MPOXOA» YCTAHABMMBAOTCA C  MOMOLLbIO
HanpshkeHne nuraHma NocTosaHHO Toka, B: 12 (ponyckaetcs 9-24) GrnokupytoLero kntova (4obasneHne GnokMpyroLWMX Kntover - n.7.1) nyteM yaepxaHusi
MakcmmanbHbIi noTpebnaemsii Tok npu 12 B, | 100 Kntova Ha cuuTblBaTene (4nuHHoe kacaHue) Gonee 3 cek. [lpu OTKpbITOW ABEpM
MA: BKITIOYAETCH PEXUM «CBOOOAHBIN NPOXoa», NMpu 3aKpbiTon «BrokmpoBkax». Ecnu yxe

- BKIMIOYEH KakoW-nnMbo 13 ykasaHHbIX PEXVMOB, TO NpK yaepKaHuy BrokmpyroLero knwoya
3ally1Ta OT HeNnpaBNIbHOTO BKIOYEHNS: €cTb UM NOAHECEHUN MacTep-Krioda NPou3onaET nepexos B LUTATHBIA PeXuUM Mpu nobom
abaputbl, MM: 64x64x19 NONOXeHUN ABEPU.
Macca, r, He Bonee: 150 BaxHo! Pa3spelueHune npoxoda npu nonb3oBaHnM GMoKpYOLLUM KITOHOM NMPOUCXOAMUT B

MOMEHT yBMpaHusi KIoua oT CHATLIBATENS.
B pexume «BrokupoBka» Npu UCMoNb30BaHKs MPOCTOrO Kitoya pasGrnokMpoBKY Npoxoaa
He NMPOUCXOAMWT, a BbIAAETCS Cepus KOPOTKUX CUTHATOB.

i ron@Logic




3. NOAKNIOYEHME BHELLHUX YCTPOUCTB
[abapuTHble pa3Mepbl U pacnonoXeHWe KNemMM Ha nraTte yCTpoicTBa npeacTaBreHsbl
Ha pUCYHKe:

7.6 BknroueHue/BbIknOYeHUe pexnma «Accept»

Pexxum "Accept" npumeHsieTcs Ana 3anucu Bcex MOAHOCMMbIX Krldel B namsitb
yCcTponcTBa. B AaHHOM pexvme OT krkoya, MOAHOCUMOrO K CYMTbIBATEMH, NPOUCXOAUT
pa3brnoknpoBKka Npoxoda, ¥ OOHOBPEMEHHO OH 3aruCbIBAETCSl B MaMsATb KOHTponnepa,
ecnu ero Tam HeT. Pexum ncnonb3yeTcs Ans BOCCTaHOBMNeHWs 6a3bl AaHHbIX KOHTpornepa
6e3 cbopa kntoveit nonb3oBatenen. [Ina BKMYEHUsSI pexrMa He0BX0AUM MacTep-Kriou.
[MaTb pa3 KpaTKOBPEMEHHO NOAHECUTE MacTep-KIoY K cYMTbIBATENO. B MOMEHT Kaxaoro
KacaHusi CY4UTbIBaTENb BblAAET CUrHarbl, NOATBEPXKAAloLLME OMO3HAaHNe MacTep-Kroya, a
MX KonunyecTBo OyaeT COOTBETCTBOBATbL KONMYECTBY KacaHuii. B MOMeHT naToro kacaHus
cyMTbIBaTENb BblAACT COOTBETCTBEHHO MATb CUTHANOB U Yepe3 HECKOMbKO CEeKYH[ - eLé
OOWH ONWHHBIN CUrHanM, NOATBEPXKAAOLLIMI NepeXo B pexum «Accepty.

[ns BbIKMOYeHNs pexnma «Accepty NogHecuTe MacTep-KroY, CUrHan o BbIXoAe - cepusi

Z-5R (moa. Wi-Fi)

A\ (]

64
58

ron(@Logic

KOPOTKMX CUTHAmMOoB. ‘ N
* i " " ‘ K

- Mpy nponagaHun HanpshkeHWst NUTaHUA YCTAHOBMEHHbIM paHee pexum "Accept 64 19 < 58
COXPaHSIETCS MOCIe ero BOCCTAHOBIIEHNS.

\ 4

Pwuc.1 MabapuTHble pa3mepbl M pacrofnioxXeHne Knemm.




HASHAYEHWE KNEMM NPUBENEHO B TABIULIE BbIXOZ, U3 pexrmMa nporpammmnpoBaHus. lNocne aToro Mactep-ktoy cnegyet y6paTb.

*-B MOMEHT cTMpaHus Bcell 6asbl C MOMOLLbIO MacTep-KItoda He NPOUCXOAUT CTUPaHUS

ZUMM Mopknioyerne BHewwHero 3ymmepa. CneayeT UCMOMb30BaTb 3yMMep CO BCTPOEHHbIM reHepaTopoM Ha
HanpsbkeHne 12 BomMbT ¥ NOTpebnsiemMbiM TokoM He Goree 200 MA TMonoXUTENbHbIA KOHTaKT MOAKto- 3anporpaMmMmnpoBaHHOroO BpeMEHU OTKPbIBaHWS 3aMKa.
YaeTcst K knemme + 12V, a oTpuuarenbHblii K 3TOW KneMMe.
™ BHELIHMI cunTbIBaTENb UM KOHTaKTOp, B pexuve Wiegand: curdan DATAQ. 7.5 YcTaHoBKa BpPEeMeHM OTKPbIBaHMS 3aMKa
GND CurHanbHast 3emnsi. [Ing nogknoyeHust o6umx NpoBOAOB BHELLHETO CHATLIBATENS!, KOHTaKTOpa, AaT-
4WIKa NONOXEHMS BEPY 1 KHOMKIN OTKDbIBaHYS ABEPY. qupre pasa KpaTKOBPEeMEeHHO NnogHecuTe MacTep-KI4Y K CHUTbIBATENHO. B mMomeHT
EXIT KHOMKa OTKPLIBaHUS! [1BEPU. [1aparnesioHo MOXHO NOZKIIOUMTE BHYTPEHHUA CUMTHIBATENb WM KOH- KaXK[oro KacaHnsA KOHTpornep BblAacT cuUrHasbl, NoATBEPXAatoLLe ono3HaHne macTtep-
TakTop. B pe)KMM(f Wiegand: curHan DATA1. Knw4a, a UxX Konn4yectBo 6y,qu COOTBETCTBOBATb KOJTM4YECTBY KacaHuin. B mMomeHT
le)E(‘?K iﬂg;zge“ﬁ ili”e“"z“:eﬁfgf”j”;’x;:ﬁcL)L'r';er:":::T"'zg:ﬂi’lih — YeTBEPTOro KacaHUsi KOHTPOIIEP BblAACT COOTBETCTBEHHO YEThIPE CUrHarna 1 nepenaeT B
Tiov 12 somr OB b BOBOMR : PEXUM NPOrPaMMUPOBaHISI BPEMEHM OTKPbIBaHWSI. B TeueHnn 6 cekyHg oT nocreaHero
MoaknioyeH1e nioca 6roka NUTaHIs! W NONOKUTENLHOMO NPoBoaa 06MOTKM 3aMKa. KacaHus HeobXOAMMO HaxaTb M YAepKuBaTb KHOMKY OTKPbIBAHUA OBEPU Ha Bpewms,
GND CwunoBas 3emnsi. MNoaknioyeHre MMHyca 611oKka MMTaHusl. He06xo,qv|M0e ANA OTKPbIBaHUA. Mocne OTNyCKaHUA KHOMKU KOHTPOnep Bbl4acT cUrHan n
DOOR MopkntoyeHne aaTuvika nonoxeHus asepu. PekomeHayeTcs Butas napa. CpabatbiBaHue Aatyvka npu 3anueT BpeMsi B NamMaTh. [N TOYHO HAaCTPOMKM peKkoMeHyeTcs Nofb30BaThCs WEB-
OTKPbLIBaHUM [BEPU MO3BONSIET [JOCPOYHO BLIKMIOUNTL 3BYK HA KOHTPOSTIEpe, @ Takke CIKOHOMMTb .
SHEPrUI0, BLIKIKOYMB 3MEKTPOMEXAHWYECKUA 3aMOK Cpady Mocrie OTKPbIBaHWS ABEpPU WU BKIHOHYMB MHTEpderncom.
3NEKTPOMArHUTHbI 3aMOK, TOMNbKO KOrAa ABEepb YXKe 3aKpblnach.




Ha kaxgoe kacaHue CTMpaeMbiM KMYOM KOHTPOMSep BblgacT NOATBEPXAAoLNA
KOpOTKuUiA curHan. Ecnu kntoya HeT B naMsaTu, To iBa KOPOTKUX curHana. Beixoa 13 pexuma
npoucxoauT Nbo aBTomaTuyeckm Yepes 16 cekyHa nocne nocnegHero kacaHms, nubo npu
KacaHum mactep-knodoM. O BbIxoge M3 pexrMa KOHTpornep MHAOPMUPYET cepuen
KOPOTKMX CUTHaoB.

7.4 CtupaHue Bcex Krnto4ven (namaTy KOHTpornnepa)

Tpw pa3a KpaTKOBPEMEHHO KOCHUTECH MacTep-KIMiYOM CYUTLIBATENS (KOPOTKME KacaHus).
B MOMeHT nepBoro kacaHusi KOHTponnep BblAAacT OAWH KOPOTKUIA curHan,
NOATBEPXAAIOLLMIA ONO3HaHWe MacTep-knova. B MOMEHT BTOpPOro kacaHus cymTbiBaTeNb
BbIAACT [Ba KOPOTKMX CUrHana, ykasblBaloLMX Ha BTOPOE KacaHue MacTep-Krio4oM B
pexvMe nporpaMMupoBaHus. B MOMEHT TpeTbero kacaHus KOHTponnep BbigacT Tpu
KOPOTKUX CUrHana, ykasbiBaloLMX Ha TpeTbe KacaHue MacTep-Kio4oM, 1 He Gonee yem
Yyepes 6 ceKkyH KOCHUTECb W yAepXwuBaWTe MacTep-kniod y cyuTbiBaTens (4nvHHOE
KacaHvie). B MOMeHT 4eTBepTOro kacaHnsi KOHTPOINEP BbIAACT YETbIPe KOPOTKUX CUrHana,
1 Yyepes 6 CeKyHA, - Ceputo KOPOTKUX, YKa3bIBAKOLLMX HA CTUPaHMe NamMAT! KOHTpornepa v

Bxon

Cyumbisamenb
MATRIX-II
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Z-5R (mod. Wi-Fi)

Briok
nuTaHus

— BbIxopg,

Cyumeieamerb
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KHonka
OTKpbIBaHWS
nsepu

Puc. 2 Cxema nogkntoverus Z-5R (mog. Wi-Fi).




KOpOTKWU curHan. Ecnn kntoy YXe NMeeTCA B NaMATU Kak MacTep-Krto4y, TO CUrHanoB He

Z-5R (mop. Wi-Fi .
CuurbiBatent BXon 1 BLIXOA (mon l Oynet. Bbixog u3 pexuma [oGaBrneHus MacTep-Knoyei NpoucxoauT aBToOMaTUYecKu
£0229 uepe3 16 cekyHa Nocre NocredHero kacaHus. O BbIXOAE M3 pexuMa KOHTPOMNep
1 6h. symviep %8 MHDOPMUPYET cepuemt n3 4 KOPOTKUX CUrHAOB.
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7.3 YpaneHue npocTbIX Kntoyen

[lBa pa3a KpaTKOBPEMEHHO KOCHUTECb MaCTep-KMIYOM CuUMUTbIBaTENsA (KOpoTkue
KacaHus). B  MOMEHT mepBOro kacaHvsi KOHTPONfep BbiAacT OAWH KOPOTKUWA curHan,
noaTBEPXAaloLLMIA ONo3HaHWe mMacTep-knoya. B MOMeHT BTOPOro kacaHusi KOHTponnep
BbIAACT ABa KOPOTKMX CUrHana, ykasblBaloLMX Ha BTOPOE KacaHue MacTep-kKio4yoMm B
pexunmMe NporpaMMMpoBaHus, 1 He bonee Yem Yepes 6 CeKyHA KOCHUTECh 1 yaepxuBanTe
MacTep-kInioy Yy cuuTbiBaTens (AnvMHHOe KacaHue). B MoOMeHT TpeTbero kacaHus
KOHTpoOmnnep BblAACT TPU KOPOTKMX CuUrHana, v 4vepe3 6 cekyHA - OAWH curHanm,

BHELWHWA 3YMEP

iron@Logic

¢ 7+12V
BN 12v|
— [ 8 zemnsa ()
I'Io.qKn o4aTh Heobsi3aTernbHO: 9 patk peepn

-BHewwHui symmep AATHIK RBEPK

-BHeLwuHui ceeToamron (CON) yKa3blBaloLLMIA Ha Nepexoa B PeXuM CTUpaHus NpocTbix kntodeit. Mocne atoro mactep-
-KHonky oTkpelBaHNs ABepy Koy cnegyet ybpatb. [Ins cTupaHuns NpocTbiX U BNOKUPYIOLLMX KNtoYel KacauTecb UMn
Puc. 3 Cxema nogknioYeHns BHELHMX YCTPONCTB. nooyepéaHO CHUTBLIBATENS C Nay301 Mexay KacaHusmu He 6onee 16 cekyHA,.

-,ﬂaT‘-IVIK nonoXxeHua nsepun




3anucaH kak 6nokupywwmin. Ecnv nogHECEHHbIN KoY yxxe MMeeTcs B namsatu, To
KOHTpONnnep m3gact [Ba KOPOTKMX curHana. Beixog m3 pexwuma npoucxogut nubo
aBTOMaTMUYeCKM Yepes 16 cekyH nocne nocrnegHero kacaHusi, NMbo npu kacaHuy mactep-

kntoyoMm. O BbIXOAE M3 pexuma KoHTpornep MHopMupyeT cepueit M3 4 KOpPOTKUX - N
cuUrHarnos. g 2 —_

o 'G_J ZUMM _— 5 ZUMM | Se
7.2 [lo6aBneHne MacTep-Kioyen g | i £ ™ &
KpaTkoBpeMeHHO KOCHWUTECb MacTep-KMio4YOM CuUmUTbiBaTenst (KOopoTkoe KacaHue). B 3 GND ;* 2 aND §
MOMEHT KacaHusi KOHTPOMep BblAACT KOPOTKWIN CUrHan, NOATBEPXKAAOLWMIA ONo3HaHNe 5 EXIT > s o | =
MacTep-kro4a, U He 6onee Yem Yepes 6 CeKyH KOCHUTECh U yAepXKMBaTe MacTep-KIo4 y ) g © LED 3:
cunTbIBaTENs (ONIMHHOE KacaHue). ok | S lock | 2
B MOMeHT BTOpOro kacaHus KOHTpOrep BblAACT ABa KOPOTKUX CUTHanNa, ykasbiBaloLWmUX Ha T E’ v | e
BTOpOe KacaHue MacTep-KIio4YoM B pPEXUME NporpaMMUpoBaHust, 1 Yepes 6 cekyH - OAnH ao | 1B Kronka oD | R
CurHar, ykasbliBaloLLuii Ha Nepexos KOHTpornepa B pexumM 4o6aBneHust MacTep-Knoyen. poor | N sbixoda ooor | N
[Mocne atoro mactep-kntou cnegyet ybpatb. [na gobaBneHns HOBbIX MacTep-KIoyen

KacanTeCcb MU MO o4epean CYMTbIBaTeEnNs C nayson Mexay kacaHusamu He Gonee 16

cekyHA. Ha kaxpgoe kacaHue HOBbIM KITHOYOM KOHTPOSfiep BblAaeT MOATBEpKAaroLui Puc.4 lMNoaknioueHne BHELIHUX cuuTbIBaTenNei no npotokony iButton.
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Pwc.5 MoakniodeHre BHeLLHMX cunTbiBaTenen no npotokony Wiegand.

- lo6aBneHne MacTtep-knroyen - 1 KopoTkoe u 1 ANUHHOeE.

- YaaneHue nNpocTbIX KMno4en - 2 KOPoTKux u 1 aAnuHHoe.

- CTupaHue Bcex KIo4yen (maMaTu KOHTponepa) - 3 KOpoTkux U 1 AnNMHHOeE.
- YcTaHOBKa BpeMEHU OTKPbIBaHUsI ABEPU - 4 KOPOTKUX.

- Mepexoa B pexum "Accept” - 5 KOPOTKUX.

- BoikntoyeHue pexuma "Accept” - 1 kopoTkoe.

7.1 Oo6aBneHue NpoCTbIX Kntoyen

MogHecuTe W yoepxvBanTe MacTep-knod (ANMHHOe KacaHue). B mMomeHT kacaHus
KOHTponnep ycTpoincTtBa (ganee KOHTpOnnep) BblAACT KOPOTKWUIA CurHan,
NOATBEPXKAAIOLWMIN OMO3HaHWe MacTep-knioya, U yepe3 6 CeKyHa - BTOPOW curHan,
yKa3blBalOLLMI Ha Nepexon KOHTpPonnepa B pexum AobaBneHus NnpocTbix kntoven. Mocne
3TOro MacTep-krtoy crnieyet ybpatb. [ins 4ob6aBneHns HOBbIX KItoYen KacanTecb UMK Mo
ovepeam cHUThIBATENS C Nay30i Mexay kacaHusmMy meHee 16 cekyHa. Ha kaxzoe kacaHve
HOBbIM KIOYOM KOHTPOMMEep BblAaeT NOATBEPXKAAKLLMIA KOPOTKUIA curHan. Ecnv HoBbI
KIOY Mocrne NogHeceHus yaepXXuneaTtb B none cuntbiBatens Gonee 3 cek, To OH Gyaer




7. HACTPOMKA YCTPOMCTBA C NOMOLLbIO MACTEP-KIMIOYA Z-5R (mop. Wi-Fi)
[na ynpaBneHus yCTpOMUCTBOM (NepeBoAa B HYXHbIA PEXUM MpOrpaMMUpPOBaHUS:
CospgaHune/yganeHuns NpocTbIx M/unv GnokvpyoLLMX KapT, BKIOYeHWe pexnma «Accept» n
T.0.) UCNOMb3YKTCS KOPOTKMEe (MeHee 1 cek) M AnuHHble (OKOMo 6 cek) nmogHeceHws
(kacaHus) macTep-kapTbl (MacTep-knoya) K BHELUHEMY CYMTbIBATENO, NOOKIMIOYEHHOMY
no npoTokony iButton.

BHuMaHue: AnA ynpaBneHus, WnM Kak 4acTo TFOBOPSAT - «MPOrpaMmypoBaHus», i
yCTpOMCTBa CYMTbLIBaTENM, NoAkmioYeHHble no npotokony Wiegand, B cuny KoHTakTopbl ‘_

0Cco6eHHOCTeN NPOTOKONa He NoAAePXKUBaOTCA. Ha BXoAa

CyLecTByeT orpaHU4eHne Nno BpeMeHV Ha paboTy B KaXKA0M pexrMe NporpaMmmypoBaHns " BbIXopA, 8 ot B o

(okorno 16 cek nocne nocneaHero NOAHeCeHNs KapTbl K cHMTbIBaTENO). [lanee yCTpoMCTBO ‘ $ 82 REB

BbIXOAWT U3 peXnma NporpammmpoBaHus, MHOOPMUPYsi ceprei n3 4 KOPOTKUX CUrHasOoB. RERERE
T

- No6aBneHne NpocThbIX Kntoyen - 1 ANUHHOE KacaHue. Puc.6 MopakrioyeHne KOHTaKTOpOB. iron{Logic

Bo3MOoXHbI crnegyrwime pexumMmbl nporpaMmMmmnpoBaHnA: r




4. CNOCOBbI CETEBOIO NOAKIMOYEHUA YCTPOUCTBA Z-5R (Mopa. Wi-Fi)

Mpun ncnonb3oBaHUK YCTPOMCTBA B CETEBOM peXMME HEOBX0AVMO HaCTPOUTL NapameTpbl
ceteBoro nogkntodeHus Kk Wi-Fi. Tpu atom cnegyeT yuntbiBaTb, YTO (PyHKLMOHANBHO
yctponcteo Z-5R (moa. Wi-Fi) coctouTt 13 AByX y3mnoB: cobcTBeHHO KoHTpornepa CKY[ n
MOAYNS CBA3U C NTOKarnbHOW KOMMbIOTEPHOM ceTbto no npoTokosny Wi-Fi.

Mogynb cBA3u obecneynBaeT NoakIoYeHNe yCTPOCTBA K NOKanbHOWM ceTu, nMetoLLencs
Ha obbekTe, no uHTepdeiicy Wi-Fi n yctaHoBrneHne CBSA3U C KOMMbIOTEPOM, HA KOTOPOM
ycTaHoBneHa ynpasnswowas nporpamma CKY[, peanusyiowass yHKUUMW KOHTPOMs
[ocCTyna (3arpyska Crnvcka KapT, HacTpovika npaB [OCTyna, CHMTbIBaHWE COObITUIA U3
BycdepamnT.n.).

Mo cnocoby ycTaHOBNEHWSA CBA3W C yNpaBmnstoLLen NporpaMmMoit BO3MOXHbI TPU pexuma:

- pexum ceasv WEB. B atom pexxume mogynb CBsi3un coeguHsieTcs ¢ ynpasnsiowwmm WEB-
CepBepoM B CETU WHTEPHET, W YynpaBfeHWe YCTPOMNCTBOM OCYLLECTBISETCA 4Yepes
WEBcanT (Hanpumep, «obnayHas» CKY[l - www.guardsaas.com);

npoxoAa HeobX0AMMO YCTaHOBUTL LUYHTUPYIOLLMIA AMog napaniernbHo o6MoTke 3amka.
[Mocne atoro Bpemsi cpabaTbiBaHWUsi (OTKPbIBAHMS) 3NEKTPOMArHUTHOTO 3amMKa MOXET
Bo3pactu Ha 1-3 cekyHabl. Ecnn Takoe yBenuyeHune BpeEMEHW HeMnpuemsniemo, TO
pekoMeHayeTCsl nocneaoBaTeribHO C AN0A0M YCTaHOBUTL BapyUCTOP Ha HanpsikeHve Ao 14
BOINbT U paccenBaemMom aHepruen ot 0,7 [x (pekomeHayetca V8ZA2P) (cm. Puc.3).
CBeToBas 1 3ByKOBas MHAMKauus pabotbl Z-5R (mopa. Wi-Fi)

B paboyem COCTOSIHUM rOpUT KpacCHbI CBETOAMOA, CUTHANU3MPYS O HaNUYMn NUTaHUS.
Mpu nogHeceHUn KapTbl K CYUTbIBATENO BO3MOXHbI CriefytoLime BapuaHTbl:

- KapTa ecTb B 6a3e koHTponnepa Z-5R (moa. Wi-Fi) - MuraeT 3enéHbiii cBeToamon, 3syyat
CUrHarnbl 3ymmepa, 3aMOK OTKPbIT Ha YCTaHOBIEHHOE BPEMsi OTKPbIBAHUS 3aMKa (Mnu 4o
cpabaTbiBaHUsi faTymKa NonoXeHus ABepH);

- KapTbl HeT B 6a3e koHTponnepa Z-5R (moa. Wi-Fi) - muraet ceetoauopn (3enéHbiM 1
KpacHbIM), pa3fatoTcs Ba KOPOTKMX 3BYKOBbIX CUrHarna.

Mpw BkntodeHHon onuun “UHamkaumua Wi-Fi” (cm. n.5.5.) onncaHHas Bbilwe nHAnKaLMs
OyneT npepbiBaTbCsl BCMbILWKAMW CUHEro CBeToamoaa, oTobpakalolwmmy COCTOsiHME
nogkntodeHus k cetn Wi-Fi.




KOHTpOMNep BbIXOAMT U3 pexvma f00aBneHns NPOCThIX U BNIOKUPYOLLMX KapT (Mpo3ByYnT
Cepus KOPOTKMX 3BYKOBbIX CUTHANOB).

MonoxeHue Ne4 - BbIGOp 3NeKTPOMarHMTHOrO 3aMka (B COCTOSIHUM «3aKpbITO» Ha 3aMOK
nofdaHo HanpsikeHve). Ecnv nepemblyka Boo6LLE He yCTaHOBINEHA, TO CHATAETCSH, YTO OHa
«yCTaHOBMEHa» B NONoxeHune 4, T .e. BbIGpaHO NOAKMIOYEHNE AMEKTPOMArHMTHOMO 3amka
(cm. 3amevaHua 1m 2).

MonoxeHune Ne5 CFG npu nogaye nuTaHWsi YCTPOWCTBO 3amnyckaeTcsi B pexume
HacCTpOWIK1 NapamMeTpOB CBA3W U NoAKo4aemMoro obopyaoBaHms (CM. n.5). 3aMok B 3ToM
pexume 06ecToYeH.

Internet

3amevanue 1. Ecnv HacTpolka Tuna 3amka nposogunacs ¢ nomotysto Web-nHtepdenca
unu ynpasnswoLer nporpammel (Hanpumep, GuardLigth), To ycTaHOBKa nepemMblyku B
nonoxexne 1 unu 4 He okasblBaeT BNMSAHUS Ha BbIOOP TNa 3aMka 40 BOCCTAaHOBMEHUS
3aBOACKMX HAaCTpoek ¢ nomoLLbto Web-vHTepdenca nnu nepembliyukm (MonoxeHne 2).

3ameyvanue 2. [Mpu 6onbLIOM YMCTie NPOXOAOB (Hanpumep kaxable 10 cekyH) BbIXOAHas
CXema MOXET BbITU U3 CTPOSA 13-3a neperpesa. [insa 3awwyTbl CXeMbl A5 TaKUX ToYek

WEB - cepBep




- pexum cBasu Cepsep. B aTom pexume mMomynb CBSI3W OXWAAET COEAMHEHWUS Mo
npotokony TCP/IP oT komnbloTepa, Ha KOTOPOM YCTaHOBIEHa ynpaBsnsioLlas nporpamMmma
(ranpumep, GuardLight, GuardCommander, ABaHrapa);

Ethernet

OTta nepemMblvKa MOXEeT HaxXoaAUTbCA B OOHOM U3 NATU NOMNOXEHWUN:

MonoxeHune Ne1 - BLIGOP anekTpomMexaHN4ecKoro 3aMka (B COCTOSIHUMN «3aKpbITO» C
3amKa CHATO HanpshkeHue) (cM. 3ameyaHue 1).

MonoxeHune N22 CLR (ouncTka) - Ans ctupaHnsa namatu (6asbl AaHHbBIX) KOHTponnepa un
BOCCTAHOBIIEHNSI 3aBOACKMX HacTpoek Modyns cBssun. [Ana aToro cnepyet BbIKIOYNTL
nuTaHne, YyCTaHOBUTb MEPEeMbIYKY W BKMIOYUTL NuUTaHue. o 3aBeplueHnio CTUpaHus -
cepus KOPOTKMX 3BYKOBbIX curHanos. CTupatoTcsa Bce Knwuu (KapTbl) U
3anporpaMMMpoBaHHOe BpeMsl OTKpbIBaHWS ABepu (yCTaHaBNMBAETCs 3aBOACKOE
3HayeHue - 3 cek).

MonoxeHue Ne3 ADD (go6aBneHuve) - anst fobaBneHnst NpocTbIX U BrOKUPYHOLLMX KapT B
namsTb KOHTponnepa 6e3 NCnonb30BaHNA MacTep-kapTel. [N 3TOro cneayeT BbIKIOYNTb
nuTaHue, YCTaHOBWUTb MEPEMbIYKY W BKIOYUTL NuTaHue. locne 3BYKOBOro curHana
KOHTpOMMNep HaxoaMTCs B pexvmMe fo6aBneHns NPoCTbIX KapT: MOXHO 406aBUTL NPOCTbie
(kopoTkoe nogHeceHue) u OGrnokupylolwme (ANMHHOE MOAHEeceHWe) kapTbl 6e3s
1cnonb3oBaHust Mactep-kapTel. Yepea 16 cekyHa nocne nocrnegHero nogHeceHns KapTol



[anee, coxpaHB aBTOHOMHbI pexum paboTsl, BbInTM n3 WEB-uHTepdeiica n co3natb
KMoun Ans npoxoaa.

[Mocne nsmeHeHnst HacTpoeK BbIKMOYNTE NUTaHne. CHUMWUTE NepeMbIYKy C NMONOXeHUS
CFG 1 ycTtaHOBUTE €€ B COOTBETCTBUM C UCMOMb3yeMbIM TUNOM 3amka. [ogaiTe
nuTaHne. YCTPOMCTBO roTOBO Kk paboTe B BbIOPaHHOM Mpy HACTPOMKax pexumMe.

Ecnu ycTpoiicTBO NnpeanonaraeTcsl UICNonb30BaTh TOMbKO B aBTOHOMHOM pexume, TO A
€ro HaCTPOWKM NCMONb3yeTCA PACcroNoXeHHas Ha nnarte yCTponcTBa nepemblyka:

CFG [0
0,0

CLR i

ADD Pwuc.7 MNepemblyka.

- pexum cBA3v KnueHT.

B aTOM pexunme Moaynb CBA3N
nblTaeTcs caM yCTaHOBUTb
coeamHeHne no npotokony TCP/IP
CynpaensitoLLen NporpaMmon.

[1nst HACTPOWKM 3TOrO pexrnmMa
Heobxoammo ykasaTb IP-agpec

1 TCP-nopT Ha yaanéHHom
KomnbtoTepe (Hanpumep,
nporpammbl GuardLight, ABaHrapg );

Ethernet

N




5. WEB-UHTEP®EWC

Web-nHTepdenc ncnonedyetcs AnNa HaCTPOWKM NapamMeTpoB CBA3W W MOLKNHYaeMOoro
obopyaoBaHus. [1ns BINONHEHUS NepBO HAaCTPOVKM TpebyeTcs yCTPOoCTBO, CnocobHoe
nogkntodatbest k cetm no Wi-Fi (nnaHwert, HoyTOyk mnu cMapTdoH), U uMetoLLee
BCTPOEHHbIN MHTepHeT-6pay3ep (Internet Explorer, Firefox, Opera, Chroment.g.).

Ins poctyna k WEB-uHTepdeiicy HacTpoek YCTPOMCTBa HY>XHO BbINMOMHUTL criedytoLme
LenCcTBUS:

1. YctaHoBUTb nepemblyky B nonoxexHne CFG (cm. n.6 «BknoveHne yctponcTea u
Havano paboTbi»);

2. Mopatb nuTaHue;

3. YcTtaHoBUTL CBA3b € ycTponcTtBoM no Wi-Fi:

- Doxpatbes nosineHunst Wi-Fi-cetu ¢ umernem Z-5R WiFi_ XXXXXX;

- MopgkntounTbes k 9TON ceTn (Naponb Ans nogkntoveHns AUTH_KEY);

3aBoackoe 3HavyeHne AUTH_KEY 13 BocbMU CMMBOMOB NpUBEAEHO HA HaKmnelnke,
pacrnonoXxeHHON Ha 06paTHON CTOPOHE Koprnyca yCTPOWCTBA UMW B KOHLIE HACTOSILLEro
pykoBoacTBa (cobntogatb pernuctp 6yks!).

i ron@Logic

6. MEPBOE BKIIOYEHUE YCTPOUCTBA UHAYAINO PABOTbI

[MogkntoumTe BHELLHUE YCTPOMCTBA K KOHTPOMepy B COOTBETCTBMM C pa3aenom 3.
HavanbHble (3aBoackue) HacTporikv mopyns ceasun Z-5R (mog. Wi-Fi):

Ha3BaHue cetn: «mySSIDy;

naponb: «WiFiPasswordy;

npotokon Wi-Fi pexum DHCP;

pexum ycTaHosneHus ceasu WEB, cepsep hw.guardsaas.com.

BHumaHue! U3meHeHne HacTpoek Moayrisi CBSI3W BO3MOXHO Tornbko yepe3 WEB-
MHTepdenc.

Ecnu npegnonaraeTcs ucnonb3oBaHWe yCTPOWCTBa B CETEBOM PEXUME NPY OTIINYHBIX OT
3aBOACKMX HACTpOeK MapaMeTpoB CEeTW, TO W3MEHUTE 3aBOACKME HacTPOWKM B
COOTBETCTBUM C N.5 HACTOSALLLEro pyKoBOACTBA.

C nomowbto WEB-nHTepdeiica Takke BO3MOXHO 3aJaHMe HAcTpoek A5 paboTbl U B
ABTOHOMHOM pexwume. [insi paboTbl YCTpONCTBaA B aBTOHOMHOM pexvMe HeobXoanmMo
yepes WEB-uHTepdeiic BbibpaTh Bkagky «Pexxum paboTbly», yCTaHOBUTb PEXUM paboThbl
«ABTOHOMHBIN» 1 CO3AAaTH XOTS 6bl 0AMH MacTep-kntod (cMm. 1.7).




BoccTaHOBUTL 3aBOACKME HACTPOMKN: BOCCTaHABNMBAET HACTPONKM MO YMOMYaHMIO.
CoxpaHuTb KOH(UrypaLmoHHbIN hann: coxpaHseT HaCTPOVKM KOHTponepa B dainn
Ha yCTpOWCTBE, C KOTOPOro NPOU3BOAMTCS HacTpoKiKa.

3arpy3nTb KOH(UIrypaUMOHHbIN chain: 3arpy>xaeT COXpaHEHHbIE HAaCTPONKN U3
drarina Ha yCTpoMCTBe, C KOTOPOro NPOU3BOAUTCS HACTPOMKa.

Mepe3arpy3ka KOHTponepa: BbiNOMHAET nepesanyck ycTponcTea, Y4Tobbl
YCTaHOBIEHHbIE N3MEHEHWNSI HACTPOEK BCTYMNWMN B CUITY.

OOGHoBMeHMe NpoLNBKK: No3BoNseT 06HoBUTL MO ycTpoicTBa kak KOHTponnepa, Tak
MopAyns CBA3N.

5.7 3aBepuieHue pabotbl WEB-nHTepderica

[ns 3aBeplieHns pabotel ¢ WEB-uHTepdeinicom Heobxoammo ybpatb nepemMblyky w3
nonoxeHuss CFG, ecnu oHa 6bina yctaHoBneHa, (cMm. n.6 «BkniouyeHue ycTpoicTea u
Havano paboTbl»), BblOpaTh BkNagky PacluMpeHHble HACTPOWKM M HaxaTb Ha KHOMKY
«[Mepesarpy3utb» B MeHto «[lepe3arpyska KOHTponnepa.

4. OTkpbITb Bpaysepom cTpaHuuy no agpecy http://192.168.10.1 (noruH: z5rwifi,
napons AUTH_KEY);

5. MNMpoxogs no cTpaHMLam MeHI0, BbINOMHUTL HACTPOWNKY NapaMeTpoB, He 3abbiBas Ha
KaXxow CTpaHuLe HaxumaTb KHOMKy CoxpaHuTb.

Mocne 3aBeplueHNs KOHUIypupoBaHUs crieqyeT yopaTb NepemMblyKy U3 MOMOXeHWs
CFG, nepesarpy3vnTb KOHTponnep v goxaaTbcs nogkntodeHust Z-5R (mog. Wi-Fi) k
nokansHow cetn.Tenepb WEB-uHtepderic 6yget goctyneH no IP-agpecy, koTopbiin 6bin
Ha3HayeH YCTPOWCTBY Mpu KoHdurypupoBaHum (Byaetr ommcaHo Huxe B n.5.3) wnn
nonyuyeH ot poytepa (DHCP-cepBepa) npu peructpauum B nokarnbHOWM CETU.

5.1 BbiGop A3bIka

Mpn nepsom BkntodeHun B WEB-uHTepdelice ycTaHOBNEH aHIMUACKMI A3bIK. [ns
BblGOpa pyccKoro Asbika LUENKHUTE Mo Haanucy Pycckui B npaBoM BEPXHEM Yriy
MHTepdeca:

iron@i.ogicoa Z-5R Wi-Fi FPyeood @

SN:46-000001 English




5.2 Bknapgka ctatyc 5.6 Bknagka PaclumpeHHble HaCTPOMKMN
Ha Bknaake Ctatyc oTobpaxkaercs Tekyliee COCTOsiHUE YCTPOCTBa: Bknagka PaclumpeHHble HacTporku no3sonseT obHOBNATbL NporpamMMHoe obecneveHve
(MO) ycTpovicTBa, ckauvBaTb W 3arpyxaTb KOHMUWrypauuoHHble dalinbl, 0OHOBNATb

MPOLLMBKY YCTPOMCTBA, BOCCTaHaBNMBaTb 3aBOACKUE HACTPOIKM 1 nepesarpyxatb Matrix-

Pesian: WEB Il (moa. E KWi-Fi):
Pomsiouerme: wpenHbie HacTpoRnm
MpogonsprensHocTs pabote: 0 days 00:01:01
Bepoua MO KowTponnepa: 2.22 BOCCTIHOBHTE 33B0ACKHE HACTRORIGH
Bepows MO mogyns canan: 1.09
Fpemees C00: D CoxpanitTh KORBATYPaLMObIR Bain
3pece: 3 ~ arpysums koupurypaworsnin dain e
Pexum: pexum pabotbl yctpoiictea (WEB, Cepep, KnvmeHT, ABTOHOMHbIN).
NopkntoyeHue: B pexumax KnueHt n Cepsep oTobpaxaeT IP-agpec komnblotepa, ¢ Nepesarpysica xomrponneps:
KOTOpPbIM YCTAHOBMEHO COeAMHEHNE.
NpoaomknTenbHOCTL PaboThbl: NPOAOIHKUTENBHOCTL PaboThl yCTPOWCTBA C MOMEHTA s TP

nogayu nuTaHuA.




Bpemsi KOHTpONS OTKPLITUA: BPEMS OXWAAHWS OTKPbIBaHWS ABEPY NPU Pa3peLlEHHOM
npoxoge. OTKpbIBaHWE ABEpU MO WCTEYEHUM 3TOTO BPEMEHW KBanuMuuMpyeTcst kak
B3nom. [pv 3agaHnm 3HaveHus, MeHbLLero Yem «Bpemsi oTKpbITUA», AN AaHHON YHKLUK
ByaeT ncnonb3oBaHo «Bpems oTKpbITUSAY».

Bpems KOHTpoOnsA 3akpbITUA: BPEMS KOHTPOMNSA OTKPbITOro COCTosiHWA Asepu. Ecnn 3a
3afjaHHOe Bpems ABepb He ByaeT 3akpbiTa, To ByaeT chopmmpoBaHo cobbiThe «[lBepb
OCTaBfieHa OTKPbITOM». 3HaveHue, paBHoe «0», OTKMOYaET KOHTPOSb.
CunxpoHusuposatb Bpemsi no NTP: Pa3peluaet obpaluatbcs k cepepy BpEMEHN
(NTP) Ans CMHXpOHM3aLMKM YacoB YCTPOWCTBA.

NTP-cepBep: agpec cepsepa NTP, ncnonb3yemoro npyv CUHXpOHU3aLnu BpeMeHMW.
YacoBoW nosc: 4YacoBoW MOSIC, UCMOSb3yeMbli NMPY CUHXPOHU3ALMN BPEMEHW.
OTKpbITb ABEPb: KHOMKW, OTKPbIBAOLLME NPOXO/ Ha BXOA UV Ha BbIXOA,.

[Mocne HacTpoek Bcex mapameTpoB HEOOXOANMO HaxaTb KHOMKY CoxXpaHuUTb.

Bepcus MO koHTponnepa: OTobpaxaeT TeKyLLYI0 BEPCUIO MPOLUMBKM KOHTpoOsepa.
Bepcus MO moayns cesasu: OTtobpaxaeT TeKyLLyH BEPCUIO MPOLLMBKMA MOAYSS CBA3N.
Mepembiuka CFG: oTo6paxaeT Hanuume nepemMbliykm (Oxxamnepa): On ycTtaHOBMEHa,
Off chaTa.

5.3 Bknapgka Hactpownkn CoeguHeHunsa

Ha Bknagke Hactpoinkn CoeauHeHus ycTaHaBnusawTcs cnocob u napameTtpbl
NOAKITIOYEHNS MOAYNS CBA3M K JIOKanbHOW ceTu. HacTpolika napameTpoB aHanornyHa
HacTpoKe UHTEPHET-poyTepa.




Tun 3amka: BeIGOp TnNa 3amka OnekTpo3allénka, ONeKTPOMarHUTHbIN,
OneKTPOMEXaHUHECKNIA.
e Ecnu Tun 3amka HacTpoeH ynpaBnsiowen nporpaMMon, TO U3MEHeHMe Tuna 3amka
b HEBO3MOXHO A0 cbpoca B 3aBoAckue HacTpowiku ¢ nomoubto Web-uHtepdberica mnm
nepemMblyku (nonoxexue 2, cMm. cTp. 50), a none “Tun 3amka” otobpaxaeTcsi Ha3BaHve
HacTpOEHHOW TOYKV Mpoxoaa.

Napons: |wiFPassword

Nowox Cered Tecr cemm

D BHyTpeHHUI 3BYK: BKIHOYEHME/OTKITIOYEHNE BCTPOEHHOIO UCTOYHUKA 3BYKA.
owcrpoesmendl 1 1921 Ungukaumna Wi-Fi: BknoveHe/OTKMIOYEHNS 0TOBPaXeHNs1 COCTOSIHUSI MOAKIMIOYEHUS K
o oo ceTtn Wi-Fi, c "OMOLLIb0 BCMIbILLEK CUHETO MHAMKATOPA. 3HAYEHUS UHOMKALWW: NOCTOSIHHOE

Wz

MuUraHue - nouck u nogkntoyeHne k cetm Wi-Fi; muraHne no 3 BCNbIWKM - pexunm
KOHMUryprpoBaHus (yctaHoBrneHa nepembiika CFG); muraHne no 2 BCMbIWKM -

Cepaep DNS

G YCTAHOBMEHO COEAVHEHWE C yMpaBrsiowen NporpaMMon (CepBepoM); O4HOKpaTHble
BCMbILLIKM - OXnAaHNe COeUHEHVA C yNpaBnstoLLen NporpamMmmMon (Cepsepom).

CeTb (SSID): HazBaHune Wi-Fi-ceTu, k koTopon 6yaeT NoaKnto4aTbCsa yCTPONCTBO. Bpems OTKpbITUS: ANUTENLHOCTL UMMYMbCA, BbIAABAEMOTO Ha 3anopHOe YCTPOMCTBO,

Maponk: koY WrdposaHUs (Naporsb), UCNonb3yeMmbii B ykazaHHON Bbiwwe Wi-Fi-ceTu. Ans pasbroknposku npoxoda. B 3aBNCUMOCTM OT TMNa 3amMKa 3TO MOXET BbITb Kak CHATWE

Mowuck ceTen: akTMBM3aLMS NOMCKa AOCTYMNHbIX B AaHHbIN MOMeHT Wi-Fi-ceTel. HanpshKeHus, Tak v ero noaava.




5.5 Bknapka HacTpoliku koHTponnepa TMocne 3aBepLUeHUs noucka AoCTynHbIX Wi-Fi-ceTeil NosiBUTCS CNMCOK HalAEHHbIX CETEN C
Bknagka HacTpoiikv KOHTponnepa No3BOMSieT YCTAaHOBUTL NapameTpbl paboThbl OTOBPaKEHNEM YPOBHS CUrHaNa:
KOHTponnepa yctponctea Z-5R (mog. Wi-Fi):

HacTpoiun Kontponnepa

HacTpolikn Coenenns

RocTynuse Wi-Fi cetn

Tin 33MKa; | INeRTROMArHMT A
BryTpemmwd s8yk: [ NET.111  -90 dBm
Vancauwn Wi-Fii iwonlogic  -76 dém  ®

fault 88 dom
Bpeva oTkpuTiR: (10 | x D.1s. default -8 das

BpeMR KOKTPONR OTKPLTHR: |30 % 0,15,
Bpema KOWTPOAR 33kpuTHE: |0 x0.18. -
Camxponmsmposar spems no NTP: [
NTP cepeep:
AN [nsa BbIGopa ceTn HeOOXOANMO BbIAENUTL HYXHYIO CEeTb 1 HaxaTb kHorky OK. Mpu aTom
Orpurs avapn HasBaHue Wi-Fi-ceTn aBToMaTtnyecku otobpassTca B HacTpoiikax. Ecnu ceTb He BeaéT
[— BeLLaHNs CBOEro UMEHU, TO UMS CETU CrieayeT BBeCTH BpyyHyto B none Cetb (SSID). Mpu

MCMNOnb30BaHUU LWNPOBAHUS HeobX0AMMO BBECTM KITHOM LM poBaHus.




TecT ceTu: NpoBepka BO3MOXHOCTU MOAKMOYEHUS C TeKywmMun 3HaveHusamun SSID un
napons. TeM He MeHee, Mpu MNpPaBUIIbHOM Mapofie poyTep MOXET oTka3aTb B
NOAKIIOYEHMM, MOCKOIBbKY MOXET ObITb HaCTpoeH Ha npoBepky MAC-agpeca ycTponcTea.
Ucnonb3oBatb DHCP: npegnuceiBaet obpawateca k DHCP-cepBepy Aans
aBTOMaTM4yeckoro nonyyeHuss |P-agpeca W ocTanbHbIX CETEeBbIX MapamMeTpos,
HeobxoauMbIx A paboTbl B JaHHOW JTOKanbHOM CeTH.

B cnyuyae otcytctBus DHCP-cepBepa He0O6X0OUMMO KOPPEKTHO HacTpouTb criegyoLine
ceTeBble NapaMeTpbl:

®dukcupoBaHHbIn IP: yHukanbHbIl IP-agpec, obecnevmBaroLLmin agpecauuo
YCTPOWNCTBA B fIOKanbHOM CeTu.

Macka NoaceTtu: macka nogceTn, ucnonb3yemasi B JaHHOM NoKanbHOM CeTU.

LLnto3: IP-agpec wntosa Ans CBA3W C APYrMMU CETSMM (B TOM YUCIIE U C UHTEPHETOM).
CepBep DNS: IP-agpec cepepa DNS.

[ns koppekTHoM paboTbl AOMKHbI ObiTb 3adaHbl BCe ykasaHHble napameTpbl. Ecnv
HEKOTOpble NapamMeTpbl HEM3BECTHbI 0BpaTUTECH K CUCTEMHOMY aiMUHUCTPATOPY.

[Mocne 3aBepLUeHMs HAaCTPONKM HEOBXOAMMO HaxaTb KHOMKY CoxXpaHUTb.

Pexum noctyna: BO3MOXHbIe 3Ha4eHss Hopma (LUTaTHbIN pexxym npoxoaa),
BnokupoBka (npoxoa no 6rnokupyowum kaptam), CBo6oaHbIN npoxoa (Npoxo,
OTKpbIT), OXnaaHue (yctaHaBnmBaeTcs Tonbko Yepe3 WEB-uHTepdenc ans cnyyas,
Koraa B KOHTPONMPYeMoii ToUke AOCTYNa yCTaHOBMEH pexum brokvuposka Toraa
nepsasi NOAHECEHHasA KapTa (NpocTas unun GrnokupytoLlas, Ho He macTep-kapral)
nepesefeT PexuMm JocTyna B nonoxeHne CBo6oAHbIN NPoxon,).

Pexxum po6aBneHus Knro4en: nepeBoanT yCTPONCTBO B pexum AobaBneHus npocTbix 1
BrnokvpyoLLmx kntoden (nogpobHee cM. n.7.1).

Pexxum nobaBneHns macTep-Knoyen: NepeBoanT YCTPONCTBO B pexmm fobasneHns
mMacTep-kntoyei (nogpobHee cMm. n.7.2).

Pexxum ypaneHus knioyen: ygansieT NOOHECEHHbIA K CYMTbIBATENtO NPOCTOW wunn
OrnokvpytoLmMin KoY 13 6asbl AaHHbIX (nogpobHee cm. n.7.3). MacTep-knoun B 3TOM
pexume He yaanstoTcs.

Mpn BKMOYEHUN pEeXUMOB «AobaBneHne knoyeny», «gobaBneHne Mactep-kmioden» u
«y[arneHue Kryeny» Ha COOTBETCTBYIOLLIEN KHOMKE NOSIBUTCS TaiMep obpaTHoro otcyéTa,
rokasbiBatoLLMIA BpEMS], OCTaBLLEECS 10 aBTOMATUYECKOIO BbIKMIOYEHUS pexXuma.




5.4 Bknagka Pexum pa6otbi

Ecnn npegnonaraetcss pabora Z-5R (mog. Wi-Fi) B ceTeBom pexume, T.e. nofg
ynpaBreHneM BHELUHEV NporpaMMbl, TO MNOCNe HACTPOWKW MOAKMIOYEHNS K MOKanbHON
Pesin goctyna: | Hopua CeTn HeobXOoAMMO HaCTPOWUTb PEXUM YCTaHOBMEHUS CBSA3W MeXZy YnpaBnsiolen
nporpamMmMort U mogynem cesian. Ha Bknagke Pexwum pabotbl Bblbupaetcs cnocob
NOAKIYEHNS K NporpaMMHOMY obecnedeHuto npu paboTe B CETEBOM pexumMe:

OBuwwme HacTpoiiku

ABTOHOMHNA

Pesiam Acceptl:

Pexum aobapnewss moued:

Pemum gobaaneqmn MacTep-wmoue:

PemuM yoaneHna wnwouedh:

Pexxum Accept: BkrovaeT pexum Accept, B KOTOPOM BCE HEU3BECTHbIE Krtoun ByayT
3anuCbIBaTbCS B NaMsiTh Kak NPOCTbIE HOBbIE KoUK,

Kniou ayTenTudikcalm: | DEADBEEF

Pexum Pabores: |WEB |

3necsk:
Kntou ayteHTUdmKaummn: knod ayTeHTUdUkaumm Heobxoaum Anst MNOAKMYeHUs K
obnavyHomy uHTEpHeT-cepBepy B pexume WEB, npu paboTe yepes cepsep, a Takke Ans




noctyna k WEB-uHTepdeiicy yctpoiictea Z-5R (moa. Wi-Fi). 5.4.4 ABTOHOMHbIN

MepBoHauansHo 34eck 0TOBpaXaeTcs 3aBOACKOe 3HAUYEHUE, YKasaHHOe Ha Haknelike Ha HauansbHas Hactpoiika CKY[L, koTopas, Hanpumep, Ha KoHTporinepe Z-5R BbinonHAeTcs ¢

kopnyce yctponctea (cm. AUTH_KEY). INMpu HeobxoammocTy Ha JaHHOM Liare HaCcTPOWKK MOMOLLO MepemblieK, Ha AAHHOM YCTPOVWICTBE BbIMOMHAETCS C MOMOLUbIO pexuma

€10 MOXHO N3MEHNTb (10MyCKaTCs LM 1 MaTUHCKNeE ByKBbI). ABTOHOMHbIN. 3TOT peXnM npeaHasHadveH Ans paboTbl CO CIMCKOM Kouelt KOHTponnepa

Pexum pa6oTbl: BLIGOp ceTeBoro pexuma paboTsl - WEB, Cepsep, KnueHT nnm 6e3 wcrnonb3oBaHus MacTep-kntoda deped WEB-uHTepdeiic. [ns obecnedeHus

BbIGOP AaBTOHOMHOTO PeXuMa paGoTbl ABTOHOMHbIM. HaCTPOiKK 6a3bl KII0Ye MOXHO UCMOMb30BaTh BHELLHUI CHATLIBATENb, NOAKMIOYEHHI K
ycTponcTtsy Z-5R (moa. Wi-Fi) no npotokony iButton (HacTpoiika 6a3bl kntodei ¢ NoMOLLbHo

5.4.1 Web cumMTBLIBaTENS, NOAKMYeHHOro no npotokony Wiegand, He noaaepxusaetcs!).

Pexum WEB oBecneunsaeT cBsi3b ¢ «0BnayHbIM» CepBUCOM. [1nsi HACTPOMKM pexuma B cnyuae ynpasnenusi pabotoit yctpoiictea Yepes WEB-uHTepdperic crieayer Boibparb

pabotbl WEB HeobxoamMmo yTouHWUTL Y MOCTaBLLUMKa YCIyri 1 3aaath criegytolive pexum paboTbl ABTOHOMHbI. Toraa uHTepdec yrnpaeneHus pUMeT CreayoLLmia BUA

napameTpbil:




5.4.3 KnueHt

B crnyyae BbiGopa pexuma paboTbl KnueHT mogyrb cBsiaun cam ByaeT perynsipHo nbitatees WEB
YCTaHOBUTb COeANHEHNE C yNPaBsoLLEN MPOrpamMmMON. RO, = o v
3agaHuio nognexar criegyroLme napaMmeTpbl:

Henonpaosats HTTP nposcow; %]

Knuent
Anpec npoxcw cepeepa: |192.168.10.1
Appec cepaepa: |192.168.1.10
I ] MopT Nnpoxkck cepeepa: A
MopT cepaepa: |25000 ] :
Napons: |ab874086d09d4dc3

3pech: 3 WHTepEan coegwsesma: |10

Apnpec cepBepa: IP-agpec komnbioTepa, ¢ KOTOPbIM YCTPOMCTBO AOMMKHO YCTaHOBUTb

NoAKIoYEeHNe NS CBSA3N C YNpaBnsioLLein NporpaMmon. Yucno cobumwi: |1

MopT cepBepa: IP-nopT, K KOTOPOMY AOMKHO OCYLLECTBAATLCSA NOAKIIOHYEHME.
[Mocne HacTpoWikv BCex napaMmeTpoB HEO6X0AMMO HaxaTb KHOMKy CoxpaHUTb.




Apnpec cepBepa: nvsi unu IP-agpec WEB-cepBepa «obnayHoro» cepsuca, kK KoTOpoMy

[ormkeH OyaeT noaknioyaTbCst KOHTPOIep.

Ucnonb3oBatb HTTP-npokcu: ykazaHve HeobxoaMmMocTu obpalleHust K i
NoxanoHuwia nopt: (1000

crneunanbHOMY cepBepy B CeTU AN AOCTyNa K UHTEPHETY. !

Appec npokcu-cepBepa: CETEBOW aApec NPOoKCU-cepBepa B NTOKanbHON ceTu.

MopT npokcu-cepBepa: NopT AN NOAKMIOYEHNS K MPOKCU-CEPBEPY.

Maponb: naponke Ans goctyna K AgaHHbIM Ha WEB-cepeepe.

WHTepBan coeamHeHuA: nHtepsan coegnHerusa ¢ WEB-cepBepoM B cekyHAax. 3pech:

Yucno cobbITUIA: YMCNO COBLITUI B KOHTPOMMepax, NpyM KOTOPOM NPOUCXOAUT

[ocpoyHas oTnpaBka AaHHbix Ha WEB-cepBep A0 ucTeueHns nHTepsana nepeaayv.

[Mocne HacTpoek Bcex napameTpoB HeOOXoANMO HaxaTb KHOMKY CoxpaHuThb.

5.4.2 CepBep

B aToM pexvme Moaynb CBA3W OXuaaeT NOAKMYEHMS ynpaBnsoLweln NporpaMmmMbl K ero

OTKpPbLITOMY FokanbHOMy MopTy. B crnyyae Bbibopa pexuma pabotbl Cepsep crnegyet

3apathb:

Cepeep

Pazpewdmmmi IP: :255.255 .235.255

TNokanbHbI nopt: TCP-nopT, kK KOTOpoMy AormkHa ByAeT ocyLeCTBNATL NOAKIIOUEHME
ynpasnsoLas nporpamma.

PaspewéHHbin IP: IP-agpec komnbloTepa, C KOTOPOro ynpaensioLLen nporpamMmve
pa3peLLeHo yCTaHaBnMBaTh CoeanHeEHNe ¢ KOHTponnepom (255.255.255.255 ans
ponycka Bcex |IP-agpecos).

[Mocne HacTpoWikn Bcex napameTpoB HEOOXOAMMO HaxaTb KHOMKYy CoxpaHuUTb.

i ron@Logic




